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SMT-based Synthesis of Distributed Self-Stabilizing Systems

FATHIYEH FAGHIH, University of Waterloo
BORZOO BONAKDARPOUR, McMaster University

A self-stabilizing system is one that guarantees reaching a set of legitimate states from any arbitrary initial
state. Designing distributed self-stabilizing protocols is often a complex task and developing their proof of
correctness is known to be significantly more tedious. In this paper, we propose an SMT-based method that
automatically synthesizes a self-stabilizing protocol, given the network topology of distributed processes
and description of the set of legitimate states. Our method can synthesize synchronous, asynchronous, sym-
metric, and asymmetric protocols for two types of stabilization, namely weak and strong. We also report on
successful automated synthesis of a set of well-known distributed stabilizing protocols such as Dijkstra’s
token ring, distributed maximal matching, graph coloring, and mutual exclusion in anonymous networks.

1. INTRODUCTION
Self-stabilization is a versatile technique for forward fault recovery. A self-stabilizing
system has two key features:

— Strong convergence. When a fault occurs in the system and, consequently, reaches
some arbitrary state, the system is guaranteed to recover proper behavior within a
finite number of execution steps.

— Closure. Once the system reaches such good behavior, typically specified in terms
of a set of legitimate states, it remains in this set thereafter in the absence of new
faults.

Self-stabilization has a wide range of application domains, including network-
ing [Dolev and Schiller 2004] and robotics [Ooshita and Tixeuil 2012]. The concept of
self-stabilization was first introduced by Dijkstra in his seminal paper [Dijkstra 1974],
where he proposed three solutions for designing self-stabilizing token circulation in
ring topologies. Twelve years later, in a follow up article [Dijkstra 1986], he published
the correctness proof of one of the algorithms in [Dijkstra 1974], where he states that
demonstrating the proof of correctness of self-stabilization was more complex than he
originally anticipated. Indeed, designing correct self-stabilizing algorithms is a tedious
and challenging task, prone to errors. Also, complications in designing self-stabilizing
algorithms arise, when there is no commonly accessible data store for all processes,
and the system state is based on the valuations of variables distributed among all pro-
cesses [Dijkstra 1974]. Thus, it is highly desirable to have access to techniques that
can automatically generate self-stabilizing protocols that are correct by construction.

This research was supported in part by Canada NSERC Discovery Grant 418396-2012 and NSERC Strategic
Grant 430575-2012.
Author’s addresses: F. Faghih, School of Computer Science, University of Waterloo, Canada, Email:
ffaghihe@uwaterloo.ca; B. Bonakdarpour (corresponding author), Department of Computing and Software,
McMaster University, Canada, Email: borzoo@mcmaster.ca
Permission to make digital or hard copies of part or all of this work for personal or classroom use is granted
without fee provided that copies are not made or distributed for profit or commercial advantage and that
copies show this notice on the first page or initial screen of a display along with the full citation. Copyrights
for components of this work owned by others than ACM must be honored. Abstracting with credit is per-
mitted. To copy otherwise, to republish, to post on servers, to redistribute to lists, or to use any component
of this work in other works requires prior specific permission and/or a fee. Permissions may be requested
from Publications Dept., ACM, Inc., 2 Penn Plaza, Suite 701, New York, NY 10121-0701 USA, fax +1 (212)
869-0481, or permissions@acm.org.
c© 2010 ACM 1539-9087/2010/03-ART39 $15.00
DOI:http://dx.doi.org/10.1145/0000000.0000000

ACM Transactions on Embedded Computing Systems, Vol. 9, No. 4, Article 39, Publication date: March 2010.



Program synthesis (often called the holy grail of computer science) is an algorithmic
technique that takes as input a logical specification and automatically generates as
output a program that satisfies the specification. Automated synthesis is generally a
highly complex and challenging problem due to the high time and space complexity of
its decision procedures. For this reason, synthesis is often used for developing small-
sized but intricate components of systems. Synthesizing self-stabilizing distributed
protocols involves an additional level of complexity, due to constraints caused by dis-
tribution. Examples of such constraints include read-write restriction of processes in
the shared-memory model, timing models, and symmetry. These constraints result in
combinatorial blowups in the search space of corresponding synthesis problems. For
instance, in [Klinkhamer and Ebnenasir 2013], the authors show that adding stabi-
lization behavior to a non-stabilizing protocol is NP-complete in the size of the state
space, which itself is exponential in the size of variables of the protocol. Also, Ebnenasir
and Farahat [Ebnenasir and Farahat 2011] propose a heuristic method that synthe-
sizes self-stabilizing algorithms, which is an incomplete technique (i.e., it may fail to
find a solution even if there exists one). In bounded synthesis [Finkbeiner and Schewe
2013], the authors propose a method for synthesizing synchronous distributed proto-
cols that interact with the environment. While this method is quite general, it is not
clear how it performs in the context of self-stabilizing protocols.

With this motivation, in this paper, we focus on the problem of automated synthesis
of self-stabilizing protocols. Based on the input specification and the type of output
program, there are various synthesis techniques. Our technique in this paper to syn-
thesize self-stabilizing protocols takes as input the following:

(1) A topology that specifies (1) a finite set V of variables allowed to be used in the
protocol and their respective finite domains, (2) the number of processes, and (3)
read-set and write-set of each process; i.e., subsets of V that each process is allowed
to read and write.

(2) A set of legitimate states in terms of a Boolean expression over V .
(3) The timing model; i.e., whether the synthesized protocol is synchronous or asyn-

chronous.
(4) Symmetry; i.e., whether or not all processes should behave identically.
(5) Type of stabilization; i.e., strong convergence guarantees finite-time recovery, while

weak convergence guarantees only the possibility of recovery from any arbitrary
state.

Our synthesis approach in this paper is based on constraint solving and consists of two
steps: (1) encoding of the synthesis problem as a set of constraints, and (2) complete
search over the possible solutions. Our approach is, in particular, SMT1-based. That
is, given the five above input constraints, we encode them as a set of SMT constrains.
If the SMT instance is satisfiable, then a witness solution to its satisfiability is a dis-
tributed protocol that meets the input specification. If the instance is not satisfiable,
then we are guaranteed that there is no protocol that satisfies the input specification.
To the best of our knowledge, unlike the work in [Bonakdarpour et al. 2012; Ebnenasir
and Farahat 2011], our approach, is the first sound and complete technique that syn-
thesizes self-stabilizing algorithms2. That is, our approach guarantees synthesizing
a protocol that is correct by construction, if theoretically, there exists one, thanks to

1Satisfiability Modulo Theories (SMT) are decision problems for formulas in first-order logic with equality
combined with additional background theories such as arrays, bit-vectors, etc.
2In [Klinkhamer and Ebnenasir 2014], the authors independently develop another sound and complete
solution. We discuss this work in Section 7 in detail.
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the power of existing constraint solvers. It allows synthesizing protocols with different
combinations of timing models along with symmetry and types of stabilization.

Our technique for transforming the input specification into an SMT instance consists
in developing the following two sets of constraints:

— State and transition constraints capture requirements from the input specification
that are concerned with each state and transition of the output protocol. For in-
stance, read-write restrictions constrain transitions of each process; i.e., in all tran-
sitions, a process should only read and write variables that it is allowed to. Timing
models, symmetry, and designation of legitimate states are constraints applied to
states and transitions. Encoding these constraints in an SMT instance is relatively
straightforward.

— Temporal constraints in our work are only concerned with ensuring closure as well
as weak and strong convergence. Our approach to encode weak and strong conver-
gence in an SMT instance is inspired by bounded synthesis [Finkbeiner and Schewe
2013]. In bounded synthesis, temporal logic properties are first transformed into a
universal co-Büchi automaton. This automaton is subsequently used to synthesize
the next-state function or relation, which in turn identifies the set of transitions of
each process.

Solving the satisfiability problem for the conjunction of all above state, transition, and
temporal properties results in synthesizing a stabilizing protocol. In order to demon-
strate the effectiveness of our approach, we conduct a diverse set of case studies for au-
tomatically synthesizing well-known protocols from the literature of self-stabilization.
These case studies include Dijkstra’s token ring [Dijkstra 1974] (for both three and
four state machines), maximal matching [Manne et al. 2009], weak stabilizing token
circulation in anonymous networks [Devismes et al. 2008], and the three coloring prob-
lem [Gouda and Acharya 2009]. Given different input settings (i.e., in terms of the
network topology, type of stabilization, symmetry, and timing model), we report and
analyze the total time needed for synthesizing these protocols using the constraint
solver Alloy [Jackson 2012].

Organization. The rest of the paper is organized as follows. In Section 2,
we present the preliminary concepts on the shared-memory model and
self-stabilization. Formalization of timing models and symmetry in distributed
programs are described in Section 3. Then, Section 4 formally states the synthesis
problem in the context of self-stabilizing systems. In Section 5, we describe our
SMT-based technique, while Section 6 is dedicated to our case studies. Related work is
discussed in Section 7. Finally, we make concluding remarks and discuss future work
in Section 8. For reader’s convenience, the appendix provides a summary of notations
and a lookup table of synthesis SMT constraints with respect to different types of
self-stabilizing distributed programs and additional case studies.

2. PRELIMINARIES
In this section, we present the preliminary concepts on distributed programs in the
shared-memory model and self-stabilization [Dijkstra 1974].

2.1. Distributed Programs
Throughout the paper, let V be a finite set of discrete variables, where each variable
v ∈ V has a finite domain Dv. A state is a valuation of all variables; i.e., a mapping
from each variable v ∈ V to a value in its domain Dv. We call the set of all possible
states the state space. A transition in the state space is an ordered pair (s0, s1), where
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π0 π1 π2

Fig. 1. Example of a maximal matching problem

s0 and s1 are two states. A state predicate is a set of states and a transition predicate
is a set of transitions. We denote the value of a variable v in state s by v(s).

Definition 2.1. A process π over a set V of variables is a tuple 〈Rπ,Wπ, Tπ〉, where

—Rπ ⊆ V is the read-set of π; i.e., variables that π can read,
—Wπ ⊆ Rπ is the write-set of π; i.e., variables that π can write, and
— Tπ is the transition predicate of process π, such that (s0, s1) ∈ Tπ implies that for

each variable v ∈ V , if v(s0) 6= v(s1), then v ∈Wπ.

Notice that Definition 2.1 requires that a process can only change the value of a
variable in its write-set (third condition), but not blindly (second condition). We say
that a process π = 〈Rπ,Wπ, Tπ〉 is enabled in state s0 if there exists a state s1, such
that (s0, s1) ∈ Tπ.

Definition 2.2. A distributed program is a tuple D = 〈ΠD, TD〉, where

— ΠD is a set of processes over a common set V of variables, such that:
— for any two distinct processes π1, π2 ∈ ΠD, we have Wπ1 ∩Wπ2 = ∅, and
— for each process π ∈ ΠD and each transition (s0, s1) ∈ Tπ, the following read

restriction holds:

∀s′0, s′1 :
[
((∀v ∈ Rπ : (v(s0) = v(s′0) ∧ v(s1) = v(s′1))) ∧
(∀v 6∈ Rπ : v(s′0) = v(s′1)))

]
=⇒ (s′0, s

′
1) ∈ Tπ (1)

— TD is a transition predicate.

Intuitively, the read restriction in Definition 2.2 imposes the constraint that for each
process π, each transition in Tπ depends only on reading the variables that π can read
(i.e. Rπ). Thus, each transition in TD is, in fact, an equivalence class in TD, which we
call a group of transitions. The key consequence of read restrictions is that during syn-
thesis, if a transition is included (respectively, excluded) in TD, then its corresponding
group must also be included (respectively, excluded) in TD. Also, notice that TD is de-
fined in an abstract fashion. In Section 3, we will discuss what transitions are included
in TD based on the timing model and symmetry of the processes in ΠD.

Example. We use the problem of distributed self-stabilizing maximal matching as
a running example to describe the concepts throughout the paper. In an undirected
graph a maximal matching is a maximal set of edges, in which no two edges share
a common vertex. Consider the graph in Fig. 1 and suppose each vertex is a process
in a distributed program. In particular, let V = {match0,match1,match2} be the set of
variables and D = 〈ΠD, TD〉 be a distributed program, where ΠD = {π0, π1, π2}. We also
have Dmatch0 = {1,⊥}, Dmatch1 = {0, 2,⊥}, and Dmatch2 = {1,⊥}. The intuitive mean-
ing of the domain of each variable is that each process can be either matched to one of
its adjacent processes (i.e., π0 can be matched to π1, π1 can be matched to either π0 or
π2, and π2 can be matched to π1) or to no process (i.e., the value ⊥). Each process πi can
read and write variable matchi and read the variables of its adjacent processes. For in-
stance, π0 = 〈Rπ0

,Wπ0
, Tπ0
〉, with Rπ0

= {match0,match1} and Wπ0
= {match0}. Notice
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that following Definition 2.2 and read/write restrictions of π0, (arbitrary) transitions

t1 = ([match0 = match2 =⊥,match1 = 0], [match0 = 1,match1 = 0,match2 =⊥])

t2 = ([match0 =⊥,match1 = 0,match2 = 1], [match0 = match2 = 1,match1 = 0])

have the same effect as far as π0 is concerned (since π0 cannot read match2). This
implies that if t1 is included in the set of transitions of a distributed program, then so
should t2. Otherwise, execution of t1 by π0 will depend on the value of match2, which,
of course, π0 cannot read.

Definition 2.3. A computation of D = 〈ΠD, TD〉 is an infinite sequence of states
s = s0s1 · · · , such that: (1) for all i ≥ 0, we have (si, si+1) ∈ TD, and (2) if a computation
reaches a state si, from where there is no state s 6= si, such that (si, s) ∈ TD, then
the computation stutters at si indefinitely. Such a computation is called a terminating
computation.

As an example, in maximal matching, computations may terminate when a matching
between processes is established.

2.2. Topology
Intuitively, a topology specifies only the architectural structure of a distributed pro-
gram (without its set of transitions). The reason for defining topology is that one of the
inputs to our synthesis solution is a topology based on which a distributed program is
synthesized as output.

Definition 2.4. A topology is a tuple T = 〈VT , |ΠT |, RT ,WT 〉, where

— VT is a finite set of finite-domain discrete variables,
— |ΠT | ∈ N≥1 is the number of processes,
—RT is a mapping {0 . . . |ΠT | − 1} 7→ 2V from a process index to its read-set,
—WT is a mapping {0 . . . |ΠT | − 1} 7→ 2V that maps a process index to its write-set,

such that WT (i) ⊆ RT (i), for all i (0 ≤ i ≤ |ΠT | − 1).

Example. The topology of our matching problem is a tuple 〈V, |ΠT |, RT ,WT 〉, where

— V = {match0,match1,match2}, with domains Dmatch0
= {1,⊥}, Dmatch1

= {0, 2,⊥},
and Dmatch2

= {1,⊥},
— |ΠT | = 3,
—RT (0) = {match0,match1}, RT (1) = {match0,match1,match2},
RT (2) = {match1,match2}, and

—WT (0) = {match0}, WT (1) = {match1}, and WT (2) = {match2}.
Definition 2.5. A distributed program D = 〈ΠD, TD〉 has topology T =

〈VT , |ΠT |, RT ,WT 〉, if and only if

— each process π ∈ ΠD is defined over VT
— |ΠD| = |ΠT |
— there is a mapping g : {0 . . . |ΠT | − 1} 7→ ΠD such that

∀i ∈ {0 . . . |ΠT | − 1} :(RT (i) = Rg(i)) ∧ (WT (i) = Wg(i))

2.3. Self-Stabilization
Pioneered by Dijkstra [Dijkstra 1974], a self-stabilizing system is one that always re-
covers a good behavior (typically, expressed in terms of a set of legitimate states), even
if it starts execution from any arbitrary initial state. Such an arbitrary state may be
reached due to wrong initialization or occurrence of transient faults.
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Definition 2.6. A distributed program D = 〈ΠD, TD〉 is self-stabilizing for a set LS
of legitimate states if and only if the following two conditions hold:

— Strong convergence: In any computation s = s0s1 · · · of D, where s0 is an arbitrary
state of D, there exists i ≥ 0, such that si ∈ LS . That is, the computation-tree logic
(CTL) [Emerson 1990] formula3:

SC = A3LS (2)
— Closure: For all transitions (s0, s1) ∈ TD, if s0 ∈ LS , then s1 ∈ LS as well. That is,

the CTL formula:
CL = LS ⇒ A© LS (3)

Notice that strong convergence ensures that starting from any state, any computation
will converge to a legitimate state of D within a finite number of steps. Closure ensures
that starting from any legitimate state, execution of the program remains within the
set of legitimate states. Also, since all states in a self-stabilizing distributed program
are considered as initial states, CTL Formula 3 (i.e., closure CL) is evaluated over all
possible states. This is why the formula is not of form A2(LS ⇒ A© LS ).

Example. In our maximal matching problem, the set of legitimate states is:

LS =
{

[match0(s) = 1,match1(s) = 0,match2(s) =⊥],
[match0(s) =⊥,match1(s) = 2,match2(s) = 1]

}
There exist several results on impossibility of distributed self-stabilization (e.g.,

in token circulation and leader election in anonymous networks [Herman 1990]).
Thus, less strong forms of stabilization have been introduced in the literature of dis-
tributed computing. One example is weak-stabilizing distributed programs [Gouda
2001], where there only exists the possibility of convergence.

Definition 2.7. A distributed program D = 〈ΠD, TD〉 is weak-stabilizing for a set LS
of legitimate states if and only if the following two conditions hold:

— Weak convergence: For each state s0 in the state space of D, there exists a computa-
tion s = s0s1 · · · of D, where there exists i ≥ 0, such that si ∈ LS . That is, the CTL
formula:

WC = E3LS (4)
— Closure: As defined in Definition 2.6.

Notice that unlike strong self-stabilizing programs, in a weak-stabilizing program,
there may exist execution cycles outside the set of legitimate states. In the rest of the
paper, we use ‘strong self-stabilization’ (respectively, ‘strong convergence’) and ‘self-
stabilization’ (respectively, ‘convergence’) interchangeably.

Notation. We denote the fact that a distributed program D satisfies a temporal logic
formula ϕ by D |= ϕ. For example, D |= SC means that distributed program D satisfies
strong convergence.

3. TIMING MODELS AND SYMMETRY IN DISTRIBUTED PROGRAMS
Our synthesis solution takes as input the type of timing model as well as symmetry re-
quirements among processes. These constraints are defined in Subsections 3.1 and 3.2.

3In CTL ‘A’ denotes ‘for all computations’, ‘E’ denotes ‘there exists a computation’, ‘3’ denotes ‘eventually’,
and© denotes ‘next state’.
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3.1. Timing Models
Two commonly-considered timing models in the literature of distributed computing
are synchronous and asynchronous programs [Lynch 1996]. In an asynchronous dis-
tributed program, every transition of the program is a transition of one and only one
of its processes.

Definition 3.1. A distributed program D = 〈ΠD, TD〉 is asynchronous if and only if
the following condition holds:

ASYN = ∀(s0, s1) ∈ TD : ((∃π ∈ ΠD : (s0, s1) ∈ Tπ) ∨
((s0 = s1) ∧ ∀π ∈ ΠD : ∀s : (s0, s) 6∈ Tπ)) (5)

Thus, the transition predicate of an asynchronous program is simply the union of tran-
sition predicates of all processes. That is,

TD =
⋃

π∈ΠD

Tπ

An asynchronous distributed program resembles a system, where process transitions
execute in an interleaving fashion. In a synchronous distributed program, on the other
hand, in every step, all enabled processes have to take a step simultaneously.

Definition 3.2. A distributed program D = 〈ΠD, TD〉 is synchronous if and only if
the following condition holds:

SYN = ∀(s0, s1) ∈ TD : ∀π ∈ ΠD :

(∃s : ((s0, s) ∈ Tπ) ∧ ∀v ∈Wπ : v(s1) = v(s)) ∨
(∀s : ((s0, s) 6∈ Tπ) ∧ ∀v ∈Wπ : v(s0) = v(s1)) (6)

In other words, a distributed program is synchronous, if and only if each transition
(s0, s1) ∈ TD is obtained by execution of all enabled processes (the ones that have
a transition starting from s0). Hence, the value of the variables in their write-sets
change in s1 accordingly. Also, for all non-enabled processes, the value of the variables
in their write-sets do not change from s0 to s1.

3.2. Symmetry
Symmetry in distributed programs refers to similarity of behavior of different pro-
cesses.

Definition 3.3. A distributed program D = 〈ΠD, TD〉 is called symmetric if and
only if for any two distinct processes π, π′ ∈ ΠD, there exists a bijection f : Rπ → Rπ′ ,
such that the following condition holds:

SYM = ∀(s0, s1) ∈ Tπ : ∃(s′0, s′1) ∈ Tπ′ :

(∀v ∈ Rπ : (v(s0) = f(v)(s′0))) ∧ (∀v ∈Wπ : (v(s1) = f(v)(s′1))) (7)

In other words, in a symmetric distributed program, the transitions of a process can be
determined by a simple variable mapping from another process. A distributed program
is called asymmetric if it is not symmetric.
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4. PROBLEM STATEMENT
Our goal is to synthesize strong and weak self-stabilizing distributed programs by
starting from the description of its set of legitimate states and the architectural struc-
ture of processes. Formally, the goal is to devise a synthesis algorithm that takes as
input the following:

— a topology T = 〈V, |ΠT |, RT ,WT 〉
— a set LS of legitimate states
— the specification of the timing model, type of self-stabilization, and symmetry of the

resulting distributed program.

The synthesis algorithm is required to generate as output a distributed program D =
〈ΠD, TD〉, such that, based on the given input specification: (1) D has topology T , (2)
D |= SC ∧CL or D |= WC ∧CL, and (3) TD respects ASYN or SYN , and if symmetry is
required, it also respects SYM .

5. SMT-BASED SYNTHESIS SOLUTION
In this section, we propose a technique that transforms the synthesis problem stated
in Section 4 into an SMT solving problem. An SMT instance consists of two parts: (1) a
set of entity declarations (in terms of sets, relations, and functions), and (2) first-order
modulo-theory constraints on the entities. An SMT-solver takes as input an SMT in-
stance and determines whether or not the instance is satisfiable; i.e., whether there
exists concrete SMT entities (also called an SMT model) that satisfy the constraints.
We transform the input to our synthesis problem into an SMT instance. If the SMT
instance is satisfiable, then the witness generated by the SMT solver is the answer to
our synthesis problem. We describe the SMT entities obtained in our transformation
in Subsection 5.1. Constraints that appear in all SMT instances regardless of the tim-
ing model, type of symmetry, and stabilization are presented in Subsection 5.2, while
constraints depending on these factors are discussed in Subsection 5.3.

5.1. SMT Entities
Recall that the inputs to our problem are a topology T = 〈V, |ΠT |, RT ,WT 〉, a set LS
of legitimate states, and the program type. Let D = 〈ΠD, TD〉 denote the distributed
program to be synthesized that has topology T and legitimate states LS . In our SMT
instance, we include:

— A set Dv for each v ∈ V , which contains the elements in the domain of v.
— A set called S, whose cardinality is ∣∣∣∣ ∏

v∈V
Dv

∣∣∣∣
(i.e., the Cartesian product of all variable domains). This set represents the state
space of the synthesized distributed program. Recall that in a self-stabilizing pro-
gram, any arbitrary state can be an initial state and, hence, we need to include the
entire state space in the SMT instance.

— An uninterpreted function v val for each variable v, v val : S 7→ Dv that maps each
state in the state-space to a valuation of that variable.

— A relation TD that represents the transition relation of the synthesized distributed
program (i.e., TD ⊆ S × S). Obviously, the main challenge in synthesizing D is iden-
tifying TD, since variables (and, hence, states) and read/write-sets of ΠD are given
by topology T .
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— A Boolean function LS : S 7→ {0, 1}. LS (s) is true if and only if s is a legitimate
state.

— An uninterpreted function ψ, from each state to a natural number (ψ : S 7→ N). We
will discuss this function in detail in Subsection 5.3.1.

Example. In our maximal matching problem, the SMT entities are as follows:

—Dmatch0
= {⊥, 1}, Dmatch1

= {⊥, 0, 2}, Dmatch2
= {⊥, 1}

— set S, where |S| = 2× 3× 2 = 12
— match0 val : S 7→ Dmatch0

, match1 val : S 7→ Dmatch1
, match2 val : S 7→ Dmatch2

— TD ⊆ S × S
— LS : S 7→ {0, 1}
— ψ : S 7→ N

5.2. General Constraints
In this section, we present the constraints that appear in all SMT instances regardless
of the timing model and type of symmetry and stabilization.

5.2.1. State Distinction. As mentioned, we specify the size of the state space in the
model. The first constraint in our SMT instance stipulates that any two distinct states
differ in the value of some variable:

∀s0, s1 ∈ S : (s0 6= s1) =⇒ (∃v ∈ V : v val(s0) 6= v val(s1)) (8)

Example. In our maximal matching problem, the state distinction constraint is:

∀s0, s1 ∈ S : (s0 6= s1) =⇒ (match0 val(s0) 6= match0 val(s1)) ∨
(match1 val(s0) 6= match1 val(s1)) ∨
(match2 val(s0) 6= match2 val(s1))

5.2.2. Read Restrictions. To ensure that D meets the read restrictions given by T , we
add the following constraint for each process index i ∈ {0, . . . , |ΠT | − 1}:

∀s0, s1 ∈ S :
(

(s0, s1) ∈ TD ∧ ∃v ∈WT (i) : v val(s0) 6= v val(s1)
)

=⇒(
∀s′0, s′1 ∈ S :

(
∀v′ ∈ RT (i) : v′ val(s0) = v′ val(s′0) ∧

∀v′ ∈WT (i) : v′ val(s1) = v′ val(s′1)
)

=⇒ (s′0, s
′
1) ∈ TD

)
(9)

Note that Constraint 9 is formulated differently from the definition of read restric-
tion in Condition 1. The reason is that Definition 2.2 corresponds to an asynchronous
system. To cover both synchronous and asynchronous systems, we formalize read re-
strictions as Constraint 9, which can be used in addition to Constraint 22 to synthesize
asynchronous systems. This will be discussed in Subsection 5.3.3.

Example. In our maximal matching problem, the read restriction for process 0 is the
following constraint:

∀s0, s1 ∈ S :
(
(s0, s1) ∈ TD ∧ match0 val(s0) 6= match0 val(s1)

)
=⇒

∀s′0, s′1 ∈ S :
(
match0 val(s0) = match0 val(s

′
0) ∧

match1 val(s0) = match1 val(s
′
0) ∧

match0 val(s1) = match0 val(s
′
1)
)

=⇒ (s′0, s
′
1) ∈ TD
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q0 q1
LS

¬LS true

Q = {q0, q1}, Q0 = {q0}, ∆ = {(q0, q0), (q0, q1), (q1, q1)}, G(q0, q0) = {¬LS}, G(q0, q1) =
{LS}, G(q1, q1) = {true}

Fig. 2. Universal co-Büchi automaton for strong convergence ϕ = 3LS .

5.2.3. Closure (CL). The formulation of the CL constraint in our SMT instance is as
follows:

∀s, s′ ∈ S : (LS (s) ∧ (s, s′) ∈ TD) =⇒ LS (s′) (10)

5.3. Program-specific Constraints
We now present the model constraints that depend on the specific timing model, type
of symmetry, and stabilization (i.e., strong and weak-stabilization, asynchronous and
symmetric programs).

5.3.1. Strong Convergence (SC ). Our formulation of the SMT constraints for SC is an
adaptation of the concept of bounded synthesis [Finkbeiner and Schewe 2013]. Inspired
by bounded model checking techniques [Clarke et al. 2001], the goal of bounded syn-
thesis is to synthesize an implementation that realizes a set of linear-time temporal
logic (LTL) properties, where the size of the implementation is bounded (in terms of
the number of states). We emphasize that although strong convergence (Constraint 2)
is stated in CTL, it can also be stated by an equivalent LTL property:

D |= A3LS ⇔ D |= 3LS

for any distributed program D. One difficulty with bounded model checking and syn-
thesis is to make an estimate on the size of reachable states of the program under
inspection. This difficulty is not an issue in the context of synthesizing self-stabilizing
systems, since it is assumed that any arbitrary state is either reachable or can be an
initial state. Hence, the bound will be equal to the size of the state space; i.e., the size is
a priori known by the input topology. The bounded synthesis technique for synthesizing
a state-transition system from a set of LTL properties consists in two steps [Finkbeiner
and Schewe 2013]:

— Step 1: Translation to universal co-Büchi automaton. First, we transform
each LTL formula ϕ into a universal co-Büchi automaton Bϕ using the method
in [Kupferman and Vardi 2005]. Roughly speaking, a universal co-Büchi automa-
ton [Kupferman and Vardi 2005; Finkbeiner and Schewe 2013] is a tuple Bϕ =
〈Q,Q0,∆, G〉, where Q is a set of states, Q0 ⊆ Q is the set of initial states, ∆ ⊆ Q×Q
is a set of transitions, and G maps each transition in ∆ to propositional condi-
tions. Each state could be accepting (depicted by a circle), or rejecting (depicted by a
double-circle). In particular, Fig. 2 shows the universal co-Büchi automaton for the
strong convergence formula SC = 3LS . This formula is, in fact, the only formula for
which we use bounded synthesis.
Let ST = 〈S, S0, TD〉 be a state-transition system, where S is a set of states, S0 ⊆ S
is the set of initial states, and TD ⊆ S × S is a set of transitions. We say that Bϕ
accepts ST if and only if on every infinite path of ST running on Bϕ, there are
only finitely many visits to the set of rejecting states in Bϕ [Kupferman and Vardi
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2005]. For instance, if a state-transition system is self-stabilizing for the set LS of
legitimate states, all its infinite paths visit a state in ¬LS only finitely many times.
Hence, the automaton in Fig. 2 accepts such a system.

— Step 2: SMT encoding. In this step, the conditions for the co-Büchi automaton
to satisfy a state-transition system are formulated as a set of SMT constraints. To
this end, we utilize the technique proposed in [Finkbeiner and Schewe 2013] for
developing an annotation function λ : Q × S 7→ N ∪ {⊥}, such that the following
three conditions hold:

∀q0 ∈ Q0 : ∀s0 ∈ S0 : λ(q0, s0) ∈ N (11)

If
— λ(q, s) 6= ⊥ for some q ∈ Q and s ∈ S,
— there exists q′ ∈ Q, such that q′ is an accepting state and (q, q′) ∈ ∆ with the

condition g ∈ G, and
— g is satisfied in the state s
then

∀s′ ∈ S : (s, s′) ∈ TD =⇒ (λ(q′, s′) 6=⊥ ∧ λ(q′, s′) ≥ λ(q, s)) (12)

and if q′ is a rejecting state in the co-Büchi automaton, then

∀s′ ∈ S : (s, s′) ∈ TD =⇒ (λ(q′, s′) 6=⊥ ∧ λ(q′, s′) > λ(q, s)) (13)

It is shown in [Finkbeiner and Schewe 2013] that the acceptance of a finite-state state-
transition system by a universal co-Büchi automaton is equivalent to the existence
of an annotation function λ. The natural number assigned to (q, s) by λ is meant to
represent the maximum number of rejecting states that occur on some path of Bϕ×ST
that reaches (q, s) (i.e., when running the state-transition system ST on the universal
co-Büchi automaton Bϕ).

To ensure that the synthesized distributed program D = 〈ΠD, TD〉 satisfies strong
convergence, we use the bounded synthesis technique explained above. In the first
step, we construct the universal co-Büchi automaton for the LTL formula 3LS (see
Fig. 2). The annotation constraints for the transitions in TD with the set of states S for
the automaton in Fig. 2 are as follows:

∀s ∈ S : λ(q0, s) 6=⊥ (14)
∀s, s′ ∈ S : (λ(q0, s) 6=⊥ ∧LS (s) ∧ (s, s′) ∈ TD) =⇒

(λ(q1, s
′) 6=⊥ ∧ λ(q1, s

′) ≥ λ(q0, s)) (15)
∀s, s′ ∈ S : (λ(q1, s) 6=⊥ ∧ true ∧ (s, s′) ∈ TD) =⇒

(λ(q1, s
′) 6=⊥ ∧ λ(q1, s

′) ≥ λ(q1, s)) (16)
∀s, s′ ∈ S : (λ(q0, s) 6=⊥ ∧ ¬LS (s) ∧ (s, s′) ∈ TD) =⇒

(λ(q0, s
′) 6=⊥ ∧ λ(q0, s

′) > λ(q0, s)) (17)

Notice that Constraint 14 is obtained from Constraint 11 (since in a self-stabilizing sys-
tem, every state can be an initial state). Similarly, Constraints 15 and 16 are instances
of Constraint 12 for transitions (q0, q1) and (q1, q1), respectively. Also, Constraint 17 is
an instance of Constraint 13 for transition (q0, q0) (see Fig 2). We now claim that Con-
straints 15 and 16 can be eliminated.

3Observe that the ‘run graph of ST on Bϕ ’ is a subset of the cross product of the automata Bϕ and ST ,
with the initial state (q0, s0), such that for each transition ((q, s), (q′, s′)), three conditions hold; (q, q′) ∈ ∆,
(s, s′) ∈ TD , and G(q, q′)(s) evaluates to true. Bϕ accepts ST , if every infinite path in the corresponding
run graph, starting from the initial state, only encounters finitely many rejecting states of Bϕ.
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LEMMA 5.1. There always exists a non-trivial annotation function λ, which evalu-
ates Constraints 15 and 16 as true.

PROOF. We show that we can always find an annotation function that satisfies
Constraints 15 and 16 without violating the other constraints. To this end, assume
that there is an annotation function λ that satisfies all properties except for the Con-
straint 15. Hence, we have:

∃s, s′ ∈ S : LS (s) ∧ (s, s′) ∈ TD ∧ (λ(q1, s
′) =⊥ ∨ λ(q1, s

′) < λ(q0, s))

We can simply assign λ(q0, s) to λ(q1, s
′), without violating Constraints 14 and 17. This

assignment can be done in a fixpoint iteration, until no more violation exists. We can
develop a similar proof for Constraint 16. Intuitively, for each state s, we assign to
λ(q1, s), the maximum number assigned to λ(q1, s

′), for every state s′ in any path reach-
ing s.

Following Lemma 5.1, since Constraints 15 and 16 can be removed from the SMT in-
stance, all constraints involving λwill have q0 as their first argument. This observation
results in replacing λ by a simpler annotation function ψ as follows:

— Function ψ takes only one argument, since the state of the co-Buchi automaton is
always q0.

— Due to Constraint 14, the value ⊥ is irrelevant in the range of the annotation func-
tions. Hence, we define our annotation function as:

ψ : S 7→ N (18)

As a result, one can simplify Constraints 14-17 as follows:

∀s, s′ ∈ S : ¬LS (s) ∧ (s, s′) ∈ TD =⇒ ψ(s′) > ψ(s) (19)

The intuition behind Constraints 18 and 19 can be understood easily. If we can as-
sign a natural number to each state, such that along each outgoing transition from
a state in ¬LS , the number is strictly increasing, then the path from each state in
¬LS should finally reach LS or get stuck in a state, since the size of state space is
finite. Also, there can not be any loops whose states are all in ¬LS , as imposed by the
annotation function.

Finally, the following constraint ensures that there is no deadlock state in ¬LS :

∀s ∈ S : ¬LS (s) =⇒ ∃s′ ∈ S : (s, s′) ∈ TD (20)

5.3.2. Weak Convergence (WC ). To synthesize a weak self-stabilizing system, the SMT
instance should encode formula WC = ∃3LS rather than SC . Notice that WC is not
an LTL formula and, hence, cannot be transformed into an SMT constraint using the
2-step approach introduced in Subsection 5.3.1. To this end, we refine the constraints
developed for strong convergence as follows. Since in weak convergence, for each state
in ¬LS , a path to a state in LS should exist, we utilize the following constraint:

∀s ∈ S : ¬LS (s) =⇒ ∃s′ ∈ S : (s, s′) ∈ TD ∧ ψ(s′) > ψ(s) (21)

where ψ is the annotation Function 18. It is straightforward to prove using induction
that if a transition system satisfies Constraint 21, then for each state in ¬LS , there
exists a path to a state in LS .

5.3.3. Constraints for an Asynchronous System. The transition relation obtained using the
constraints introduced in the previous Subsection does not impose any requirements
on which process can execute in each state. In fact, since TD encodes a next-state func-
tion, all processes that can execute a local transition while respecting the read-write
restrictions would take a step. Such a program stipulates a synchronous program,
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where all processes execute a local transition at the same time (if there exists one). To
synthesize an asynchronous distributed program, instead of a transition function TD,
we introduce a transition relation Ti for each process index i ∈ {0, . . . , |ΠT | − 1}, where
TD = T0 ∪ · · · ∪ T|ΠT |−1, and add the following constraint for each transition relation:

∀(s0, s1) ∈ Ti : ∀v /∈WT (i) : v val(s0) = v val(s1) (22)

Constraint 22 ensures that in each relation Ti, only process πi can execute. By in-
troducing |ΠT | transition relations, we consider all possible interleaving of processes
execution.

Example. To synthesize an asynchronous version of our maximal matching example,
we define three relations T0, T1, and T2 and add a constraint for each to the SMT
instance. For example, the constraint for T0 is:

∀(s0, s1) ∈ T0 : (match1 val(s0) = match1 val(s1)) ∧
(match2 val(s0) = match2 val(s1))

5.3.4. Constraints for Symmetric Systems. To synthesize a symmetric distributed pro-
gram, processes should have a symmetric topology as well, meaning that the number
of read variables and write variables, as well as their domains, should be similar in all
processes (see Constraint 7). Let us assume that the size of the read-set and write-set
of all processes are |Rp| and |Wp|, respectively. Also, assume Rp and Wp to be a set of
variables with the same domains as the read-set and write-set of each process. We de-
fine an uninterpreted relation Tp that represents how processes execute in a symmetric
distributed program:

Tp ⊆ (
∏

(v∈Rp)

Dv)× (
∏

(v∈Wp)

Dv) (23)

Let

V val : S 7→
∏
v∈V

Dv

be the set of all state valuations for the variables in V for a given state. We define a
function

f : N 7→ V val

that gets a process index and maps it to the valuation function of all variables in the
read-set of the process. Likewise, we define a function

g : N 7→ V val

which does a similar task for the variables in the write-set of each process. We add
Constraint 24 for each process index i ∈ {0, . . . , |ΠT | − 1} to ensure that all processes
act symmetrically:

∀s0, s1 ∈ S : ((s0, s1) ∈ Ti ⇐⇒ (f(i)(s0), g(i)(s1)) ∈ Tp) (24)

Note that synthesis of symmetric systems does not need the read restriction con-
straints. The reason is that the next value of write variables of a process π is specified
by a relation (Tp) based on the values of read variables of the process π. We should also
mention that Constraint 24 corresponds to an asynchronous system. The constraint
could be easily rewritten for a synchronous system, where there is only one transition
relation.
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Example. In order to synthesize a symmetric program for our matching problem,
we assume there are four processes π0, π1, π2, and π3 on a ring, and that all domains
are similar and equal to {l, s, r}, meaning that a process can be matched to its left or
right neighbor, or to itself (no matching). Thus, we define the uninterpreted relation
Tp ⊆ {l, s, r} × {l, s, r} × {l, s, r} × {l, s, r}. Function f maps each process to the values
of matching of its right neighbor, itself, and left neighbor, and function g maps each
process to value of the only variable in the write-set. For each process, we add an in-
stance of Constraint 24 to the SMT instance. For example, for process π0, the following
constraint is added to the SMT instance:

∀s0, s1 ∈S : (s0, s1) ∈ T0 ⇐⇒
((match4 val(s0),match0 val(s0),match1 val(s0)),match0 val(s1)) ∈ Tp

5.4. Constraints for Behavior of the Synthesized Program in the Absence of Faults
Our synthesis problem can also take as input a set of actions that the synthesized
program must include inside the legitimate states. This constraint is beneficial in cases
where the behavior of a self-stabilizing protocol in the absence of faults is already
known and/or is important to preserve. Given a set of transitions that start in LS ,
denoted by TLS , Constraint 25 is added to the SMT instance:

(∀(s, s′) ∈ TLS : (s, s′) ∈ Tp) ∧
(∀(s, s′) ∈ Tp : LS (s) ∧ LS (s′) =⇒ (s, s′) ∈ TLS ) (25)

While the first conjunct ensures that the synthesized model includes all transitions
in TLS , the second conjunct guarantees that no new behavior is added in the fault-
free scenarios. Notice that the constraint can be easily changed to synthesize a model,
where the set of transitions in LS is a nonempty subset of TLS .

6. CASE STUDIES AND EXPERIMENTAL RESULTS
We evaluate our synthesis method using several case studies from well-known dis-
tributed self-stabilizing problems. We consider cases where synthesis succeeds and
cases where synthesis fails to find a solution for the given topology. Failure of syn-
thesis is normally due to impossibility of self-stabilization for certain problems. We
emphasize that although our case studies deal with synthesizing a small number of
processes (due to high complexity of synthesis), having access to a solution for a small
number of processes can give key insights to designers of self-stabilizing protocols to
generalize the protocol for any number of processes. For example, our method can be
applied in cases where there exists a cut-off point [Jacobs and Bloem 2014]. We should
also mention that the maximum number of processes in the system we could synthe-
size differs from problem to problem. This number solely depends on the complexity
of the input specification and, hence, the SMT instance. That means there is no fixed
maximum number of processes that this method can handle. We note that the size of
the SMT instance grows linearly with the number of processes for each case study. This
is because the number of entities (i.e., variables, relations, etc) and constraints (e.g.,
read-write restrictions as well as temporal) grow linearly in the number of processes.
Note that concrete states do not appear in an SMT instance. As described in Section 5,
we only include a set S of states whose size is known.

We used the Alloy [Jackson 2012] model finder tool for our experiments. Alloy solver
performs the relational reasoning over quantifiers, which means that we did not have
to unroll quantifiers over their domains. All experiments in this section are run on a
machine with Intel Core i5 2.6 GHz processor with 8GB of RAM. We conducted experi-
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ments using Z3 4 and Yices 5 SMT solvers as well. The main reason that we used alloy
is that it simply shows better performance than Z3 and Yices in the majority of our
case studies. While the reason is unknown to us, we believe it can be due to the fact
that our problem is to find a transition relation that satisfies the constraints of a self-
stabilizing system and Alloy seems to work better for relational models. Unfortunately,
the internals of off-the-shelf SMT solvers remain a mystery, as such solvers use many
heuristics and even randomizations, which we cannot explain their internals. We note
that since our synthesis method and its implementation in Alloy is deterministic, we
do not replicate experiments for statistical confidence6.

6.1. Maximal Matching
Our first case study is our running example, distributed self-stabilizing maximal
matching [Hsu and Huang 1992; Tel 1994; Manne et al. 2009]. Recall that each process
maintains a match variable with domain of all its neighbors and an additional value ⊥
that indicates the process is not matched to any of its neighbors. The set of legitimate
states is the disjunction of all possible maximal matchings on the given topology. As
an example, for the graph shown in Fig. 1, we have:

(match0(s) = 1 ∧ match1(s) = 0 ∧ match2(s) =⊥) ∨
(match0(s) =⊥ ∧match1(s) = 2 ∧ match2(s) = 1)

Table I presents our results for different sizes of line and star topologies. Obviously,
such topologies are inherently asymmetric. As expected, by increasing the number of
processes, synthesis time also increases. Another observation is that synthesizing a
solution for the star topology is in general faster than the line topology. This is because
a protocol that intends to solve maximal matching for the star topology deals with
a significantly smaller problem space. This is due to the fact that in a star topology,
regardless of the size of the network, processes can only match to the process in the
center. Also, synthesizing a weak-stabilizing protocol is faster than a self-stabilizing
protocol, as the former has more relaxed constraints. The synthesized model (repre-
sented as guarded commands) for the case of 3 processes, with line topology, strong
self-stabilization, and asynchronous timing model is as follows:

π0 : match0 = ⊥ ∧ match1 = 0 → match0 := 1

match0 = 1 ∧ match1 = 2 → match0 := ⊥
π1 : match0 = ⊥ ∧ match1 = ⊥ ∧ match2 = 1 → match1 := 2

match0 = ⊥ ∧ match1 = 2 ∧ match2 = ⊥ → match1 := 0

match0 = 1 ∧ match1 = ⊥ ∧ match2 = ⊥ → match1 := 0

match0 = 1 ∧ match1 = ⊥ ∧ match2 = 1 → match1 := 0

match0 = 1 ∧ match1 = 2 ∧ match2 = ⊥ → match1 := ⊥
π2 : match1 = ⊥ ∧ match2 = ⊥ → match2 := 1

match1 = 0 ∧ match2 = 1 → match2 := ⊥

The synthesized model is depicted in Fig. 3.

4http://research.microsoft.com/en-us/um/redmond/projects/z3/
5http://yices.csl.sri.com
6The reader can access the Alloy models at http://www.cas.mcmaster.ca/borzoo/Publications/15/TAAS/Alloy.
zip.
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Fig. 3. Synthesized model of maximal matching for line topology of size 3.

Table I. Results for synthesizing maximal matching for line and star topologies.

Topology # of Processes Self-Stabilization Timing Model Time (sec)
line 3 strong asynchronous 0.16
line 3 strong synchronous 0.44
line 4 strong synchronous 5.18
line 4 weak synchronous 3.29
line 5 weak synchronous 340.62
star 4 strong asynchronous 2.95
star 4 weak asynchronous 2.93
star 5 strong asynchronous 53.75
star 5 weak asynchronous 41.80

6.2. Dijkstra’s Token Ring with Three-State Machines
In the token ring problem, a set of processes are placed on a ring network. Each process
has a so-called privilege (token), which is a Boolean function of its neighbors’ and its
own states. When this function is true, the process has the privilege.

Dijkstra [Dijkstra 1974] proposed three solutions for the token ring problem. In the
three-state token ring, each process πi maintains a variable xi with domain {0, 1, 2}.
The read-set of a process is its own and its neighbors’ variables, and its write-set
contains its own variable. As an example, for process π1, RT (1) = {x0, x1, x2} and
WT (1) = {x1}. Token possession is formulated using the conditions on a machine and
its neighbors [Dijkstra 1974]. Briefly, in a state s, process π0 (called the bottom process)
has the token, when x0(s) + 1 mod 3 = x1(s), process π(|ΠT |−1) (called the top process)
has the token, when (x0(s) = x(|ΠT |−2)(s))∧ (x(|ΠT |−2)(s)+1 mod 3 6= x(|ΠT |−1)(s)), and
any other process πi owns the token, when either xi(s) + 1 mod 3 equals to the x-value
of its left or right process (i.e., xi−1 or xi+ 1). The set of legitimate states are those in
which exactly one process has the token. For example, for a ring of size three, the set
of legitimate states is formulated by the following expression:

(((x0(s) + 1 mod 3 = x1(s)) ∧ (x1(s) + 1 mod 3 6= x2(s)))) ∨
(((x1(s) = x0(s)) ∧ (x1(s) + 1 mod 3 6= x2(s)))) ∨
((x1(s) + 1 mod 3 = x0(s)) ∧ ((x1(s) + 1 mod 3 6= x2(s)))) ∨
((x0(s) + 1 mod 3 6= x1(s)) ∧ (x1(s) + 1 mod 3 6= x0(s)) ∧ (x1(s) + 1 mod 3 = x2(s)))

Table II presents the result for synthesizing solutions for the three-state version. Ob-
viously, symmetry is not studied, because the top and bottom processes do not behave
similar to other processes. We note that the synthesized strong stabilizing programs
using our technique are identical to Dijkstra’s solution in [Dijkstra 1974]. Also, notice
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Table II. Results for synthesizing three-state token ring.

# of Processes Self-Stabilization Timing Model Symmetry LS actions Time (sec)
3 strong asynchronous asymmetric 1.26
3 strong asynchronous asymmetric X 4.68
3 weak asynchronous asymmetric 1.06
4 strong asynchronous asymmetric 63.02
4 strong asynchronous asymmetric X 225.54
4 weak asynchronous asymmetric 62.13

that the time needed to synthesize weak and strong stabilizing solutions for the same
number of process is almost identical. This is due to the fact that the search space
for solving the corresponding SMT instances are of the same complexity. We have also
synthesized of a model given the fault-free scenario (i.e., transitions that start in LS )
in Dijkstra’s solution. The constraint for transitions that start in LS are as follows:

∀s ∈ S : ((x0(s) + 1 mod 3 = x1(s)) ∧ (x1(s) + 1 mod 3 6= x2(s))) =⇒
(s, s(x0←(x0−1) mod 3)) ∈ Tπ0

∀s ∈ S : ¬((x0(s) + 1 mod 3 = x1(s)) ∧ (x1(s) + 1 mod 3 6= x2(s))) =⇒
@s′ ∈ S : (s, s′) ∈ Tπ0

∀s ∈ S : ((x1(s) + 1 mod 3 = x0(s)) ∧ ((x1(s) + 1 mod 3 6= x2(s)))) =⇒
(s, s(x1←x0)) ∈ Tπ1

∀s ∈ S : ((x0(s) + 1 mod 3 6= x1(s)) ∧ (x1(s) + 1 mod 3 6= x0(s))∧
(x1(s) + 1 mod 3 = x2(s))) =⇒ (s, s(x1←x2)) ∈ Tπ1

∀s ∈ S : ¬(((x1(s) + 1 mod 3 = x0(s)) ∧ ((x1(s) + 1 mod 3 6= x2(s)))) ∨
((x0(s) + 1 mod 3 6= x1(s)) ∧ (x1(s) + 1 mod 3 6= x0(s))∧
(x1(s) + 1 mod 3 = x2(s)))) =⇒ @s′ ∈ S : (s, s′) ∈ Tπ1

∀s ∈ S : ((x1(s) = x0(s)) ∧ (x1(s) + 1 mod 3 6= x2(s))) =⇒
(s, s(x2←(x1+1) mod 3)) ∈ Tπ2

∀s ∈ S : ¬((x1(s) = x0(s)) ∧ (x1(s) + 1 mod 3 6= x2(s))) =⇒
@s′ ∈ S : (s, s′) ∈ Tπ2

where← denotes the assignment operator, and the subscript for the state s represents
the state obtained by the given assignments in s. This constraint stipulates the be-
havior of the protocol in the absence of faults (i.e., in each state, only one process can
execute and each process eventually gets the chance to execute; mutual exclusion and
non-starvation). Comparing the results with and without given LS transition shows
that the synthesis time increases when adding the constraints for the transitions in-
side the legitimate states. This may not be always the case, since adding constraints
in some SMT solvers can limit the search space. In the case of given LS actions with
strong self-stabilization, we can synthesize Dijkstra’s protocol with the following ac-
tions [Dijkstra 1974]:

π0 : ((x0 + 1) mod 3 = x1) → x0 := (x0 − 1) mod 3

π1 : ((x1 + 1) mod 3 = x0) → x1 := x0

((x1 + 1) mod 3 = x2) → x1 := x2

π2 : (x1 = x0) ∧ ((x1 + 1) mod 3 6= x2) → x2 := (x1 + 1) mod 3
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Table III. Results for synthesizing four-state token ring.

# of Processes Self-Stabilization Timing Model Symmetry LS actions Time (sec)
3 strong asynchronous asymmetric 0.86
3 strong asynchronous asymmetric X 44.71
3 weak asynchronous asymmetric 0.33
4 strong asynchronous asymmetric 30.32
4 strong asynchronous asymmetric X 51.79
4 weak asynchronous asymmetric 29.16

6.3. Dijkstra’s Token Ring with Four-State Machines
In this Subsection, we consider Dijkstra’s four-state machine solution for token
ring [Dijkstra 1974]. Each process πi has two Boolean variables; xi and upi, where
up0 = true and up(|ΠT |−1) = false. Process π0 is called the bottom and process
π(|ΠT |−1) is called the top process. The read-set and write-set of a process is simi-
lar to the three-state case in Section 6.2. Token possession is defined based on the
variables of a process and its neighbors. Briefly, in a state, say s, the bottom pro-
cess has the token, if (x0(s) = x1(s)) ∧ (¬up1(s)), the top process has the token, if
x(|ΠT |−1)(s) 6= x(|ΠT |−2)(s), and the condition for any other process πi is (xi(s) 6=
x(i−1)(s)) ∨ (xi(s) = x(i+1)(s) ∧ upi(s) ∧ ¬up(i+1)(s)). The legitimate states are those
where exactly one process has the token. For example, for a ring of three processes, LS
is defined by the following expression:

((x0(s) = x1(s)) ∧ ¬up1(s) ∧ (x2(s) = x1(s))) ∨
((x0(s) = x1(s)) ∧ up1(s) ∧ (x2(s) 6= x1(s))) ∨
(¬up1(s) ∧ (x0(s) 6= x1(s)) ∧ (x2(s) = x1(s))) ∨
(up1(s) ∧ (x0(s) = x1(s)) ∧ (x2(s) = x1(s)))

Our results on token ring with four-state machines are presented in Table III. The
table includes synthesis time when LS actions in Dijkstra’s solution are given as input.
Similar to the previous case study, the synthesis time has increased by adding the
constraints for the LS actions. The constraints for transitions that start in LS are as
follows:

∀s ∈ S : ((x0(s) = x1(s)) ∧ ¬up1(s) ∧ (x2(s) = x1(s))) =⇒ (s, s(x0←¬x0)) ∈ Tπ0

∀s ∈ S : ¬((x0(s) = x1(s)) ∧ ¬up1(s) ∧ (x2(s) = x1(s))) =⇒ @s′ ∈ S : (s, s′) ∈ Tπ0

∀s ∈ S : (¬up1(s) ∧ (x0(s) 6= x1(s)) ∧ (x2(s) = x1(s))) =⇒ (s, s(x1←¬x1,up1←true)) ∈ Tπ1

∀s ∈ S : (up1(s) ∧ (x0(s) = x1(s)) ∧ (x2(s) = x1(s))) =⇒ (s, s(up1←false)) ∈ Tπ1

∀s ∈ S : ¬((¬up1(s) ∧ (x0(s) 6= x1(s)) ∧ (x2(s) = x1(s)))∨
(up1(s) ∧ (x0(s) = x1(s)) ∧ (x2(s) = x1(s)))) =⇒ @s′ ∈ S : (s, s′) ∈ Tπ1

∀s ∈ S : ((x0(s) = x1(s)) ∧ up1(s) ∧ (x2(s) 6= x1(s))) =⇒ (s, s(x2←¬x2)) ∈ Tπ2

∀s ∈ S : ¬((x0(s) = x1(s)) ∧ up1(s) ∧ (x2(s) 6= x1(s))) =⇒ @s′ ∈ S : (s, s′) ∈ Tπ2

In the case of given LS actions with strong self-stabilization, we can synthesize Dijk-
stra’s protocol with the following actions [Dijkstra 1974]:

π0 : (x0 = x1) ∧ ¬up1 → x0 := ¬x0

π1 : (x1 6= x0) → x1 := ¬x1 ; up1 := true

(x1 = x2) ∧ up1 ∧ ¬up2 → up1 := false

π2 : (x2 6= x1) → x2 := ¬x2

18



Table IV. Results for synthesizing token circulation in anonymous networks.

# of Processes Self-Stabilization Timing Model Symmetry Time (sec)
3 strong asynchronous symmetric 1.59
4 weak asynchronous symmetric 114.56
5 weak asynchronous symmetric 10.83

6.4. Token Circulation in Anonymous Networks
Token circulation in a unidirectional ring is one of the most studied self-stabilizing
problems. Herman [Herman 1990] showed that there is no non-probabilistic self-
stabilizing algorithm for this problem in an anonymous network. In [Devismes et al.
2008], Devismes et. al. proposed a weak self-stabilizing solution for this problem. We
assume a similar topology to the one used in [Devismes et al. 2008]. In a ring of size
|ΠT |, each process πi has a variable dt i with the domain {0, . . . ,m(|ΠT |) − 1}, where
m(|ΠT |) is the smallest integer not dividing |ΠT |. The read-set of a process is its own
variable and the variable of its left neighbor, and its write-set contains its own vari-
able. A process holds a token, if and only if dt i 6= dtl + 1 mod m(|ΠT |), where dtl
represents the variable of the left neighbor. A legitimate state is one where exactly one
process has the token. For example, for a ring of size 3, LS can be formulated by the
following expression:

( ¬(dt0(s) = dt2(s) + 1 mod 2) ∧ (dt1(s) = dt0(s) + 1 mod 2)

∧ (dt2(s) = dt1(s) + 1 mod 2) ) ∨
( ¬(dt1(s) = dt0(s) + 1 mod 2) ∧ (dt0(s) = dt2(s) + 1 mod 2)

∧ (dt2(s) = dt1(s) + 1 mod 2) ) ∨
( ¬(dt2(s) = dt1(s) + 1 mod 2) ∧ (dt0(s) = dt2(s) + 1 mod 2)

∧ (dt1(s) = dt0(s) + 1 mod 2) )

As can be seen in Table IV, for 3 processes, synthesizing a symmetric algorithm for
strong self-stabilization is possible. However, For 4 and 5 processes, Alloy returns “un-
satisfiable”, which shows the impossibility of strong self-stabilizing for these topolo-
gies. For 4 and 5 processes, our method synthesized the same weak-stabilizing algo-
rithm as the one proposed in [Devismes et al. 2008], with the following action:

(dt 6= dt l + 1 mod m(|ΠT )) → dt := (dt l + 1 mod m(|ΠT ))

Using the “next instance” feature of Alloy, we could also synthesize another protocol
for 4 processes in less than 3 seconds. We note that the size of the state space for 5
processes is less than the size for 4 process, as m(|ΠT |) is 3 for 4, while it equals 2
for 5 processes. This is the reason why the synthesis time has decreased from 4 to 5
processes. Also, unlike the previous case study, synthesizing an asymmetric program
in an anonymous network is not reasonable, because otherwise the network would lose
its anonymity.

6.5. Maximal Matching on Rings
Another case study is the maximal matching problem for ring topologies [Gouda and
Acharya 2009]. This is a special case of the case study in Section 6.1, where the topol-
ogy allows synthesizing symmetric solutions. The match variable for each process has
domain {l, r, s}, where values l and r represent matching with left and right processes,
respectively, and value s shows that the process is self-matched. For example, the set
of legitimate states for a ring of size 3 is defined by the following predicate:
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Table V. Results for synthesizing the maximal matching problem on a ring.

# of Processes Self-Stabilization Timing Model Symmetry Time (sec)
3 strong asynchronous symmetric 1.53
3 weak asynchronous symmetric 1.85
4 strong synchronous asymmetric 106.6
4 strong synchronous symmetric 139.35
4 strong asynchronous symmetric 83.19
4 weak asynchronous symmetric 64.13
4 weak asynchronous asymmetric 42.29

(match0(s) = r ∧ match1(s) = l ∧ match2(s) = s) ∨
(match0(s) = s ∧ match1(s) = r ∧ match2(s) = l) ∨
(match0(s) = l ∧ match1(s) = s ∧ match2(s) = r)

Table V shows the results of our experiments. Note that although the topology is
symmetric, the synthesized protocol can be symmetric or asymmetric. We observe that
synthesizing an asymmetric protocol is faster than a symmetric protocol, since for the
latter, the SMT-solver has to search deeper in the state space to rule out asymmetric
solutions. In other words, there exist more asymmetric protocols for the given input.
One of the synthesized models for strong self-stabilization with asynchronous timing
model in the symmetric case that works for both 3 and 4 processes is as follows (The
model is represented by the set of actions for each process, and match l and matchr refer
to the variables of the left and right processes of the process, respectively):

(match = l) ∧ (match l = l) ∧ (matchr = l) → match := r

(match = l) ∧ (match l = l) ∧ (matchr 6= l) → match := s

(match = r) ∧ (match l = l) ∧ (matchr = s) → match := s

(match = r) ∧ (match l = r) → match := l

(match = r) ∧ (match l = s) ∧ (matchr = s) → match := l

(match = s) ∧ (match l 6= r) ∧ (matchr = l) → match := r

(match = s) ∧ (match l = s) ∧ (matchr 6= l) → match := l

(26)

Note that since the synthesized model is symmetric, we have similar set of actions for
all processes, and hence, the process indexes are not specified for individual actions.

6.6. The Three-Coloring Problem
In the three coloring problem [Gouda and Acharya 2009], we have a set of processes
connected in a ring topology. Each process πi has a variable ci, with the domain {0, 1, 2}.
Each value of the variable ci represents a distinct color. A process can read and write its
own variable. It can also read, but not write the variables of its left and right processes.
For example, in a ring of four processes, the read-set and write-set of π0 are RT (0) =
{c3, c0, c2} and WT (0) = {c0}, respectively. The set of legitimate states contains those
where each process has a color different from its left and right neighbors. Thus, for a
ring of four processes, LS is defined by the following predicate:

¬(c0(s) = c1(s) ∨ c1(s) = c2(s) ∨ c2(s) = c3(s) ∨ c3(s) = c0(s))

Our synthesis results for the three coloring problem are reported in Table VI. The
results in this case study and the previous ones show that synthesizing asynchronous
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Table VI. Results for synthesizing three-coloring.

# of Processes Self-Stabilization Timing Model Symmetry Time (sec)
3 strong synchronous asymmetric 0.56
3 strong asynchronous asymmetric 0.93
3 weak synchronous asymmetric 0.55
3 weak asynchronous symmetric 1.33
4 strong synchronous asymmetric 78.71
4 weak synchronous asymmetric 96.32
4 strong asynchronous asymmetric 35.09
4 strong asynchronous symmetric 60.35

systems are generally faster compared to the synchronous ones, although we can-
not claim if this is always the case. One of the synthesized models for strong self-
stabilization with asynchronous timing model in the symmetric case that works for
both 3 and 4 processes is as follows (The model is represented by the set of actions for
each process, and cl and cr refer to the variables of the left and right processes of the
process, respectively):

(c = 1) ∧ (cl = 1) ∧ (cr 6= 0) → c := 0

(c = 1) ∧ (cl = 1) ∧ (cr = 0) → c := 2

(c = 2) ∧ (cl 6= 0) ∧ (cr = 2) → c := 0

(c = 2) ∧ (cl = 0) ∧ (cr = 2) → c := 1

(c = 0) ∧ (cl = 0) ∧ (cr = 1) → c := 2

(c = 0) ∧ (cl = 0) ∧ (cr 6= 1) → c := 1

6.7. One-bit Maximal Matching
One-bit maximal matching is a special case of maximal matching on a ring, where
each process has only one Boolean variable xi. Each process can read and write its
own variable. It can also read, but not write the variables of its neighbors. A state is
in LS , if and only if the following predicate holds for each process πi:

(x(i−1) ∧ ¬xi) ∨ (¬x(i−1) ∧ ¬xi ∧ x(i+1)) ∨ (¬x(i−1) ∧ xi ∧ ¬x(i+1))

Note that in the first clause, πi is matched to its left neighbor, in the second clause, it is
matched to itself, and in the last one, it is matched to its right neighbor. Our synthesis
results for this problem are reported in Table VII. The actions for the synthesized
strong self-stabilizing model in the case of 3 processes with asynchronous timing model
are as follows:

π0 : x0 ∧ ¬x1 ∧ x2 → x0 := ¬x0

¬x0 ∧ ¬x1 ∧ ¬x2 → x0 := ¬x0

π1 : x0 ∧ x1 ∧ ¬x2 → x1 := ¬x1

π2 : x0 ∧ x1 ∧ x2 → x2 := ¬x2

¬x0 ∧ x1 ∧ x2 → x2 := ¬x2

6.8. The Issue of Completeness
In order to demonstrate the issue of completeness, we focus on synthesizing a program
that the approach in [Ebnenasir and Farahat 2011] is not able to handle, but our
approach can.

In the simplified four-state token ring problem [Klinkhamer and Ebnenasir 2014],
there is a set of processes connected in a ring topology. Each process has two Boolean
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Table VII. Results for synthesizing one-bit maximal matching.

# of Processes Self-Stabilization Timing Model Symmetry Time (sec)
3 strong asynchronous asymmetric 0.61
3 weak asynchronous asymmetric 0.15
4 strong asynchronous asymmetric 0.92
4 weak asynchronous asymmetric 2.58
5 strong asynchronous asymmetric 7.33
5 weak asynchronous asymmetric 8.95

variables {ti, xi}. Each process can read and write its own variables. It can also read,
but not write the variables of its left neighbor. Process π0 is said to have a token, when
t(|ΠT |−1) = t0. For each process πi, when i 6= 0, the token condition is t(i−1) 6= ti. The
set of legitimate states are those, where exactly one process has a token. For example,
for a ring of three processes, the set of legitimate states can be represented by the
following predicate:

(t2 = t0 ∧ t0 = t1 ∧ t1 = t2) ∨ (t2 6= t0 ∧ t0 6= t1 ∧ t1 = t2) ∨ (t2 6= t0 ∧ t0 = t1 ∧ t1 6= t2)

We have successfully synthesized a strong self-stabilizing model for the case of three
processes with asynchronous timing model in 36.72 sec. One of the models we have
synthesized is the one presented in [Klinkhamer and Ebnenasir 2014], with the fol-
lowing actions:

π0 : ¬t2 ∧ ¬t0 → t0 := true

t2 ∧ ¬x2 ∧ t0 → t0 := false; x0 := ¬x0

t2 ∧ x2 ∧ t0 ∧ x0 → t0 := false;

πi(i 6= 0) : ¬t(i−1) ∧ ti → ti := false; xi := ¬xi
t(i−1) ∧ x(i−1) ∧ ¬ti → ti := true

t(i−1) ∧ ¬x(i−1) ∧ (¬ti ∨ xi) → ti := true xi := false

7. RELATED WORK
This section presents comparison and contrast with the work related to this article.

7.1. Synthesis of Self-stabilizing Protocols
In [Klinkhamer and Ebnenasir 2013], the authors show that adding strong conver-
gence is NP-complete in the size of the state space, which itself is exponential in
the size of variables of the protocol. Ebnenasir and Farahat [Ebnenasir and Farahat
2011] also proposed an automated method to synthesize self-stabilizing algorithms.
Our work is different in that the method in [Ebnenasir and Farahat 2011] is not com-
plete for strong self-stabilization. This means that if it cannot find a solution, it does
not necessarily imply that there does not exist one. However, in our method, if the
SMT-solver declares “unsatisfiability”, it means that no self-stabilizing algorithm that
satisfies the given input constraints exists. Also, using our approach, one can synthe-
size synchronous and asynchronous programs, while the method in [Ebnenasir and
Farahat 2011] synthesizes asynchronous systems only. Finally, our method is based on
the constantly-evolving technique of SMT solving. We expect our technique to become
more efficient as more efficient SMT solvers emerge.

The synthesis technique introduced in [Klinkhamer and Ebnenasir 2014] uses a
backtracking-based synthesis algorithm. It is complete and shows better scalability
than our SMT-based technique. Having said that, SMT-solvers provide us with enor-
mous power and allow us to push the boundaries of synthesis to cases where the de-
scription of the set of legitimate states is not given explicitly. For example, in case of
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a token ring protocol, an implicit description would be “only one process is allowed to
execute and every process should eventually execute”. Our preliminary results (which
are outside the scope of this paper) show that synthesis of self-stabilizing protocols
using such implicit descriptions is indeed possible using SMT-solvers. The other lim-
itation in [Klinkhamer and Ebnenasir 2014] is that it needs the set of actions on the
underlying variables in the legitimate states. This is not required in our approach, al-
though if a developer prefers to specify the set of actions in LS , our synthesis method
allows that using the constraint presented in Section 5.4.

In [Abujarad and Kulkarni 2011], the authors propose a constraint-based automated
addition of self-stabilization to hierarchical programs. To deal with transient faults,
their technique adds recovery actions while ensuring interference freedom among the
recovery actions added for satisfying different constraints. This method can success-
fully synthesize stabilizing Raymond’s mutual exclusion algorithm [Raymond 1989]
and stabilizing diffusing computation [Arora et al. 1996]. This is another instance of
a heuristic that works only a class of protocols, namely, hierarchical distributed algo-
rithms.

Gascón and Tiwari [Gascón and Tiwari 2014] propose a method to synthesize Di-
jkstra’s four-state token ring protocol. The solution is based on solving the ∀∃ game
for 32ϕ (i.e., ‘eventually always’) properties using a QBF-solver, as 32ϕ essentially
expresses strong self-stabilization. The authors suggest that since synthesizing a pro-
tocol for 32ϕ properties is difficult, they replace 32ϕ with Xc2ϕ (i.e., always within
c steps). They further simplify 2ϕ to ϕ ∧ Xϕ. Due to the bound on c and replacement
of 2ϕ with ϕ ∧ Xϕ, the synthesized solution may not be sound. Thus, they verify it.
This loop iterates until verification is positive. In our approach, synthesis is achieved
in one shot.

7.2. Bounded Synthesis
The distinction of our work and bounded synthesis is that in [Finkbeiner and Schewe
2013], given is a set of LTL properties, which are translated to a universal co-Büchi au-
tomaton, and then a set of SMT constraints are derived from the automaton. Our work
is inspired by this idea for finding the SMT constraints for strong convergence. We also
used a similar idea for synthesizing weak convergence (although weak-convergence
cannot be expressed in LTL). For distribution and timing models, we used a different
approach from bounded synthesis, as they are not temporal properties. The other dif-
ference is that the main idea in bounded synthesis is to put a bound on the number
of states in the resulting state-transition systems, and then increasing the bound if a
solution is not found. In our work, since the purpose is to synthesize a self-stabilizing
system, the bound is the number of all possible states, derived from the given topology.

7.3. Game-Theoretic Synthesis of Distributed Systems
The work in [Damm and Finkbeiner 2014; Finkbeiner and Olderog 2014] are related
to the broad area of synthesizing distributed systems. The model of computation is
such that the system interacts with the environment. In both cases, the system makes
a move only when the environment does so. This is why the synthesis problem boils
down to finding wining strategies for turn-based games. Our computation model is
quite different; i.e., the system does deal with the environment at all.

7.4. Synthesis of Fault-tolerant Systems
Another line of work related to the synthesis of self-stabilizing algorithms is the area
of synthesizing fault-tolerant systems. The proposed algorithm in [Bonakdarpour et al.
2012] synthesizes a fault-tolerant distributed algorithm from its fault-intolerant ver-
sion. The distinction of our work with this study is (1) we emphasize on self-stabilizing
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systems, where any system state could be reachable due to the occurrence of any pos-
sible fault, (2) the input to our problem is just a system topology, and not a fault-
intolerant system, and (3), the proposed algorithm in [Bonakdarpour et al. 2012] is not
complete. The other work in synthesis of fault-tolerant systems is the one presented
in [Dimitrova and Finkbeiner 2009]. In this work, a synthesis algorithm is proposed to
determine whether a fault-tolerant implementation exists for a fully connected topol-
ogy and a temporal specification, and, in case the answer is positive, it automatically
derives such an implementation. Our work is different in (1) considering any kind of
distributed topology, and (2) focusing on self-stabilizing systems. Finally, in [Lin et al.
2013], the authors introduce a polynomial-time sound and complete algorithm for syn-
thesizing fault-tolerant synchronous algorithms. This algorithm is not based on SMT
solving.

8. CONCLUSION
In this paper, we proposed an automated technique for synthesis of finite-sized self-
stabilizing algorithms using SMT-solvers. The first benefit of our technique is that
it is sound and complete; i.e., it generates distributed programs that are correct by
construction and, hence, no proof of correctness is required, and if it fails to find a
solution, we are guaranteed that there does not exist one. The latter is due to the
fact that all quantifiers range over finite domains and, hence, finite memory is needed
for process implementations. This assumptions basically ensures decidability of the
problem under investigation. Secondly, our method is fully automated and can save
huge effort from designers, specially when there is no solution for the problem. Third,
the underlying technique is based on SMT-solving, which is a fast evolving area, and,
hence, by introducing more efficient SMT-solvers, we expect better results from our
proposed method. We also reported highly encouraging results of experiments on a
diverse set of case studies on some of the well-known problems in self-stabilization.

We expect our solution to assist designers of self-stabilizing protocols in the following
ways:

— Our synthesis method is applicable in developing small-sized but intricate compo-
nents of systems that are inherently complex to design due to concurrency.

— Although our method cannot synthesize parameterized protocols, it can assist de-
signers by developing a self-stabilizing protocol with fixed number of processes as a
basis, which can be then be generalized.

— If our method fails to find a solution, then the designer would know that given the
input, no self-stabilizing protocol exists. This gives valuable insight about the ingre-
dients of the input specification.

For future work, we plan to work on synthesis of probabilistic self-stabilizing sys-
tems. Another challenging research direction is to devise synthesis methods where the
number of distributed processes is parameterized as well as cases where the size of
state space processes is infinite. We would also like to investigate techniques such as
counter-example guided inductive synthesis (CEGIS) that may be an interesting solu-
tion to the problem of scaling the synthesis process for larger number of processes.
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A. SUMMARY OF NOTATIONS
V set of variables
Dv domain of variable v
s state
v(s) value of variable v in state s
π process
R read-set
W write-set
T transition predicate
D distributed program
Π set of processes
T topology
s computation
LS set of legitimate states
SC strong convergence constraint
CL closure constraint
WC weak convergence constraint
ASYN asynchronous constraint
SYN synchronous constraint
SYM symmetry constraint
v val valuation function of the variable v

B. TABLE OF CONSTRAINTS FOR PROGRAM TYPES
The set of constraints needed for each asymmetric system based on the timing model,
and type of self-stabilization are presented in Table VIII. For synthesizing a symmetric
system of each type, constraint 24 should be added to the set of constraints.

Table VIII. SMT Constraints for different asymmetric systems.

Strong Self-Stabilization Weak Self-Stabilization
Synchronous 8, 9, 10, 19, 20 8, 9, 10, 21

Asynchronous 8, 9, 10, 19, 20, 22 8, 9, 10, 21, 22
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