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Patient

Person

- name: string
- password: string
- userid: string
- address: Address
- age: Date
- ssn: nat

access

-owner:Person

Doctor

Friend

Administrator

*

*

myFriend

myDoctor

*

MedicalRecord

1

1 owner

profile

AccessRight

- read: boolean
- modify: boolean
- delete: boolean
- create: boolean
- addDoc: boolean
- removeDoc: boolean
- addFriend: boolean
- removeFriend: boolean
- resource: setof[MedicalRecord]

SecurityProfile

+sendRequest(req:Request)
+receiveResult(res:Result)
+close()

+modify()
+negociate()
+login(prof:Profile)
+register()

+abnormalClose()
+detectViolation()
+analyzeViolation()
+backToNormal()

DocumentProvider

* {set}  records

* {set} securityDirectory

*{set} right

users
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Init

register()

NormalOperation

Idle

Negociation

Connection

DataCommunication

login()

modify(newprof)

[!accept]

AbnoralOperation

[!recoverable]

SecurityViolation

[recoverable]

Recovery

detectViolation()

[accept]

DocumentServerState

close()

receiveResult()

sendRequest()

backToNormal()
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-owner:Person

AccessRight

- read: boolean
- modify: boolean
- delete: boolean
- create: boolean
- addDoc: boolean
- removeDoc: boolean
- addFriend: boolean
- removeFriend: boolean
- resource: setof[MedicalRecord]

SecurityProfile * {} securityDirectory

UserManager

- name: string
- password: string
- userid: string
- address: Address
- age: Date
- ssn: nat
- role: {patient,doctor,friend, admin}

MedicalRecord

*{seq} right

DirectoryService

* {seq} registry

directory

SecurityManager

+register()
+init()
+login(prof:SecurityProfile)
+check((prof:SecurityProfile)
+service(req:Request,res:Result)
+monitor()
+close()

* {vector} records

 * users

access
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KU^_L P HIE M�e ç M�P Biæ�B ê B W�PRK E W G PRL H W G=Z Æ HIEÇm M/Q H T H W æ�HIE V G=Z ��K]PRQ H ^_M X�HIE
u$T&K�W�u Î�Ø K�\]P d�orG M/KU^�S�LNMRP E L Î bkPRKU^ é h�MRPRKUV�M�e�T G cIK�M çR¹�¸
d+N�Í�i_C `tQ G T d
V G W è�¯$G=ZNZ e�� G=E \7Q çR¸�¸�¥kC­ ¸9® ¦ C q C�otE L PR\7Q_K E e ¾�� � ���`·]�	� �0Ñ �;� ��Ô �	�°� Ô ·7� ��Ñ �x� � �(�8� Ñ ³�� Ô �(���I�ÙÀ Ô �]�� Ñ ���m� Ñ ��� e BiY[Y#Y ` H V�T_b�P/K E e_q H g CvçR¸�¹�¹kC
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­ çRÍ9®@j<C ` G M/MRLNcIW_KUb Z e(Ú Ô8Ó � Ô À Ô �	��� Ô ����� Ñ ·7����� Ñ �8� Ñ�� �UÀ Ô � � � ÑsÛI� � Ò�ÔR�À ����� ��� � ������� � ��¼r���/� Ô �8�/ÕD¶ Ò ��� Ñ �²� e p$Y ¦"u é ê p�D"Bip ò Y¨p L E \ E7G
X P�eB W�PRK E W G=Z ¦"KUT HIE P�e DFH b ZNH b_MRK!e æ�E7G W_\UKIe çR¸�¸�i_C­ çIçs® S C*ærC S Ê é�H b�Ü G e p{C ` C Æ�L ZNZ M�e ¼��ÒÑ Ñ ���$�R�¤À Ô � �1Ô � Ñ �	�$�Á�I��Õ½Ý����I� Ñ �Ó"Ô �ÇÞ�� Ó#� ���D¾�°_¿�� £ � Ñ À��8���I� Ò � � ��� �!� � Ô �(�U� e p ^_^_LNM H W d ÆzKUM Z K]h;u ÎkdØ KU\]P D K�\/Q_W HIZNH c=h é K E LNKUM�e çR¸�¸�¸kC­ çRN9®;é�C�YtG MRPRK EÇÎ_ERH�H�m e4� C ` G=ZNZëG Q G W�e j<C ÆÁLNK Z M�e µ è µ ���0� ÔI� �=�=·7���� Ô �	� � ��� Ñ ��� Ò �$���(��Þ � ���K�!��ÕÁ�$���I� Ò � � � e B W!P/K E W G P/L H W G=Z Æ HIE�m MRQ H T H Wé�H=X PiO G=E K:M/T&KU\UL §�\ G P/L H W G W_^>S�K�MRLNcIW�e p T E L Z#çR¥
d/çR¹�çR¸�¸�¹ e B MRK d�é Q_LNV G e� G T G W C­ çRS9®;é�CvY[G MRPRK EÇÎ_ERH�H�m e�¦ C òvb�PÇÜIe�¦ C ` H g�LNW_c=P H W�e�� C º�K ZNZ h!e;Ï C�p V�T H eFS C¯$G V�L Z P H W�e ± Û]�1Ñ � ��Ñ ��� Ñ �]¾�� � ���_¿ � �=�0� Ó�Ñ�� �=�0�uÝ Ô �]�¬�I�C° Ñ ��� Ô Õ8� �®Ô �Ð Ñ:Ì��k� � Ñ � Ñ �	�$��° Ô Õ Ñ � � ��� e BiY[Y[YÁDFE7G W_M C&H W é�H=X P C�Y Wkc C e�� G W CFçR¸�¸�¹ ej T ZmC�N�i e i=d7ç�i_C­ ç�i�®ap{C
Y g G WkM�e ¾;°_¿���� �8����Õ � ���(���I�²�8� ¡ ��� � ���Â��� Ñ � Ñ �¬�I�	� � �r�(� ��ß Õ8��� � � à eD KU\7Q_W_LN\ G=Z ¦"K�T HIE P�e�Ï HIEÇm f8W_L g!K E MRL Pih�e çR¸�¸�¹kC­ çRk9®ap{C�Y g G W_M�È�V H ^_K E7G P HIEsË e é&C ` H�H�m e é�C ��K ZNZNHIE e�� C Æ G=E V�K E e p{C Æ�L ZNZ M�e�ÛÕ � �I��� Ñ Õ�° Ñ ��� Ô Õ(���I��Õ £�Ô;Ô � � �-Ô �Û��³�� Ñ � � � Ñ ¾�°_¿ e B W<P/QkK8ê E/H \ CIH=XN W_^ B W�PRK E W G PRL H W G=Z ` H W X K E KUW_\UK H WyPRQ_Ktf8W_L §�KU^4� H ^kK Z LNWkc�ò G WkcIb G cIK CY ^_L P HIE M lFo$C ¦"b_V�T&K G W_^�¦ C o$C æ�E/G W_\UKIe�` HIZNHIE7G ^ H eIòvq�` é�çIÕ�N�S e çR¸�¸�¸kC­ çR¥9®ap{C<æ LNW m K Z M�P/KULNW�e;S C l G�Î�Î�G h�e p{C�¯ b_W!P/K E e�� C º E/G V�K E e o$C q8b d
M/KUL Î KUQ�e ·7��� Ô �	� � ��� Ñ ��� Ò Ú �I��Õ_� � ��� � ��° � � � � �c³ Ñ �®� �0Ñ ��� ����Ñ ��¶ �0Ñ � � ¡ ���I�� ��Ô �	� e B WyPRQ_K[ê E/H \ CUH=X�i PRQ Y b E/H T&K G W é�H=X PiO G=E K Y W_cILNW_KUK E LNWkc�` H W X K ERd
KUW_\UK¤È Yté�Y ` Ê ¸�SdË eGl G=E V�LNMR\7Q d ê G=E P/KUW m L E \7QkK�W�eOl$K E V G W!h!e é K�T�P/KUV Î K EçR¸�¸�S e ¹�i=d+¸�¸ e_òvq�` ézÕ�çIÕ e é T E LNW_cIK E�dmj K ERZëG c C­ çIÕI® ¦ CIo$C=æ�E7G Wk\�KIe p{C
Y g G W_M�e o$C ¦"b_V�T&KIe £ � Ñ ¾�°_¿��8����Ý Ô �]�¬�I��° Ô ÕI�Ñ � � ��� �sÔ ���8� ��Ô � e#` H V�TkbkP/K E"é P G W_^ G=E ^_M èwB W!PRK E�XmG \UKUM�e çR¸ È çR¸�¸�¹dË e�ê CS�N�k
d+S�S�i_C­ çR¹9® � C S Ckæ�E/G M/K E e�º C º�bkW G=E e j<C º C�j[G LNM/Q_W G g�Lme ·]� �®Ô �]�¬�I���I��Õ¤Ý Ô �]�¬�I�Ð Ñ:Ì��k� � Ñ � Ñ �	�$�X¶ �1Ñ � � ¡ �x�(� ��Ô �¬¿��I��� � �
� Ñ ��²Xá�� � Õ�� � ���°��� Ñ   � � e BiY#Y[YDFE7G W_M C_H W é�H=X P C�Y W_c C e j[HIZmC�çR¹ e�q$u C�çIÕ eG� G h çR¸�¸kç e_ê idk�i=dÅid¥�¥kC­ çR¸9® � C S C
æ�E7G MRK E edº C º�bkW G=E e j{C º C�jtG LNMRQ_W G g�Lme ¶©�$���8� Ñ � ��Ñ � �-Ô �C·7��� Ô � �1Ô ����(� � ���[Ý Ô �]�²�I��¶ �0Ñ � � ¡ ���8� ��Ô � � �½¶ Ô/� � Ó �8� Ñ Â Ñ���Ñ � Ô]� � Ñ �	� e{u$\]P C�¸�i ej[HIZ�SdÕ e&q H_C�çRÍ e ` H V�V{b_W_LN\ G PRL H W_M H=X�p `X��e�T Õ9i=d+¹�¥kC­ N�Í9®aDyC l$L ZnÎ ezS C l E/G Q G V�e ¶ ÔR� � Ó �(� Ñ ·7�	� �0Ñ ��� ��Ô � eâÆ HIEÇm LNW_cIQ G V lp ^_^kLNM H W d ÆzKUM Z K]h!e çR¸�¸�SkC­ Nkçs® � C l E b_W_^kh!e)� C@¯�H M m LNW_c_edÆ C�o$C ��b_c E LN^_cIKIe ·7��� Ô �	� � �x� Ñ ��� Ò °��I����� Ñ �� Ñ �	� �-Ô �¬° � � � � � � Ñ �9µ ��Ñ�Ó ¶ Ô/� � Ó �8� Ñ Â Ñ��5Ñ � ÔU� � Ñ �	�4±r� �
� � Ô ��� Ñ �	�$� eBiY[Y#Y�DFE/G W_M C u$W é�H=X P C_Y W_c C e j[HIZmC�N�i e&q H_C�çRÍ e�q H g C�çR¸�¸�¹kC­ N�N9® � C ê C&Y�CG¯ K�LNV�^ G Q ZvG W_^�q C òvK]g!KUM H W�e À Ô � � � Ñ � Ñ � Ñ ���°�I��Õ©À Ô �	� � �/�� Ñ ��� Ò�� � Ú ��Ñ �/�8���U� � ���I�V¶©���8� Ñ �ãáÛ�8� Ñ Õ_Ð Ñ:Ì��k� � Ñ � Ñ �	�$� e BiY[Y#Y�DFE/G W_M C
u$W é�H=X P C�Y W_c C e j[HIZmC�N�N e�ê COS�¥�S
d+SdÕ�Õ e çR¸�¸�¥kC­ N�S9® ` C ò C�¯ KUL PRV�KUh!K E e�¦ C S C �IKsä HIE ^_M�e o$C l C ò G�Î�G O�e � � � Ô �¬�8� Ñ Õ½À Ô ���� � � Ñ ��� Ò ÀF� Ñ �sÞ � ��� ÔR� Ð ÑÇÌ��k� � Ñ � Ñ �	�$��¶ �0Ñ � � ¡ ���8� ��Ô �	� e p `X� DFE/G W_M CH W é�H=X P C�Y W_c C�G W_^_��K]PRQ C e j#HIZmCOk e&q H_COS e��!b Z h çR¸�¸�¥ e_ê CGN�Skç]dÅN�¥kçIC­ N�i�®ap{C�¯ bkW�PRK E e o$C q�b_MRKUL Î KUQ�e �����I� ÒIå�� ���`·7��� Ô �	� � ��� Ñ �	�X¶ �0Ñ � � ¡ ���8� ��Ô �	� e
ê ERH \ C ¦ YÉÊ ¸dÕ e S=E ^ B W�P Ê Z�é hkV�T C ¦"K�æ C�Y W_c C e[ê CCÕ�¹
d+¹�¥ e p W_W G T HIZ LNM�e��^ C e çR¸�¸dÕ�C­ N�k9®aB�é u diBiY ` � D ` çIçIé ` NkçIç Æ�l Õ e £ � Ñ Ð Ñm�-Ñ � Ñ ��� Ñ ° Ô Õ Ñ �ÔR� ¼ �1Ñ � Â � �x�$� � � � � Ñ Õ ³�� Ô � Ñ ��� � ��� e Q!PRPRT l ç�ç O"O"O d
\UM C H T&KUW C G \ C b m�ç V WkKUO"P H W ç
H ^_LNM/MRKUh ç ¦É�>u�S$ê C Q!PRV Z­ N�¥9® ` C�o$C � H W_KUM�e ¶ Ò �x� Ñ �²�(� � ��¶ Ô/� � Ó �8� Ñ Â Ñ��5Ñ � Ô]� � Ñ �	� � � � ���(µ;Â"° e N ^
KU^ C e ê E K�W!PRLN\�K d+¯�G=ZNZ e Y W_c Z K]O H�H ^>` Z L ä�M�e q���e çR¸�¸�ÍkC­ NdÕI® ¦ C º�W_KUb_T&K E e ¿ � � � �$� Ô/� Ý Ô �]�¬�I�3° Ñ ��� Ô Õ8� e æ�HIE V G=Z8p M/T&KU\]P/M H=X
` H V�T_bkPRLNW_czÈ çR¸�¸dÕ�Ë�¸kl/SdÕ�¸
d+S�¸�i_C­ N�¹9® ê C º E bkPR\7Q_KUW�e £ � Ñ Ð��8� ��Ô ���!��¾F� � ¡"Ñ Õ�³�� Ô � Ñ ��� e p ^_^_LNM H WÖÆzKUM Z K]h!eé KUTkP CFçR¸�¸�¸kC­ N�¸9®ap{C�j<C ò G V�M�OrKUK E ^_KIe�¦ C S G=E LNV H W!P�e Y8C ò�KUPRLNK E e °Ì�!����� � ���_À Ô �Iè � ���$�� �   Ô �I� �ãÂs� ����Ñ ��Ð Ñ:Ì��k� � Ñ � Ñ �	�$��±r��� � � Ñ�Ñ � � ��� e BiY#Y[Y�DFE7G WkM C u$WyM H=X P CY W_c C e j[HIZmC�N�i e�q H_C�çRÍ e�q H g C�çR¸�¸�¹kC­ S�Í9® S C ò G P/K ZNZëG e B7C � G9Ø ÜUL m e�� C � G M/M/LNW m e £�Ô8Ó �8��Õ8��� �®Ô �]�¬�I�;¼ �0Ñ ���8� ��Ô ���!�¶ Ñ �²�!�	� � �;� ÔR� ¾;°_¿
¶©���8� Ñ �]�3�8�®�¤Â � ���(���I�²� eîê ERH \ C"æ �>uyu�S Ê ¸�¸ eæ K Î�CvçR¸�¸�¸ e æ*ZNHIE KUW_\UKIe B P G=Z h C­ Skçs® � C ò G O X�HIE ^�eG� C ��\�S H b_c G=ZNZ e_ê C_X�E/H K Î K Z eOl C � H b_V�e ³��/�(�;� � �x�!��� � �� � � ���8� ��Ô � ÔR� Ý � ���;� ��Ô ���I�}�I��Õ©Ð Ñ � �8� ��Ô ���I�É° Ñ ��� Ô Õ8� �®Ô �
��� Ñ ¶ �1Ñ � � �¡ ���8� ��Ô ���I��ÕUµ Ñ � � ¡ �x�(� ��Ô � ÔR� ¶�� �-Ñ � Ò À�� � � � ���I�/¶ ÔR� � Ó �8� Ñ e B W,ê E/H \ Cp$Z cIK Î_E/G LN\¬��K]PRQ H ^ HIZNH c=h G W_^ é�H=X PiO G=E K D KU\7QkW HIZNH c=h!e ¹ PRQ B W�PRK E W G
d
P/L H W G=Z ` H W X K E K�Wk\�KIe p � pyé�DhN�Í�Í�Í e BiH O G `tL Pih!e�f é�p e�� G h N�Í�Í�ÍkC­ S�N9® � C ò G O X�HIE ^�e=ê C�æ�E/H K Î K Z e@l C � H b_V�e � �!� � � ���8� ��Ô � ÔR��£ ��� � � �8�V° Ñ ���k�Ô Õ8�
� Ô ��� Ñ ¶ �1Ñ � � ¡ �x�(� ��Ô �&�I��Õ ��Ñ � � ¡ ���8� ��Ô � ÔR� � �y� ��� Ñ �8�¬Ð Ñ �(�;� Ô �¶�� � ��Õ Ô8Ó �[¶ Ò ��� Ñ � e é b Î V�L P�P/KU^<P H�æ�HIE V G=Z ��KUPRQ H ^_MtLNW é hkM�P/KUVAS$K d
M/LNcIW�e p b_cIbkMRP�e N�Í�Í�ÍkC­ S�S9® ¦ C ` C òvLNW_cIK E e À*� Ñ �I�	� Ô;Ô �$³�� Ô � Ñ �x�3° Ô Õ Ñ � e BiY[Y#Y�é�H=X PiO G=E KIe�� G=E \7QçR¸�¸�i_C­ S�i�® � C Ï C òvLNb�e ¯:C Ï#KIe B7CvDFE/G=HIE�JKIe ¾�� � ��� �-Ô �]�²�!�[� Ñ ��� Ô Õ8� � �Ö¶ Ñ � � � � � Ò±"��� � � Ñ�Ñ � � ���@²¬���8� Ñ ¶©� � Õ ÒÁÔ/� �`³��8� ��Ñ �	�uÂ Ô � � � Ñ �	�u¶ Ñ � �
� � Ñ e$P/KU\7Q d
W_LN\ G=Z ¦8KUT HIE P�q H_C�Y ` YVÍkç]d+S e�S$KUT G=E P/V�KUW!P H=X�Y[Z KU\]P E LN\ G=Z*G W_^z` H V d
T_bkPRK E$Y WkcILNW_KUK E LNW_c_e�f8W_L g!K E MRL Pih H=XFj LN\]P HIE L G eO� G h N�Í�ÍkçIC

­ S�k9®¬¯:C S C ��L ZNZ M G W_^¤� C S�h!K E e�` Z K G W ERH�H VwM H=X PiO G=E KrK�WkcILNW_KUK E LNW_c_e BiY#Y[Yé�H=X PiO G=E KIe_g HIZmC�i e�W H_COk e_T_T C�çR¸
dÅN�k e çR¸�¹dÕ�C­ S�¥9® u Î�Ø KU\UP�� G W G cIKUV�K�W!P4l ERH b_T�e ¼C°   ¾*� � ¡"Ñ Õ¬° Ô Õ Ñ � � ���[¿­�I��� � ��� Ñ¶ �1Ñ � � ¡ ���8� ��Ô �k�3µ Ñ �®� ��Ô � Ó@¢êé e_u"�½l,MRP G W_^ G=E ^:^ H \Ub_V�KUW�P�ed�Ib_W_K çR¸�¸�¸kC­ SdÕI®;é�C u�O E KIevq C�é Q G W m
G=E e�� C ¦"b_M/Q Î h�evS C Æ CFé P E LNWkcIK E�d ` G=Z g!K E P�e ³�µ�¶¿��!��� � ��� Ñ Ð Ñi�®Ñ � Ñ ��� Ñ � �5Ñ �®� ��Ô �Fë ¢êé e�` H V�T_bkPRK E#é \ULNK�Wk\�Krò G�Î�HIE/G P HIE h!eé ¦ BtB W�PRK E W G PRL H W G=Z e���K ZNH W;ê G=E�m e�` p e é KUTkPRKUV Î K E:çR¸�¸�¸kC­ S�¹9® S C ò C ê G=E W G M�e�S C � C ÆsKULNMRM�e ����� ����Ñ Â Ñ � � �!��Ð Ñ�����Ñ;Ó �s²�³�� � ��� � � � Ñ ��I��ÕD³����(��� � � Ñ � eÁ� H b E W G=ZyH=X·é h�MRPRK�V�M G W_^ é�H=X PiO G=E KUM Õ e N�k�¸
dÅN�¥�kÈ çR¸�¹dÕ�Ë7C­ S�¸9® ¦ C Æ Cré K ZnÎ h!e j<C ¦ CrorG M/L Z Lme À*� Ñ �!�	� Ô;Ô �H� ÔR� � Ó �8� Ñ Õ Ñ��5Ñ � Ô]� � Ñ �	�+²�I� Ñ � �&� � � ���I� Ñ�� �I� � �(� ��Ô � e BiY[Y#Y P E7G W_M CFH W é�H=X�CFY W_c C e é�Y#d/çRS�¸�¸�Í eçRÍ�NdÕ�d+SdÕ�C­ idÍ9®aB7C&é�H V�V�K E gkL ZNZ KIe ¶ ÔR� � Ó �8� Ñ ±"��� � � Ñ�Ñ � � ��� e ¥ PRQ Y ^ C_p ^_^_LNM H W d ÆzK�M Z K]h�eN�Í�ÍkçIC­ i_çs® � C � Cvé T_L g!K]h!e £ � Ñ¬ì¹�sÔ ���8� ��Ô ��²²�ÁÐ Ñi�®Ñ � Ñ ��� Ñ °��I� � �!� e N W_^ Y ^ C
ò H W_^ H W l ê E KUW�PRLN\UK ¯$G=ZNZmC­ idN9®aB7C
DFE/G=HIE�JKIe p{C �IK�ä ERH h!ed� C ¦ H V�^_Q G W_Lme p{C Y8C º C�ékG Q E7G=H bkLme �$�4± ÛU�0Ñ � � �Ñ ��� Ñ�Ó#� ���¬�3° � � � � �®Ô �]�¬�I� � �7��¶ �0Ñ � � ¡ ���8� ��Ô � ÔR� �!�²� �
��Ô � � �;�/¶ Ò ��� Ñ � e
LNW;ê E/H \ CkB q�`"u é�Y�¸�¹ eO�Ib Z h N�k
d+Skç·çR¸�¸�¹ e j[G W_\ H bkg!K E e&` G W G ^ GkC­ idS9®aB7C*DFE7G=HIE�JK!e�S CFp$E K�^ H e�º C�é P HIZ K�W�e Ý Ô �]�¬�I�CÂ Ñ���Ñ � Ô]� � Ñ �	� ÔR� ¼ �0Ñ �Â � ���$� � � � � Ñ Õ3¶ Ò ��� Ñ �°��²�� Ô8Ó �8��Õ8�Û�I��·7�	� Ñ �(���8� Ñ Õ"Ý��/�I� Ñ�Ó�Ô �ÇÞ e�uyu é S éÆ HIEÇm M/Q H T�e&ê#ò B ` H W X K E KUW_\UKIe�ê G=E LNM�e é KUTkP CFçR¸�¸�¸kC­ i�i�®aB7CvDFE/G=HIEkJKIe �$�h¼ � �m� � � ÑmÔR� ³�µ�¶D¶ Ñ �¬�I�	� � ��� �-Ô �©¾�°z¿=¶©���8� Ñ �]�3�8�®� e� H b E W G=Z�H=X f8W_L g!K E M G=Z ` H V�T_b�P/K E[é \ULNK�Wk\�KIe é T E LNW_cIK E ê#b Î�C ` H_C e�q H g CN�Í�Í�ÍkC­ idk9®aB7C�DFE7G=HIE�JKIe �UÝ­���I� Ñ;Ó"Ô �ÇÞ �-Ô ��Ð � � Ô � ÔI� � £©Ñ ��� � ��� ÔR� ¼��cÑ Ñ ���m� Ô � ��Ñ �	� Ñ Õ³�� Ô �(���I�²� e Y ` o"é ` H W X K E K�Wk\�KIe�Æ HIEÇm M/Q H T H W æ�HIE V G=Z_é T�KU\UL §�\ G PRL H WH=X ` H V�T_bkPRK E�dtorG MRKU^ é h�MRPRKUV�M�È æ#éko ` é�ÍkçIË e p T E L Z;N�Í�Íkç e)Æ G M/Q_LNW_c d
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