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Patient

Person

- name: string
- password: string
- userid: string
- address: Address
- age: Date
- ssn: nat

access

-owner:Person

Doctor

Friend

Administrator

*

*

myFriend

myDoctor

*

MedicalRecord

1

1 owner

profile

AccessRight

- read: boolean
- modify: boolean
- delete: boolean
- create: boolean
- addDoc: boolean
- removeDoc: boolean
- addFriend: boolean
- removeFriend: boolean
- resource: setof[MedicalRecord]

SecurityProfile

+sendRequest(req:Request)
+receiveResult(res:Result)
+close()

+modify()
+negociate()
+login(prof:Profile)
+register()

+abnormalClose()
+detectViolation()
+analyzeViolation()
+backToNormal()

DocumentProvider

* {set}  records

* {set} securityDirectory

*{set} right

users
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Init

register()

NormalOperation

Idle

Negociation

Connection

DataCommunication

login()

modify(newprof)

[!accept]

AbnoralOperation

[!recoverable]

SecurityViolation

[recoverable]

Recovery

detectViolation()

[accept]

DocumentServerState

close()

receiveResult()

sendRequest()

backToNormal()
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-owner:Person

AccessRight

- read: boolean
- modify: boolean
- delete: boolean
- create: boolean
- addDoc: boolean
- removeDoc: boolean
- addFriend: boolean
- removeFriend: boolean
- resource: setof[MedicalRecord]

SecurityProfile * {} securityDirectory

UserManager

- name: string
- password: string
- userid: string
- address: Address
- age: Date
- ssn: nat
- role: {patient,doctor,friend, admin}

MedicalRecord

*{seq} right

DirectoryService

* {seq} registry

directory

SecurityManager

+register()
+init()
+login(prof:SecurityProfile)
+check((prof:SecurityProfile)
+service(req:Request,res:Result)
+monitor()
+close()

* {vector} records

 * users

access
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