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What	makes	Sensor	Network	–	or	Internet	of	Things	(IoT)	–	nodes	different?	
	
	
	

•  So7ware	correctness	a	must	
•  Unreliable	communica>on,	

changing	topology	
•  Limited	power	supply	
•  Low	frequency	processors	

pow	∝	freq3	→	e.g.	4	MHz	
•  Low	power	/	sleep	modes	
•  Limited	memory	

e.g.	4KB	code,	256	bytes	data	

Credit:	Fujitsu	Intelligent	Society	Solu>on	–	Smart	Grid	Communica>ons	
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pState:	a	Holis8c	Approach	to	Embedded	System	Development	

Model-driven	Development:	Proper>es	of	the	system	are	deduced	from	the	
combined	System	+	Environment	model,	without	tes>ng	or	measuring.	

Requirements	
Design	

System	

Environment	

High-level	
program	

Assump>ons	
about	the	
system's	
environment	

Genera>on	     movf r, W !
    xorlw S !
    btfss STATUS, 0x2 !
    goto CONTINUE_0 !

∆	15	µs		

in	Sending	⇒	
in	Listening	

Correctness	condi>on	

Proof	
✓ X	

?power.max	

Quan>ta>ve	query	 Timing	constraint	

Calcula>on	

Calcula>on	
✓ X	



So#ware	Tools	for	Sensor	Networks	

WaterMonitoring	

pCharts:	a	probabilis8c	&	quan8ta8ve	modeling	language	

		

$energy	=	0.1	

Mote	

Gateway	

Sleeping	 Sending	 Done	

concurrency	

|	in	Sending	⇒	in	Listening	

P	

hierarchy	

Listening	
Off	

2	min	

msg	

transi>on	

>med	transi>on	

@0.4	

@0.6	

probabilis>c	transi>on	

P	send	 @0.9	

?	$tran.max	
?	$energy.max	
?	P.min	

communica>on	
@0.1	

state	cost	

∆	15	µs	

transi>on	cost	

invariant?	

execu>on	>me	constraint?	

quan>ta>ve	query?	

✔

✔

=	1.11	
=	2.39	
=	1	

$tran	=	1	 /msg	$energy	=	2	
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pState	Architecture	&	Integrated	Tools	

Probabilis>c	guarded	
commands	with	priority	

Visual	representa>on	
movf r, W !
xorlw S !
btfss STATUS, 0x2 !
goto CONTINUE_0 !

Assembly	code	

void pHOn(long t){ !
  if(ph == pHOff) { !
    pHTurnOn(); !
    ph = pHSensorOn; !
    schedule(&exactly3, 5, 1); !
  } !
} !

C	code	

…		

send	=	
		(mote	=	Sending	→	
					0.1:	mote	:=	Sending	⊕	
					0.9:	mote	:=	Done)	
		//	skip	

Probabilis>c	model	checker	
(PRISM,	U	Oxford)	

SMT	solver	(Yices,	SRI)	

Quan>ta>ve	
queries	&	
invariants	

Infeasible	
path	
analysis	
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re:mote		–		The	MacWater	Mesh	Network	

•  using	the	low	power,	highly	reliable,	open,	secure	Zigbee	protocol	
•  readily	available	motes	by	Libelium	based	on	open	source	Arduino	boards	
•  motes	interface	to	MacWater	developed	sensors		

An	economical,	real-
>me	water	quality	
monitoring	system	
for	temperature,	
conduc>vity,	
biological,	chemical	
and	op>cal	sensors	
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Data	&	Web	Server	

•  based	on	common	standards:	hqp,	
html,	php,	JavaScript,	Linux	

•  MySQL	or	DB2	for	storage	
•  Integra>on	with	publicly	available	
environmental	data,	e.g.	weather	
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pState	calculates	
average	power	
consump>on	
=	19.39	mA	

pCharts Model

WaterMonitoring; rec:bool

Environment

 i 

GpsEnvIdle

Device
Sensors

pH

 i 

pHOff
$cons=0 pHOn/ pHTurnOn

Board

pHSensorOn
$cons=0.17

  

DeepSleep
$cons=
0.062mA i 

pHWarmUp
$cons=910000ms/pHOn

GpsWarmUp
$cons=9pHRead/GpsOn

GpsRead/ZigBeeOn

 i 
  

200ms

GPS; N=24; i:0..N

ZigBeeWarmUp
$cons=9

 i GpsCheck
$cons=32

GpsOn/ Connect ‖  i:=0

GetPosition
$cons=32 [rec]10ms/ GpsRead ‖ TurnGpsOff

 C 

Connecting1

1800ms

/rec:=false

Connecting2

@0.5/rec:=true

@0.5

Connecting3 @0.4/rec:=true

@0.6

Connecting4

100ms/ rec:=true

1000ms/rec:=false

InitialDelay

Connect

Continue
$cons=32 C 100ms/i:=i+1[i<N]

ZigBeeRead/ Done ‖GoToDeepSleep

Transit
0

ZigBee

ZigBeeOff
$cons=0.01

 i   Transmitting
$cons=295ZigBeeOn

Receiving
$cons=55500ms

100ms/ ZigBeeRead ‖  TurnZigBeeOff

100ms

  

5ms/pHRead ‖ TurnpHOff

Test

Query

? P.min
? P.max
? $cons.min

TestStart

 i 

  

Done

GpsOff
$cons=0.04

[i≥N]
 [¬rec] 

 P 

 P 

Testing

10ms

/i:=0

100ms

Off (0.04mA), Working (32mA)

Transmitting; 295mA in 500ms Probability of GPS connection in 2100ms
7 / 14

With	baqery	of	
6600	mAh,	
expected	life>me	
=	340	h		
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pState	Examples	

Conten>on	Resolu>on	
in	DASH-7	for	RFID	
Asset	Management	Contention Resolution in DASH-7 ISO/IEC 18000-7.2

WP CP #1 CP #2
SP LP APSP LP AP

Interrogator

TS1 ... TS5

Tag #3

Tag #2

Tag #1

Wakeup Period Collection Periods
Sync. Listen Ack

Time Slots
Nokovic, Sekerinski / McMaster University 12 / 24
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Ongoing	Work	(by	end	of	2016):	
•  Open-sourcing	pState	
•  Tutorial	with	case	studies	
•  Cyclic	execu>ve	scheduler	with	sleep	modes	

Future	Work:	
•  Improved	probabilis>c	model-checking	
•  Support	for	ultra-low	power	applica>ons	

with	energy	harves>ng:	
è	intermiqent	computa>on	
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