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Equilibria for networks with malicious users*

Abstract. We consider the problem of characterizing user equilibria and optimal solutions
for selfish routing in a given network. We extend the known models by considering malicious
behaviour. While selfish users follow a strategy that minimizes their individual cost, a malicious
user will use his flow through the network in an effort to cause the maximum possible damage
to this cost. We define a generalized model, present characterizations of flows at equilibrium
and prove bounds for the ratio of the social cost of a flow at equilibrium over the cost when

centralized coordination among users is allowed.

1. Introduction

The general framework of a system of non-cooperative users can be used to
model many different optimization problems such as network routing, traffic or

transportation problems, load balancing and distributed computing, auctions
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and many more. Game Theoretic techniques can be used to model and analyze
such systems in a natural way. The performance of a system of non-cooperative
users is measured by an appropriate cost function which depends on the be-
haviour, or strategies of the users. For example in the case of network routing,
the total, system-wide cost can be defined as the total routing cost, or the total
latency experienced by all the users in the network. On the other hand, there is
also a cost associated with each individual user (for example the latency expe-
rienced by the user). It is a well known fact that if each user optimizes her own
cost, then they might choose a strategy that does not give the optimal total cost
for the entire system, also known as social cost [P20]. In other words, the selfish

behaviour of the users leads to a sub-optimal performance.

Koutsoupias and Papadimitriou [KP99] initiated the study of the coordination
ratio (also referred to as the price of anarchy): How much worse is the perfor-
mance of a network of selfish users where each user optimizes her own cost, com-
pared to the best possible performance that can be achieved on the same system?
This question has been studied in various different models (e.g. [RT02], [SMO03])
and bounds for the coordination ratio have been shown for many interesting
cases. The discrepancy in the network performance between selfish (uncoordi-
nated) and optimized (coordinated) behavior is to be expected: typically, the
selfish users use a local heuristic (e.g., the usage of the fastest path to send
flow), that doesn’t take into account the overall picture of the network, while

the central coordinator is not restricted by the usage of a particular heuristic and
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has the whole network picture at her disposal. Therefore, the rather surprising

fact is the existence of small coordination ratio bounds for non-trivial cases.

A basic assumption of the models considered so far is that the users are
considered to be selfish and non-malicious: the user optimizes her own utility or
payoff, and does not care about the performance of the system or the cost induced
to other users by her strategy. In this work, we are motivated by the following
setting: Suppose that a content provider supplies live feed to a number of clients
through a network, using the fastest possible connection to each client at any
time. The speed of the connection depends on the congestion of the network
links (as congestion increases, the link delay also increases). The clients will
remain connected to the provider’s server as long as the feed delay is acceptable,
otherwise they will terminate the connection. At the same time, a malicious user
pretends to be a client stationed at any other point in the network, so it can
request feed from the provider. The flow that this malicious user can request is
limited (he cannot afford more than a certain (limited) number of simultaneous
connections), but what he can do is to constantly look for switching to a different
network node that will make the connection slower. If he knows that the provider
tries to be fair to all its customers (i.e., they should all experience more or less the
same delay), then his own delay is an indication of the delay the other customers
are experiencing. Therefore, if at some point he manages to increase his delay
to unacceptable levels, he knows that the other customers will deny the services
of the provider. The natural question that arises then is, how much degradation

of the network performance can be expected from such malicious behavior?
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We try to formulate and (partially) answer such questions by extending the
existing selfish routing models to include malicious users. As in the example
above, a malicious user will choose a strategy that will cause the worst possible
performance for the entire network. Such malicious behaviour can be found in
practice in settings such as the internet (for example in ‘denial of service’ at-
tacks). While in terms of Wardrop equilibria, the extension of the selfish model
considered before is quite straight-forward, the existence of malicious users forces
us to a different model for the ‘social optimum’. We no longer have an objective
function that can be minimized by the centralized coordination among the users,
since in our setting some of the users still can be coordinated to minimize it,
but at the same time there is a (malicious) user that tries to mazimize it. This
leads naturally to the formulation of the ‘social optimum’ objective as a minimax
problem instead of just a minimization problem. As a result, we cannot refer to
an ‘social optimum’ that is a global minimizer of the social cost objective. In-
stead, we have to compare the worst Wardrop equilibrium to the saddle-points
of the minimax problem. We define the ‘social optimum’ as the minimum cost
achieved by the set of saddle-points. The fact that this set is (usually) non-
convex makes the exact characterization of the ‘social optimum’ (and therefore
the coordination ratio) more difficult to characterize than the previous models.
Nevertheless, in this paper we show that in the very general setting considered
by Roughgarden and Tardos [RT02], their results can be extended to the case

of systems with malicious users.
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Previous Work: Many of the Game Theoretic tools used for analyzing sys-
tems of non-cooperative users derive from results in traffic models and trans-
portation, including work of Dafermos and Sparrow [DS69], Beckmann, McGuire
and Winsten [BMW56] and Aashtiani and Magnanti [AM81]. More recently,
Nash equilibria and their applications were used for routing problems and the
internet. Koutsoupias and Papadimitriou [KP99] considered the coordination
ratio for load balancing problems (routing on a network of parallel links). The
model they considered allowed multiple equilibria, and the coordination ratio
compared the worst case equilibrium cost to the optimal routing cost. Their
bounds were improved in subsequent work on the same model by Mavronico-
las and Spirakis [MS01], and Czumaj and Vécking [CV02]. Roughgarden and
Tardos [RT02] considered a different model for selfish routing, where there is
a unique Wardrop equilibrium and proved bounds for the coordination ratio,
including results for the special case of linear utility functions. Other work in
this model includes results on the topology of the underlying network [Rou0la,
Rou02], algorithms and bounds for Stackelberg scheduling strategies [Rou0O1b],

etc.

In Sections 2-4 we present the general setting of our study: first, we present
the selfish routing model with malicious users and the notion of Wardrop equi-
libria for it (Section 2), and prove the existence of Wardrop equilibrium flows
under certain constraints for the latency functions; then, in Section 3 we define
the ‘social optimum’ as the solution (saddle-points) of a minimax program and

give characterizations of these saddle-points; finally in Section 4 we connect the
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previous two sections with the use of the coordination ratio measure which com-
pares the Wardrop equilibria of Section 2 to the saddle-points of Section 3. After
this general setting, we study a set of particular disutility functions for the good
and malicious users. These functions are defined in Section 5. For this case, the
Wardrop equilibria are compared with the saddle-points of the minimax program
in Section 4, first to get a bicriteria result (Section 6), and then to get upper
bounds first for the instructive case of linear latency functions (Section 7.1) and
then for more general latency functions that satisfy certain assumptions (Section

7.2). We conclude with a short discussion and open problems.

2. The selfish routing model

We are given a directed network G = (V, E) and k source-sink pairs of nodes
(8iyti),i = 1...k. There are also two special nodes sy, tps connected to G with
edges (sar, 8i), (tiytar),i = 1... k. A commodity ¢ with demand r; is associated
with each pair (s;,¢;),i = 1...k, and a commodity M of demand F is associated
with pair (spr,tar). Let P; (Par) be the set of acyclic paths from s; to ¢; (sar
to tar). A latency function Ip(-) is associated with each path P. For a flow f
on G, lp(f) is the latency (cost) of path P for this particular flow. Notice that
in general this latency depends on the whole flow f, and not only on the flow
fe through each edge e € P. In this paper we adopt the additive model for the
path latencies, i.e. Ip(f) = > cple(fe), where [ is the latency function for edge
e and f. is the amount of flow that goes through e. In fact, the flow f is the

combination of a good flow f& and a malicious flow fM, so . is in fact a function
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L(fE, fM) : R2 — R4. We also let P be the set of all available paths in the
network and assume that for every source-sink pair there is at least one path
joining the source to the sink. The cost for a flow f = (f¢, f™) through edge e

is given by a function ¢, : R2 — Ry, defined as

ce(ngfaM) ::feG'le( erfaM)'

Note that this cost function gives the cost inflicted on the good flow. Let

CUM 9) = eefM 1)

eckE

be the social cost of f. We will use the shorthand (G,r, F,l) to describe an

instance of the model.

Commodities ¢ = 1. ..k model selfish, but otherwise ‘good’ users who want to
just use the network in order to satisfy their demands with the smallest possible
cost (i.e. latency for every unit of flow routed). Commodity M models a selfish
‘malicious’ user who wants to use his own flow F in such a way that will do the
biggest possible damage to the total cost of the good players. Intuitively, the
malicious user that we define later more precisely tries to route his/her flow so
that the social cost C(-) is as big as possible. Of course this is just a specific
malicious behavior we try to model here. This doesn’t preclude the modelling of

other kinds of malicious users in some future work.
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For the definition of the classic traffic or Wordrop equilibrium model !, we

use the following general formulation by Aashtiani and Magnanti [AMS81]:
Definition 1 A flow f = Upecpfp is at Wardrop equilibrium for instance
(G,r, F,l) iff it satisfies the following constraints:
(Te(f) —ui))fp=0 foralPeP;i=1...k (1)
(Tp(f) —unm)fp=0 forall PPy
Tp(f)—u; >0 foralPePyi=1...k
Tp(f) —up >0 for all P € Py

> fp-ri=0 foralli=1...k

PEP;
Z fpP—F=0
PEPM
f=>0
u>0

1 We use this classic (amongst the OR community) definition of Wardrop (or traffic) equilib-
ria since we find it less cumbersome for our exposition (usually this definition is also formulated
as a variational inequality- we use the equivalent formulation of [AM81] again because it facili-
tates our exposition.) Another definition of equilibria (as used for example in [RT02], [Rou02])
is the notion of Nash equilibria, where each commodity is comprised by individual users, each of
them carrying an infinitesimal amount of the flow. Wardrop equilibria can be seen as the limit
of Nash equilibria when this infinitesimal amount of flow tends to 0, as is shown in [HMS85]. To
avoid confusion, note that when we refer to ‘users’, we refer to commodities specified by their
Origin-Destination pairs, their (fixed) demands, and the set of network paths they are allowed
to use. We make no reference to Nash equilibria or infinitesimal users as defined in this kind

of equilibria.
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where Tp is the delay time or general disutility for path P, fp is the flow through
path P, and u = (uq,...,uk,uprr) s the vector of shortest travel times (or gen-

eralized costs) for the commodities.

Note that Tp does not need to be the same function for all paths P (and, indeed,
it will be a different function for the good and the malicious users). Also we
emphasize that Tp need not be the path latency (the latter is given by function
lp). In what follows we define precisely the functions Tp for all users, and thus
we define completely the equilibrium model of Definition 1.

The first four equations are the conditions for the existence of a Wardrop
traffic equilibrium. They require that the general disutility for all paths P that
carry flow fp > 0 is the same and equal to u for every user, and less or equal
to the disutility of any path with zero flow. Any flow that complies with this
definition of a Wardrop equilibrium, also satisfies the following alternative char-

acterization:

Lemma 1. A flow that is feasible for instance (G,r, F\l) is a Wardrop equilib-
rium iff for every commodity i (i can be the malicious commodity M) and every

pair of paths Py, P» € P; with fp, >0, Tp, (f) < Tp,(f).

2.1. Existence of Wardrop equilibrium

The model of Definition 1 is very general. It turns out that the existence of
a Wardrop equilibrium in this model can also be proved under very general
assumptions. More specifically, the following theorem follows immediately from

Theorem 5.4 in [AMSI]:
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Theorem 1. Suppose that Tp is a positive continuous function for all P € P.

Then there is a flow that satisfies the conditions of Definition 1.

A function is positive if its values are positive. In order to make sure that the
disutility functions we use later are positive, and therefore a Wardrop equilibrium

always exists, from now on we make the following natural assumption:

Assumption 1 We assume that the latency function for every edge is an in-
creasing function of the total flow, i.e. as the good or malicious (or both) flows

increase for an edge, its latency also increases.

Assumption 1 will be used throughout this paper in order to make sure that

Theorem 1 holds, and a Wordrop equilibrium exists.

3. Social optimum when malicious users are present

The existence of a malicious user forces us to redefine the notion of ‘social opti-
mum’ [P20]. In addition to a set of users that collectively strive to minimize their
collective cost, we have a user who strives to mazimize this same cost. Therefore
we define the ‘socially best’ flow in terms of a minimaz problem. Note that in
such a setting the notion of an “optimal flow” is replaced by the notion of a
flow “in equilibrium”. Therefore our work compares a Wardrop equilibrium to a
minimax equilibrium (as opposed to the comparison of a Wardrop equilibrium
to an optimal solution of a minimization problem, as in [RT02]).

In what follows, we denote the flow of the good users by f¢, and the flow

of the malicious user by f (recall that we denote by f the total flow). We
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consider the following minimax formulation:

max min ce(fM, £9)  subject to: (MINMAX)
f f ecE
St = Vie{1,...,k}
PcP;
> s -r
PcPu

[E= Y. [F VeeE

PeP:ecP
M=% ¥ VeeE
PeP:ecP
S >0 VP eP
M>o0 VP eP

where c.(fM, f&) is the cost of flow (fM, f&) passing through edge e, i.e., the

objective function is C'(f*, f¢). We call this minimax formulation (MINMAX).

The solution(s) to (MINMAX) are called saddle-points. The saddle-points are

defined as follows:

Definition 2 A flow (f¢, fM) is said to be a saddle-point of C' (with respect to

mazimizing in f* and minimizing in f€) if

C(fe My <ce, M<oue, ™), v, vre. (2)

We also refer to (MINMAX) saddle-points as (MINMAX) equilibria.
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3.1. Characterization of saddle-points

A saddle-point is not always guaranteed to exist. But under certain assumptions,
we can show that (at least one) saddle-point exists. We assume the following for

the cost function C(fM, f9):

Assumption 2 The functions c.(fM, f&) are continuous, differentiable, con-

vex with respect to f¢, and concave with respect to fM for alle € E.

An example of such functions is the linear latency functions case l.(f&, fM) :=
ac(f€ + fM) + b, studied later. Following the methods of Dafermos and Spar-
row [DS69], and under Assumption 2, we can prove the following theorem for

the properties of saddle-points for (MINMAX).

Theorem 2. Under Assumption 2, a feasible flow f = (f™, f¢) is a solution
(saddle-point) to the minimax problem (MINMAX) if and only if it has the

following properties:

ace r 8ce — . ) _
Zafg Zafcf Vi=1...k, VP,P' € P with JS >0 (3)
ecP ec P!
ace R Bce - , ) M
Za ]W(f)ZZaM(f)a VP, P € Py with fp >0 (4)
ecP € ecpP! e
In particular, the above imply that for every ‘good’ user i = 1,...,k, and the

malicious user we have:

> gcﬁ fl=>_ gcg(f) = A;, VP, P' € P; with both fS, S >0  (5)
eeP fe e€P’ fe

Bce - Oce = , . M M
> an => Spar(f) =B, WP, P' € Pag with both f3', fpr >0 (6)

e€P e€ P’ €
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Proof. The proof is a straight-forward extension to the proof of Theorem 1.2
in [DS69]. First we prove the sufficiency of conditions (3), (4), i.e. we prove that
if conditions (3), (4) are satisfied by a feasible flow f = (f&, fM), then f is a

saddle point for (MINMAX). In order to show this, we have to show two things:

1. For every feasible flow f + Af¢ = (f& + AfY, fM), C(f) < O(f + AfS)
(i.e. if we perturb the flow of the ‘good’ users by Af¢ by reallocation, so
that the new flow is still feasible, the total cost cannot decrease).

2. For every feasible flow f + AfM = (f&, fM + AfM), C(f) > C(f + AfM)
(i.e. if we perturb the flow of the malicious user by Af™ by reallocation, so

that the new flow is still feasible, the total cost cannot increase).

Here we show (1). Showing (2) is completely analogous.

The change of the cost because of the reallocation of the ‘good’ flow is

AC = Z [Ce(f_E+Af_Evfej\4)_Ce(fgaf_é\/[)]

eckE

Assumption 2 implies that the functions gfcg( G MY are non-decreasing

functions of f& (because of the convexity of c.(fS, fM) with regard to f&).
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Therefore we can apply the Mean Value Theorem with respect to f& to get

C>Z L (JO M) AfS

G
ecE 'f

—z DD Occ (79 7M. AT

i=1 PeP; eGP

LYY ARy &g(‘f,f%

i=1 PEP; ecP €

k
ZZZA.fg'Ai

=1 PeP;

_ZA Y Afg =0

= PeP;

where the second inequality is due to (3) and (5) together with the fact that if

=0 then AfS > 0%, and the last equality is due to the fact that the flow for
user ¢ was reallocated, but its total value didn’t change (it remained r;), since
it remained feasible.

By repeating the same argument for the case of reallocation of flow for the
malicious user (and by using the concavity of c. with respect to fM), we can
show that the total cost cannot decrease. Therefore conditions (3) and (4) are
sufficient.

In order to prove the necessity of (3) and (4), assume that (&, fM) is a saddle
point for (MINMAX) and condition (3) doesn’t hold, i.e., there are paths P, Q

with f§ > 0 and such that

> e (e - 30 Lo ey = > 0 0

G
e€eP € e€Q f

2 Hence Afg'zeep afG(fe’ My > AFS - A; for all P € P;.
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If a portion Af of fg is reallocated to path @, the change of the total cost will
be
AC = Z [Ce(feG_Afa fel\/l)_ce(iecafeM)]"' Z [Ce(feG‘i‘Afafy)_ce(igafeM)]
ee P\Q e€Q\P
(8)

From the Mean Value Theorem for the convex function (on f&) c.(f&, fM) we

have that

Oce
8fG

(f9 4+ Af, M) . Af

ce(fE = AL M) = ce(fE, FM) < —2 (fF = AL, [M) - Af

ce(f& + AL ) = ee(fE 1) <

8fG

and therefore (8) implies that

a0< |- X L an e Y et an | ar o)

ecP\Q € eeQ\P €
Since functions }-.cp\ g—fce‘ig(ff — Af, fM) and D eco\p %(fg + Af, fM)

are continuous on Af, we can choose 0 < Af < f§ such that

Oce - Oce
> gpeUS = AL > 3 gEUe i -3

ecP\Q "€ e€eP\Q "€

0Ce , = = €
> 5 G(fG+Af,fM> Y. grefE T -3
eeQ\P € ecQ\P "€

Hence we have that

866 808 — = 2
AC < —Z SR+ Y0 SraFE R+ 5| Af
eeP\Q e e€Q\P "€
B 808 . M 808 2e
- Z 5]00 f )+ Z 5]00 fe 5 Af
ecP ecQ

(7)
<——Af<0
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which contradicts the fact that (f&, fM) is a saddle point. Hence (3) must hold.

In exactly the same way, we can show that (4) must hold as well. a

Conditions (3) and (4) are simply the Kuhn-Tucker conditions for prob-
lem (MINMAX) [Roc70]. We sketched the proof of Theorem 2 here because the

same proof techniques apply in the proof of Theorem 8 later.

4. Wardrop vs. Minimax equilibria

The saddle-points of (MINMAX) give us the social cost achieved in a system with
both good and malicious users, provided there is a central authority that can
direct the flow of each good user so that the total cost is the minimum possible,
in the presence of an all-knowing malicious coordinator who wants to maximize
the social cost. This cost, which is a quantitative estimate of the ‘social cost’ that
can be achieved by a central coordinator, may be quite different to the total cost
achieved by the lack of such a coordinator, i.e. by allowing each user (good or
malicious) to act selfishly’. Here, we define natural selfish behaviors for both the
good and malicious users, in accordance with the general model of Definition 1.
Our aim will be to estimate how far can selfishness push the total cost from the
optimal coordinated one (i.e. the best saddle-point of (MINMAX)). In order to

do this, we use the new notion of ‘social optimum’ in the definition of the price of

3 As was pointed out by an anonymous reviewer, one can see the good and malicious coor-
dinators as two selfish players as well, playing at a level above the coordinated users. But the

users under coordination are no longer allowed to act selfishly.
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anarchy or coordination ratio, defined by Koutsoupias and Papadimitriou [KP99]

and used by Roughgarden and Tardos [RT02].

Definition 3 (Coordination ratio) Let (G,r, F,1) be an instance of the rout-
ing problem on network G with latency function l.(-) for every edge e, with k
good users with demands r;, i = 1,...,k and a malicious user with flow F. Then

the coordination ratio p(G,r, F,l) for this instance is defined as follows:

worst Wardrop equilibrium

p(G,r, F,l) = : :
best saddle-point of (MINMAX)

(10)

In case the Wardrop equilibrium or/and the (MINMAX) equilibrium is/are
unique, then the ‘worst’ or/and ‘best’ in the definition above can obviously be
omitted. For the class of latency functions we study here, the Wardrop equilibria
values need not be the same, since the bounds for the coordination ratio proven
later also hold if ‘worst’ is replaced by ‘any’ in Definition 3. For the saddle-
point values, we either prove(Theorem 5) or it follows from our assumptions (cf.
discussion at the beginning of Section 7.2) that they all have the same cost.
But in other cases, we should emphasize that it may be very difficult (or even
impossible) to characterize the ‘best saddle-point of (MINMAX)’ (e.g. when the
set of these equilibria is not convex, as is usually the case).

Why is this definition of coordination ratio natural? We view the
coordination ratio as a measure of comparison between the network performance
when there is an all-knowing central coordinating authority for the good as well
as the malicious users, and the network performance when all users are selfish.

Note that in both sides of this comparison we don’t get rid of the malicious
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behavior. We consider this to be natural, in view of the fact that the existence
of malicious behavior is independent of the level of coordination. This becomes
somewhat clearer when one starts thinking what can happen if, for example,
malicious behavior is not allowed in the coordinated version (note that in this
case instead of (MINMAX) we get the usual minimization definition of social
cost.) If this is the case, how should the flow of the malicious user be treated?
Should it become the flow of one more good user, assuming that the malicious
user will still want to route his flow regardless? Or should it disappear from
the network, since in the case a central authority exists a malicious user has no
incentive to send any flow? Moreover, one should see (MINMAX) not as another
game (although it can also be seen as such), but as an optimization problem for
two central coordinators: a good one that tries to minimize his/her cost, and
a malicious one, that tries to maximize the good coordinator’s cost. Hence our
“coordination ratio” as defined above tries to capture exactly the coordination
ratio without removing the malicious behavior, and therefore we believe it is a
quite natural definition. As is mentioned in the open problems section, currently
we do not have a persuading definition for the ‘price of evil’, i.e., we don’t
know what would be the meaning of a comparison between a selfish setting with
malicious users and a centrally coordinated network without malicious users. In

our opinion, this is the greatest modelling challenge this work leaves open.

Effective malicious users So far we have not specified exactly what the
strategy of a malicious user should be. We have only assumed that intuitively

a malicious user wants to hurt the performance of the good users. But what
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seems intuitively to be malicious behavior, may turn out to be beneficial. A
simple example is the Braess paradozx, shown in Figure 1. Suppose that there is
one good user (commodity) with demand equal to 6, and edge latency functions
that depend on the flow z that goes through an edge as shown in the figure. Then
if the network (a) is used, at equilibrium the flow will be split evenly between
paths 1 — 2 — 4 and 1 — 3 — 4, with a latency of 83 for both paths, and a total
cost of 498. But if network (b) is used, then at equilibrium the flow will split
in three equal parts, using paths 1 -2 - 4,1 -3 —4and 1 — 2 — 3 — 4,
each with a latency of 92, for an overall cost of 552 > 498. This well known
phenomenon can be reversed, if we consider also a malicious user for network
(b), who (naively) believes that edge (2, 3) actually helps the traffic, for the same
reasons that the well-intentioned network builders put the edge there in the first
place. Hence the malicious user appropriates the use of vertices 2,3 and routes
his flow from 2 to 3. Suppose that he has 1000 units of flow at his disposal (so
he has overwhelming power in his hands!) Routing this flow will force the good
user to revert to the behavior he exhibited in network (a), which in fact is an
improvement! Hence it is obvious that not all models of ‘malicious’ behavior are
really malicious. Here we are interested only in malicious users that really hurt

the performance of a network, i.e., they are effective:

Definition 4 A malicious user for (G,r, F,1) is effective iff p(G,r, F,1) > 1.

As part of our results, we show that the malicious user behavior we consider in

the next section is effective.
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A A

x+50

O
D

(a) (b)

Fig. 1. The Braess paradox.

5. A specific model of good and malicious behavior

According to the model of Definition 1, the selfish users will base their decisions
for picking flow paths on their individual notion of general disutility Tp, for
every path P. This disutility is very easy to be defined for the ‘good’ users: it is

simply the latency of the path, i.e.

Tp(fC, M) = 1p(f% M) (= Y le(fe)), Vi=1,....k, VPP, (1)

ecP

For the malicious user though, the form of his general disutility in fact deter-
mines how powerful or weak this user can be. In this paper we study malicious
players that base their decisions exclusively on the costs of individual paths. The
malicious player exhibits a rather greedy behavior, and does not (or cannot?)
take into account the impact of his decisions on the whole network (e.g. by solv-

ing (MINMAX) so that his allocation of flow will have the worst impact on the

4 maybe because of lack of resources, e.g. time in an on-line scenario
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‘social cost’ he might be able to achieve more damage than looking greedily at
the costs of individual paths). Let R := Zfil r;. Define

Ol

o 0

M(r,F):=1+» R-
ecE

The definition of M (-) may seem cryptic, but we need it in order to be able to
guarantee the existence of a Wardrop equilibrium (Theorem 1) when we define

the disutility functions for the malicious user.

Lemma 2. M(r,F) > Y. .p f& 3 81 (f 0) for any fC that satisfies the given

(good) demands.

Proof. Since the edge latency functions I, are concave with respect to fM (be-

cause the c.’s are concave with respect to fM from Assumption 2), the function

G M) is decreasing with respect to f2| so its maximum value for a par-

ticular f& is 6%‘;1( & 0), which is also positive because [, increases when fM

increases (Assumption 1.) Hence

> fE- foe, > fE- fM<fe,fe>

eckE eck

The same reasoning can be used to show that

> I8 an

eclk

Ol
> ZfeG 6f]\4(feGaO)

eckE

and then the lemma follows easily. a

The general disutility for the malicious user paths is defined as follows:

Tp(f, M) =M ch

ecP

G My VP e Py (12)
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In other words, the malicious player always tries to send his flow through a path
with the biggest possible congestion increase for every unit of flow he allocates to
this path, i.e. the malicious player follows a “best value for your money” policy.

Lemma 2 implies that Tp(f<, fM) > 0, VP € Py.

6. Bicriteria Bound

As in the case of [RT02] we can prove a “bicriteria” result that gives an upper
bound for the ratio between the cost at Wardrop equilibrium and the cost of the

saddle-point solution.

Theorem 3. If f = (f%, fM) is a flow at Wardrop Equilibrium for (G,r, F,1)
and f = (f9, fM) is a saddle-point of (MINMAX) for (G,2r,F,1) then C(f) <

c(f).

Proof. Recall that for any flow f = (f¢, fM)

C(f) =Y 18- 1,8, 1),

€

If f is at Wardrop equilibrium, then the total latency along any flow path P for
good user i from s; to t;, i = 1...,k is the same, denoted by L;(f)°, and the
total cost can be expressed as C(f) = Y, L;(f)r;. Define a new latency function

le(z,y) as follows:

5 Recall that is the same as Tp for user i.
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le(,y) if w>f¢ and y>fM

) le(z, fM) x> f¢ and y<fM

le(z,y) = (13)
l(fE,y) < f¢ and y>fM
L(fC, fM) < f¢ and y<fM

Note that the difference I (x, fM) — I.(z, fM) is zero for x > f&. Therefore

the following is true for all x > 0:

x(ze(xafeM) _le(xafy)) <le( eGafeM)feG (14)

The new latency functions give a new cost (cost with respect to ) that is not

too far from the real cost:

STL(E TS - C(FC M) < 3 LG MG - (¢, M)

€

=3 FEAE 1) = 1(FE, 1))
o (15)

<D G (fE M
=C(f)
The first inequality is due to the fact that f = ( f =8 f M) is a saddle-point for
(G,2r,F,1), ie. C(fO, fM) < O(fC, fM) since (f€, fM) is a feasible solution
for (MINMAX). The second inequality comes from (14) for z := fC.
Consider any path P € P;. From the definition of I. we have that

Zl;(o,fy)zzle( er e]w):Lz(f)

ecP ecP
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and from the fact that l.(z, fM) is an increasing function of = we get

SO M) = Y10, £,

ecP ecP
Therefore:
Zl_e(AeGa eIV[) AeGZZ Z fgzl_e(AeGa eIV[)
eelE v Pep; eeP
> Z Z Li(f)f§ (16)
i PeP;
= Z2Li(f)7”i =2C(f)
By combining (15) with (16) we get C(f) < C(f). O

The same proof also gives the following result:

Theorem 4. If f = (f%, fM) is a flow at Wardrop Equilibrium for (G,r, F,1)

and f = (f€, fM) is a saddle-point of (MINMAX) for (G, (14 ~)r,F,1), v >0

At afirst glance, it seems rather surprising that the bicriteria bounds of [RT02]
are quite robust against the existence of a malicious user. But if we look closer to
the quantities compared in the theorems above, we see that while the demands
of the good users are increased, the flow quantity at the disposal of the malicious
user remained the same. Intuitively, the malicious user has the same power to
disrupt the good users in both cases, and therefore if he settles with some strategy

to do so for the initial good demands, this strategy should work about as well
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when the latter demands increase. The same goes for the good users’ strategies

as well.

7. Upper bounds

In this section we use the techniques of [RT02],[Rou02] to derive upper bounds for
the coordination ratio. First (Section 7.1), we consider linear latency functions
in detail, mainly to show that the techniques of [RT02],[Rou02] apply directly to
our setting. This is extended to the more general setting of [Rou02] in Section
7.2. In both cases we prove that the malicious user as defined in Section 5 is

effective.

7.1. Special case: linear latency functions

In this section we deal with the special case of linear edge latency functions, i.e.
for every edge e € E, I.(f%, fM) = a.(f€ + fM) + b, for some a. > 0,b, > 0.
Note that we assume that the latency for an edge is positive even if no flow
passes through it. This is a quite natural assumption (in all physical systems
there is always some delay in moving from point A to point B, even if there is
no congestion at all), and allows Theorem 1 to apply in this case. We modify
our shorthand notation to (G, r, F,a,b) to include the linear coefficient vectors.

In this special case we have

= Tp(fe M) =3 cpacfS +acfM +be), Vi=1,....k, VP €P;

- TP(fGan) = M(TvF)_Zeepaefer VP € Pu
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Lemma 1 and Theorem 2 take a more specific form for the linear case:

Lemma 3. Let I.(f¢, fM) = ac(f€ + fM)+be with ac > 0,be > 0 be the latency

function for every edge e € E of G.

(a) a flow f = (f€, fM) is at Wardrop equilibrium iff

— for all users i =1,...,k and paths P, P' € P; with fp >0

Z (a“efeG—i_aefézw'i_be) S Z (a€f§+a€fé7\4+be)

ecP ecP’

— for all paths P, P’ € Py with fp >0

ZaefeG > Z aefeG

ecP ecP’

(b) a flow f = (f€, fM) is an equilibrium (saddle-point) for (MINMAX) iff

— for all commodities i = 1,...,k and paths P, P' € P; with fp >0

Y Racfé +acfM +b) <D (20 f +acfM +be)

ecP ecP’

— for all paths P, P' € Py with fp >0

Zaefec > Z aefeG

ecP ecP’

Note that the conditions for the malicious user paths are exactly the same in
both cases.
For this special form of the edge latency functions, we can prove that the

saddle-point cost for (MINMAX) is unique:

Theorem 5. If f = (f¢ M) and f = (f% fM) are two saddle-points of

(MINMAX) with linear latency functions, then f& = f¢ and C(f¢, M) =

e, M.
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Proof. First we concentrate on a particular good user ¢ and a particular flow path

P € P;. Theorem 2 implies that the following two complementarity conditions

hold:
Oc
fp [Z - f —A;| =0
ecP 8'fe
Bce -
Iz [Z gy e 1) — 4
ecP
Also, Theorem 2 implies that
Oce
Z G( eGa eIV[) Z Al
eecpP 7€
Oce - -
Z G( eGu e]w) Z Al
ecpP 7€
From the above, it is clear that
— Oce 6ce
(f8 = f%) lz fG<E,f Z S+ A
ecP eGP

By summing over all paths in P; we get

86 ae
2, (7 [Za;e SAN =3 gl R

PeP; ecP ecP

and therefore

> (g - 78 lz e E,f%—zgcg(f,f%] <0

PeP; ecpP "Y€ eecpP Y€
due to the fact that for both flows > p p. s = > pep, fS = r;. By summing

over all users i = 1,...,k we get

SIS = 1) | i .10 - S (6. 120)] <0 (17)

ecE

+HA=A)- Y (fE-FF) <0
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We repeat the same arguments for the malicious user. More specifically, from

Theorem 2 we get that

Oce
fP lzan fe)_B =0
ecP
[Z aace S M) =Bl =0
ecP fe
Also, Theorem 2 implies that
Oce
d a1 <B
ecpP Y€
dce _
Z 8 G(fe rJe ) S B
ecpP Y€
Exactly as before we can show that
Jdc 0Ce , 200 =
M _ M e (G gMy_ Y9C zG FMmy| <
SN 1) | e - g (e 20 as)

ecE
By substituting the cost function c.(fS, fM) = aefeG2 + acfE M 4+ b fC

n (17), (18), we get

2 aclfS = JOP + Y acfE = FE)SM - FM) <0 (19)
eck eeE
> aclf = FOUN - 1 =0 (20)
eckE

which implies that f& = f& Ve € E. But this implies that C(f¢, fM) =
C(f%, fM), because otherwise, for example if C(f%, fM) < C(f%, fM), we

would also have C(f¢, fM) = C(f¢, fM), and f is not a saddle-point, con-

tradiction. O

Lemma 3 implies the following



Equilibria for networks with malicious users 29

Lemma 4. Let (f¢, fM) be a Wardrop equilibrium flow for instance
(G,r, F,a,b). Then the following are true:
(a) the flow (f€/2, fM) is a (MINMAX) equilibrium for (G,r/2,F,a,b)

(b) the flow (f&, fM/2) is a (MINMAX) equilibrium for (G,r, F/2,2a,b)

(c) g;’é (f¢/2, M) = 1p(fC, fM) for all P € P.

Proof. Parts (a), (b) follow directly from Lemma 3. For part (c), note that for

each path P
lP(vafM) = Z(aefec +acf)! +0e)
ecP
and
0
o7eUe/2 1Y) = 3 (2ac +ay + be)

cep (z=F9/2,y=fM)

In what follows, let AZ(f¢, fM) = gj—%(fc, ™) be the minimum marginal cost
of increasing f¢ on an s; — t; path, and L;(f¢, fM) is the disutility for user i

in Wardrop equilibrium (f¢, fM).

Lemma 5. Let (f¢, fM) be a (MINMAX) equilibrium for instance (G,r, F,a,b).
Then for any § > 0 a feasible flow for instance (G, (1 + 6)r, F,a,b) has cost at

least

k
C(fO, M)+ 8 AZ(FY, M,

i=1

Proof. Lemma 4.4 in [RT02]. O

We now prove our main theorem for the coordination ratio in the linear case.
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Theorem 6. For instance (G,r,F,a,b), 1 < p(G,r,F,a,b) < 3.

Proof. Let (f€, f™) be a Wardrop equilibrium flow and (f¢, f™) a (MINMAX)
equilibrium in (G, 7, F,a,b). Then, according to Lemma 4, flow (f¢/2, fM) is a
(MINMAX) equilibrium for instance (G,r/2, F,a,b) and flow (f¢, fM/2) is a

(MINMAX) equilibrium for instance (G, r, F'/2,2a,b). Therefore
C(fe, M) = o(fe, M)

- O )+ 3 A% ™5
L
= C(f¢/2. ") + 5 D Li(FC, M)
i=1
= C(f /2, M) + 500 £V)
where the first inequality comes from the fact that (f¢,fM) is a (MIN-
MAX) equilibrium for (G, r, F,a,b), the second inequality holds because of Lem-
mata 4(a) and 5, the third equality is due to Lemma 4(c), and the fourth equality
holds because in a Wardrop equilibrium (¢, fM) the latency for every s; — t;
path that carries some flow is equal to L;(f¢, fM).
For the cost C(f%/2,fM) of the (MINMAX) equilibrium for instance
(G,7/2,F,a,b), we have

1 2 1 1
CUE2 M) = 3 (Gaef & + Gac fEF + b )
ecE

1
>3 D (aefS + acfE R +befE) (22)

ecE
L M
= LCUC M)
From inequalities (21), (22) we get C(f%, fM) > 2C(f¢, fM), therefore

4
p(GaTaFaavb) S 3
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For the lower bound of the ratio we have:
C(fe ™M <ee, M
= Z(ae(fec)2 + aefeG fol + befec)

eckE
= Y + 20 f O b1 — 3 a0

ecelE eckE
(%, L) - S ey

2 eel
<C(f9 M)2) = ac(fE)
eckE

= O(fGa fM)

where C(f¢, g) in the fourth line is the cost of flow (f¢, g) for instance
(G,r,F/2,2a,b), and the inequality in the fifth line is due to the fact that flow
(f¢, fM/2) is a (MINMAX) equilibrium for instance (G,r, F/2,2a,b). Hence

1< p(G,r F,a,b). O

Note that the lower bound for the coordination ratio is tight, since
p(G,r, F,a,b) = 1if G is just a path with the sources for all users in one end, and
all the sinks in the other. Note that the upper bound is also tight, since [RT02]

show that this bound is tight when there are no malicious users (F = 0).

7.2. More general latency functions

The techniques used in the previous section for upper-bounding the coordina-
tion ratio were a straight-forward extension of the techniques in [RT02]. In fact,

we can invoke the techniques of [Rou02] to obtain upper-bounds for much more
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general latency functions. But before we generalize the results of the previous sec-
tion, we have to assume that a saddle-point of (MINMAX) ezists. Also we don’t
give a direct proof of the uniqueness of the saddle-points value for (MINMAX)
like Theorem 5, but we will assume that Assumption 2 holds, and this implies

uniqueness of the saddle-value (cf. [Roc70] Chapter 36, especially Lemma 36.2.)

Definition 5 ([Rou02], Def. 3.1) A collection L of latency functions is stan-
dard if it contains a non-zero function and if for each l € L, the function x-1(x)

is convex on [0, +00).

In our setting, f& plays the role of z and I.(f&, fM) plays the role of I(z) in the
definition above (as well as in the two definitions below.) For this very general
family of latency functions I, Roughgarden [Rou02] defines the anarchy value
a(l) of I, that turns out to capture exactly the notion of the price of anarchy for
l. In the following definition, [ is the good marginal cost function for I, i.e., for

each edge e [.(fS) = a%cffle( &M,
Definition 6 ([Rou02], Def. 3.2) Let | be a non-zero latency function such

that x - l(x) is convexr on [0,400). The anarchy value a(l) of [ is

a(l) = sup P+ (-]
r>0:0(r)>0

where X € (0,1) satisfies [(\r) = 1(r) and p € [0,1] is defined by p = I(\r)/1(r).

Definition 7 ([Rou02], Def. 3.3) The anarchy value a(L) of a standard class
L of latency functions is

a(L) = sup a(l).
0#lEL
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When our latency functions (as functions of f&) belong to a latency functions
class L as the ones above, then the proof of Roughgarden’s [Rou02] main result

carries over to our setting:

Theorem 7. ([Rou02], Thm. 3.9) Let L be a standard class of latency func-
tions with anarchy value a(L), and I(f€, fM) a latency function that belongs to
L as a function of f¢, and satisfies Assumptions 1,2. Let (G,r, F,1) denote an

instance of selfish routing with malicious user. Then p(G,r, F,1) < «(L).

We also show that the malicious user defined by (12) is effective when the class

of latency functions £ satisfies Assumption 2:
Theorem 8. If L satisfies Assumption 2, then p(G,r, F\1) > 1

Proof. Let f, f be a Wardrop equilibrium and a saddle point respectively for
instance (G, 7, F,1). Then, if C(-) is the social cost function, and since f is a

saddle point, we have
C(fe, My < o(re, ™
Since f is a Wordrop equilibrium, we have

Te(f, M) < Tp (f€, fM), VP, P € Py with fA >0

which implies that

Jce Jee = .
D garUS I 2 Y (14 1Y), VPP € P with f3 >0
ecpP 7€ ecP’

Hence, it follows that

C(e My < e, ™M
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in a way completely analogous to the proof of Theorem 2. ad

Again, this is a tight lower bound for the same reason as in the previous sec-
tion. The tightness of the upper bound is also proven by Roughgarden [Rou02]

(Theorem 4.4.)

8. Discussion and open problems

Our study concentrated on a single malicious user, but it is obvious from the
above that it can be extended to many malicious users (each with his/her own
flow rate and set of available paths Pxy), just as we can have many good users.
It should be clear though that by allowing a single malicious user, the malicious
behavior is potentially more powerful, because the single malicious user can
allocate any portion of his/her flow rate to a specific set of paths, which is a
subset of the available paths. This is not the case when a particular subset is
allocated to a separate malicious user who must route a specific amount of flow
through them. Therefore, it is not surprising that our results extend to a setting
with many malicious users, since they hold for the potentially more powerful
setting with a single malicious user (and the same set of available paths).

The model presented in our work gives rise to many open problems. It would
be very interesting to present a natural definition and results connecting the so-
cial cost of an equilibrium point in a network with malicious users and the cost
in an equivalent instance without malicious users. This would give a clearer char-

acterization of the negative impact of the presence of malicious flow. The model
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defined in our work gives rise to unique saddle-points and Wardrop equilibria. It
would be interesting to consider a more general model that allows multiple equi-
libria (for example, by adding capacities for the edges in the network [SMO03])

and analyze the performance of the system in the presence of malicious users.
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