Model Checking Finite Systems

© 2000 M. Chechik & M. Lawford

Outline

• Model-Checking predicate calculus on finite interpretation structures

• Mu-calculus and fixpoint operators

• Explicit state Model-checking for:

– Linear Temporal Logic – CTL & CTL∗ – RTTL

• BDDs & Symbolic Model-checking

Model-checking:

References:

• A. Arnold, Finite Transition Systems. Prentice Hall, 1994.

• J.R. Burch, E.M. Clarke, and K.L. McMillan, “Symbolic model checking: 10^{20} states and beyond.” Information and Computation, Vol. 98, 1992, pp. 142-170.

• J.S. Ostroff. Temporal Logic for Real-Time Systems. Research Studies Press/Wiley, Taunton, UK, 1989.

• E.A. Emerson et al. “Quantitative temporal reasoning.” Real-Time Systems, No. 4, pp. 331-352, 1992.

State formulas

For |U| finite (i.e. finite universe), dealing with atomic propositions is sufficient to express all predicate logic properties.

Why? Consider U := {a1, a2, . . . an}

(∀x)ϕ ⇔ ϕ[a1|x] ∧ ϕ[a2|x] ∧ . . . ∧ ϕ[an|x]

(∃x)ϕ ⇔ ϕ[a1|x] ∨ ϕ[a2|x] ∨ . . . ∨ ϕ[an|x]

Any conjunction, disjunction or negation of properties from set of atomic propositions is called a state formula.

CTL review

Computational tree logic - propositional branching time logic, permitting explicit quantification over all possible futures.

Syntax:

1. Every atomic proposition is a CTL formula 2. If f and g are CTL formulae, then so are ∼f, f ∧ g, f ∨ g, AXf, EXf, A[fUg], E[fUg], AFf, EFf, AGf, EGf.

Temporal operators - quantifier (A or E) followed by F (future), G (global), U (until), or X (next).

CTL review - Cont’d

Only X and U are necessary. The rest are abbreviations:

(f ∧ g) ≡ ∼ (∼f ∨ ∼g) (f → g) ≡ (∼f ∨ g) AXf ≡ ∼EX(∼f) EFf ≡ E[true U f] AFf ≡ A[true U f] EGf ≡ ∼AF(∼f) AGf ≡ ∼EF(∼f)

CTL review - Cont’d

Formula is defined with respect to a model given by a Kripke structure: M := ⟨S, R, S_0, A, P ⟩ • S is a set of states • R ⊆ S × S is a transition relation (or equivalently R : S → P(S)) • S0 ⊆ S is a set of initial states • A is a set of atomic propositions (e.g. y=1) • P : S → P(A) labels each state with the set of atomic propositions satisfied by the state A path in M is a sequence of states σ: • σ := s0s1 . . . sn ∈ S+ and R(sn) = ∅ or, • σ := s0s1 . . . ∈ Sω such that s0 ∈ S0 and for all i ≥ 0, (si, si+1) ∈ R in which case we write si → si+1.

CTL review - Cont’d

Temporal logic formulas are evaluated with respect to a state in the model:

• EX(f) (AX(f)) is true in si if f is true in some (all) successor of si

• E[fUg] (A[fUg]) is true in si if along some (every) path emanating from si there is a future state sj at which g holds and f is true until state sj is reached

• EG(f) (AG(f)) is true in si if f holds in every state along some (every) path emanating from si

Formally... s |= p iff p ∈ P (s) s |=∼ f iff s |̸= f s |= f ∨ g iff s |= f or s |= g s0 |= EX(f) iff (∃ path (s0, s1, . . .)), s1 |= f s0 |= AX(f) iff (∀ paths (s0, s1, . . .)), s1 |= f s0 |= E(fUg) iff (∃ path (s0, s1, . . .)), ∃i s.t. si |= g and ∀j < i, sj |= f s0 |= A(fUg) iff (∀ paths (s0, s1, . . .)), ∃i, s.t. si |= g and ∀j < i, sj |= f

Examples

What formulas hold in these models?

Specifications using CTL

Thermostat.

1. Temperature is always above normal, below normal or normal.

2. When temperature becomes above normal, in the following state the AC will be turned on. 3. Thermostat is never running heater and AC at the same time.

CTL Model checking

Assumptions:

1. finite number of processes, each having a finite number of finite-valued variables. 2. finite length of CTL formula

Problem:

Determine whether formula f0 is true in the finite structure M.

Algorithm overview:

Determine the set of states in which subformulas of f0 of length 1 hold. Then length 2, etc. until length f0 is reached. If all starting states s0 ∈ S0 are in the final set, then f0 is holds on M, i.e. (s0 ∈ {s | M, s |= f0}) ⇒ (M |= f0)

It is not as easy as it seems

Formula EFg represents the set of states from which a state satisfying g can be reached in some (finite) number of transitions: g ∨ EXg ∨ EX(EXg) ∨ . . . So, we need to do the least fixed-point operation EFg = μ.y(g ∨ EXy) starting with value false for y.

The entire state space of the model must be constructed before the fixed-point algorithms can be applied!!!! Most important problem - state space explosion.

Example

Model checking s0 |= EF(∼ a∧ ∼ b).

CTL Model Checking in PVS

mcdemo : THEORY
  BEGIN
  S: TYPE = {s0,s1,s2,s3}
  s,next: VAR S

  output: TYPE = [# a, b:bool #]
  T:bool=TRUE
  F:bool=FALSE

  P(s):output = TABLE
|[ s=s0 | s=s1 | s=s2 | s=s3 ]|
|(#a:=T,b:=F#)|(#a:=T,b:=T#)|(#a:=F,b:=T#)|(#a:=F,b:=F#)||
  ENDTABLE

  R(s,next):bool = IF ((s=s0 AND (next = s1 OR next=s2))
OR (s=s1 AND (next = s1 OR next=s2))
OR (s=s2 AND next = s3)) THEN TRUE
    ELSE FALSE
ENDIF

 f(s):bool = (P(s)=(# a:=F,b:=F #))

 IMPORTING ctlops[S]
 check2:THEOREM EF(R,f)(s)
 check3:THEOREM AF(R,f)(s)
  END mcdemo

CTL Model Checking in PVS (cont)

check2 :

  |-------
[1] FORALL (s: S): EF(R, f)(s)

Rule? (model-check)

 Starting least fixed-point calculation...
Fixed-point found in 3 steps.
MU simplification took 0.12 real, 0.08 cpu seconds
By rewriting and mu-simplifying,
Q.E.D.

check3 :

  |-------
[1] FORALL (s: S): AF(R, f)(s)

Rule? (model-check)
 Starting greatest fixed-point calculation..
Fixed-point found in 2 steps.

By rewriting and mu-simplifying,
this simplifies to:
check3 :

  |-------
{1} s2?(s!1) OR s3?(s!1)

Symbolic model checking

Why?

Saves is from constructing a model’s state space. Effective ”cure” for state space explosion problem.

How?

Sets of states and transition relations are represented by formulas, and set operations are defined in terms of formula manipulations.

Data structures BDDs - allow for efficient storage and manipulation of logic formulas.

Some more detail

- A system state represents an interpretation (truth assignment) for a set of propositional variables V .

- Formulas represent sets of states that satisfy it a - set of states in which a is true - ({s_0, s_1}) b - set of states in which b is true - ({s_1, s_2}) a ∨ b = {s_0, s_1, s_2}

- State transitions are described by relations over two sets of variables, V (source state) and V ′ (destination state)

Transition from s_2 to s_3 is described by (∼ a ∧ b∧ ∼ a′∧ ∼ b′). Transition from s_0 to s_1 and s_2, and from s_1 to s_2 and to itself is described by (a ∧ b′). Relation R is described by (a ∧ b′) ∨ (∼ a ∧ b∧ ∼ a′∧ ∼ b′) © 2000 M. Chechik & M. Lawford 17

Symbolic model checking (Cont’d)

The meaning for CTL formulas can be redefined in terms of sets of states: s |= f iff s ∈ f where f ∈ V s |=∼ f iff s ∈ ¬f s |= f ∨ g iff s ∈ (f ∨ g) s |= EXf iff s ∈ (∃V ′(R ∧ f(V /V ′))) s |= AXf iff s ∈∼ (∃V ′(R∧ ∼ f(V /V ′))) s |= E(fUg) iff s ∈ μy.(g ∨ (f ∧ EX ∼ y)) s |= A(fUg) iff s ∈ μy.(g ∨ (f ∧ AXy))

Symbolic model checking

- A CTL formula f is evaluated for a model by deriving a propositional logic expression that describes the set of states satisfying the CTL formula for the model.

- The model checker verifies that the interpretation of the model’s initial state s0 satisfies the expression.

Example - check s0 |= EX(∼ a∧ ∼ b), i.e., compute a formula representing the states that have successors where (∼ a∧ ∼ b) is true: - R - the transition relation - f - the formula being checked - f(a, b/a′, b′) - substitution, leading to reasoning about the next state - Replace formulas like ∃v, (f) by (f(v/true) ∨ f(v/false).

Computation EX(∼ a∧ ∼ b) = ∃a′, b′(((a ∧ b′) ∨ (∼ a ∧ b∧ ∼ a′∧ ∼ b′)) ∧((∼ a∧ ∼ b)(a, b/a′, b′))) = ∃a′, b′(((a ∧ b′) ∨ (∼ a ∧ b∧ ∼ a′∧ ∼ b′)) ∧(∼ a′∧ ∼ b′)) = ∃a′, b′((a ∧ b′∧ ∼ a′∧ ∼ b′) ∨(∼ a ∧ b∧ ∼ a′∧ ∼ b′∧ ∼ a′∧ ∼ b′)) = ∃a′, b′((false) ∨ (∼ a ∧ b∧ ∼ a′∧ ∼ b′)) = ∃a′, b′(∼ a ∧ b∧ ∼ a′∧ ∼ b′) = ∃a′((∼ a ∧ b∧ ∼ a′∧ ∼ true)∨ (∼ a ∧ b∧ ∼ a′∧ ∼ false)) = ∃a′(∼ a ∧ b∧ ∼ a′) = (∼ a ∧ b∧ ∼ true) ∨(∼ a ∧ b∧ ∼ false) = ∼ a ∧ b

Evaluation of example

The computed propositional logic formula represents the set of states whose interpretations satisfy EX(∼ a∧ ∼ b), that is, {s2}.

EX(∼ a∧ ∼ b) is a theorem (i.e., s0 |= EX(∼ a∧ ∼ b)) if the values of a and b in s0 satisfy ∼ a ∧ b. In s0, a=true, b=false. So, s0 |̸=∼ a ∧ b. Thus, s0 |̸= EX(∼ a∧ ∼ b).

Symbolic model checking

Example: calculate EF(∼ a∧ ∼ b) for our model: 1) (∼a∧ ∼b) ∨ EXfalse = (∼a∧ ∼b) 2) (∼a∧ ∼b) ∨ EX(∼a∧ ∼b) = (∼a∧ ∼b) ∨ (∼a ∧ b) = ∼a 3) (∼a∧ ∼b) ∨ EX(∼a) = (∼a∧ ∼b) ∨ ∃a^′, b^′(((a ∧ b^′) ∨ (∼a ∧ b∧ ∼a^′∧ ∼b^′)) ∧((∼a)(a/a^′))) = (∼a∧ ∼b) ∨ ∃a^′, b^′(((a ∧ b^′) ∨ (∼a ∧ b∧ ∼a^′∧ ∼b^′))∧ ∼a^′) = (∼a∧ ∼b) ∨ ∃a^′, b^′((a ∧ b^′∧ ∼a^′) ∨ (∼a ∧ b∧ ∼a^′∧ ∼b^′)) = (∼a∧ ∼b) ∨ ∃a^′(((a ∧ true∧ ∼a^′) ∨ (∼a ∧ b∧ ∼a^′∧ ∼true)) ∨((a ∧ false∧ ∼a^′) ∨ (∼a ∧ b∧ ∼a^′∧ ∼false))) = (∼a∧ ∼b) ∨ ∃a^′((a∧ ∼a^′) ∨ (∼a ∧ b∧ ∼a^′)) = (∼a∧ ∼b) ∨ ((a∧ ∼true) ∨(∼a ∧ b∧ ∼true)) ∨ ((a∧ ∼false) ∨ (∼a ∧ b∧ ∼false)) = (∼a∧ ∼b) ∨ ((false) ∨ (false)) ∨ ((a) ∨ (∼a ∧ b)) = (∼a∧ ∼b) ∨ (∼a ∧ b) ∨ a = true 4) (∼a∧ ∼b) ∨ EX(true) = true

Symbolic model checking

Note that the formulas at the end of each step correspond to the set of states that is shaded after that step.

- The first formula, (∼ a∧ ∼ b), corresponds to {s3} - The second formula, (∼ a), corresponds to {s2, s3} - The last formula, true, corresponds to the set of all states.

Model-Checking LTL

Recall: M, s |= ϕ iff for every path σ in M starting at s, it is the case that σ |= ϕ.

For finite state system, satisfaction of temporal formulas can be checked algorithmically (i.e. model-checked).

Examples

• To verify M, s |= Gϕ, check that all reachable states satisfy ϕ. This means that the set of states of M satisfying ϕ that are reachable from s form an invariant set.

• To verify GFϕ, check that ϕ is true in at least one state of every reachable strongly connected component.