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Abstract

Sensitivity of clinical data and strict rules regarding data
sharing have caused privacy and security to be critical re-
quirements for using patient profiles in distributed health-
care environments. The amalgamation of new information
technology with traditional healthcare workflows for shar-
ing patient profiles has made the whole system vulnerable
to security and privacy breach. In this paper we present a
novel access control model based on a framework designed
for data and service interoperability in the healthcare do-
main. The proposed model for customizable access con-
trol captures the dynamic behavior of the user and deter-
mines access rights accordingly. The model is generic and
flexible in the sense that an access control engine dynami-
cally receives security effective factors from the subject user,
and identifies the privilege level in accessing clinical data
using different specialized components within the engine.
Standard data representation formats are used to make the
model compatible with different healthcare environments.
The access control engine uses a flow-based approach to
follow the user's behavior and navigates between engine
components to provide a final weighted value representing
the privilege to access a resource. The proposed model is
supported by a real world case study.
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