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As a result of the media frenzy over this week’s Hotmail
debacle, it would be easy to overlook another major story
that concerned security on the Internet. On August 22, a
vast team of researchers from Britain, the Netherlands,
France, Canada and America announced that they had
cracked a code known as RSA-155, the sort of encryption
that can be used to protect e-mails and financial
transactions on the Internet. However, the breaking of
RSA-155 does not demonstrate the weakness of current
encryption methods, but rather their strength. First of all, it
took the international collaboration over three months to
crack the code. Furthermore, RSA-155 is a crippled version
of the standard RSA encryption system, one that is
effectively unbreakable, and one that is used routinely for
encrypting messages on the Internet.

Click on the logo to visit
the Guardian website

RSA Data Security Inc. had created the RSA-155
encrypted message especially for codebreakers, in order to
test the current state of codebreaking technology. Had they
encrypted a message using full-strength RSA, then nobody
one have broken it, and RSA Data Security Inc. would not
be able to gauge the potency of new codebreaking
techniques. As an incentive to tackle RSA-155, the
company offered a prize of around $10,000, and now that
the money has been won, they will set a new challenge
with a new prize. However, codebreakers who are looking
for the ultimate challenge might like to tackle an, as yet,
uncracked code from the 19th century. Whoever unravels
the so-called Beale ciphers will earn a reward of over £10
million in gold, silver and jewels.

The story of the Beale ciphers begins in January 1820,
when a stranger by the name of Thomas J. Beale rode into
the town of Lynchburg, Virginia, and checked himself into
the Washington Hotel.

“In person, he was about six feet in height,” recalled
Robert Morriss, the hotel owner, “with jet black eyes
and hair of the same colour, worn longer than was the
style at the time. His form was symmetrical,and gave
evidence of unusual strength and activity; but his
distinguishing feature was a dark and swarthy
complexion,
as if much exposure to the sun and weather had
thoroughly tanned and discoloured him; this, however,
did not detract from his appearance, and | thought him
the handsomest man | had ever seen.”
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Although Beale spent the rest of the winter in Lynchburg
and was “extremely popular with every one, particularly the
ladies,” he never spoke about his background, his family
and the purpose for his visit. Then, at the end of March, he
left as suddenly as he had arrived.

Beale returned two years later, and once again he spent
the rest of the winter in Lynchburg and disappeared in the
spring, but not before he entrusted Morriss with a locked
iron box, which he said contained “papers of value and
importance.” Morriss dutifully guarded the box, waiting for
Beale to collect it, but the swarthy man of mystery did not
return to Lynchburg. He disappeared without trace, never to
be seen again.

Eventually, 23 years later in 1845, Morriss’s curiosity got
the better of him and working on the assumption that Beale
was dead, he cracked open the locked box. Inside he
found a note written by Beale in plain English, and three
sheets full of numbers. The note revealed the truth about
Beale, the box, and the ciphers. In April 1817, almost three
years prior to his first meeting with Morriss, Beale and
twenty-nine others had embarked on a journey across
America. After travelling through the rich hunting grounds of
the Western plains, they arrived in Santa Fe, before
heading north in search of buffalo. Then, according to
Beale’s note, they struck lucky: “The party, encamped in a
small ravine, were preparing their evening meal, when one
of the men discovered in a cleft of the rocks something that
had the appearance of gold. Upon showing it to the others
it was pronounced to be gold, and much excitement was
the natural consequence.”

The note went on to explain that Beale and his men mined
the site for the next eighteen months, by which time they
had accumulated a large quantity of gold, as well as some
silver which was found nearby. In due course, they agreed
that their new found wealth should be moved to a secure
place, and decided to take it back home to Virginia, where
they would hide it in a secret location. To reduce the
weight, Beale traded some of the gold and silver for jewels,
and in 1820 he travelled to Lynchburg, found a suitable
location, and buried the treasure. It was on this occasion
that he met Morriss for the first time.

When Beale left at the end of the winter, he rejoined his
men, who had continued to work the mine during his
absence. After another eighteen months, Beale revisited
Lynchburg with even more to add to his stash. This time
there was an additional reason for his trip. His companions
were concerned that, in case of an accident to themselves,
then the hidden treasure would not find its way to their
relatives. Hence, Beale was instructed to find a reliable
person, who could be confided in to carry out their wishes
in the event of their sudden death, and Beale selected
Morriss to be that person.

Upon reading the note, Morriss felt responsible for finding
the treasure and passing it onto the relatives of the
presumably dead men. Unfortunately, there was a problem.
The description of the treasure, its location, and the list of
the relatives had been encrypted, and had been
transformed into the three sheets that contained nothing
but numbers. Beale’s note said that the key required to
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decipher the sheets would be posted to Beale by a third
party, but it never materialised, and so Morriss was forced
to unscramble the three sheets from scratch. This task
occupied his mind for the next twenty years, and ended in
complete failure.

In 1862, at the age of 84, Morriss knew that he was coming
to the end of his life, and realised that he had to share the
secret of the Beale ciphers, otherwise any hope of carrying
out Beale’s wishes would die with him. Morriss confided in
a friend, but unfortunately the identity of this person
remains a mystery. Only two things are known about
Morriss’s friend. First, he published a pamphlet, which
contains the entire Beale story, including the Beale ciphers
and Morriss’s account of the events surrounding the
mystery. Second, the anonymous pamphleteer made the
first breakthrough in deciphering one of Beale’s cryptic
papers.

The second Beale cipher, like the other two, contains about
800 numbers, beginning with the sequence; 115, 73, 24,
807, 37, ... The pamphleteer guessed that each number
corresponded to a word in the Declaration of
Independence. For example, the first number in the
sequence is 115 — the 115t letter of the Declaration is
‘instituted’, which begins with the letter I. Hence the first
number, 115, represents the letter I. The second number in
the sequence is 73 — the 73™ word in the Declaration is
‘hold’, which begins with the letter H. Hence, the second
number, 73, represents the letter H.

The Opening of the “Declaration of Independence”

When1, in? the course® of° human events it becomes
nec:essary10 for one people to dissolve the political bands

which have?9 connected them with another, and to assume
among the powers30 of the earth, the separate and equal

station to which?? the laws of nature and of nature’s God

entitle them®?, a decent respect to the opinions of mankind
requires that®0 they should declare the causes which impel

them to the /0 separation. We hold these truths to be self-evident,
and that®0 all men are created equal, that they are endowed
by90 their Creator with certain inalienable rights, that among
these are!90 Jife, liberty and the pursuit of happiness; That

to secure 110 these rights, governments are instituted among men...

By continuing this process, the pamphleteer revealed the
following message from Beale:

“I have deposited in the county of Bedford, about

four miles from Buford’s, in an excavation or vault,

six feet below the surface of the ground, the

following articles: ... The deposit consists of two
thousand nine hundred and twenty one pounds of

gold and five thousand one hundred pounds of silver;
also jewels, obtained in St. Louis in exchange for silver
to save transportation ... The above is securely packed
in iron pots, with iron covers. The vault is roughly lined
with stone, and the vessels rest on solid stone, and are
covered with others ...”
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The successful decipherment indicated the value

of the treasure - at least £10 million at today’s bullion prices.
Unfortunately, using the Declaration of Independence as

a key failed to unlock the other two Beale ciphers.

In particular, the pamphleteer could not decipher the sheet

of numbers that described the location of the treasure.

Not surprisingly, once the pamphleteer knew the value of the
treasure, he spent increasing amounts of time analysing

the remaining Beale ciphers, but despite strenuous efforts

he failed to make any progress. In 1885, he decided to unburden
himself by publishing everything he knew, choosing to remain
anonymous so as not to be pestered by eager treasure hunters.

Although a warehouse fire destroyed most of the pamphlets,
those that survived aroused immediate interest. Among the
most ardent treasure hunters attracted to the Beale ciphers
were the Hart brothers, George and Clayton. They pored

over the papers for decades, but Clayton Hart gave up in 1912,
and George eventually abandoned hope in 1952. An even more
persistent Beale fanatic has been Hiram Herbert, Jr., who first
became interested in 1923 and who continued with his
obsession right through to the 1970s. He, too, had nothing

to show for his efforts.

Professional cryptanalysts have also embarked on the Beale
treasure trail. Herbert O. Yardley, who founded the U.S. Cipher
Bureau (known as the American Black Chamber) at the end

of World War | was intrigued by the Beale ciphers, as was
Colonel William Friedman, the dominant figure in American

codebreaking during the first half of the 20th century. While

he was in charge of the Signal Intelligence Service, he made the
Beale ciphers part of the training programme, because he believed
the ciphers to be of “diabolical ingenuity, specifically designed

to lure the unwary reader.” The Friedman archive, established after
his death in 1969 at the George C. Marshall Research Centre,

is frequently consulted by military historians, but by far the largest
number of visitors are eager Beale devotees. More recently, one
of the leading figures has been Carl Hammer, retired director of
computer science at Sperry Univac and one of the pioneers of
computerised codebreaking. According to Hammer, the

Beale ciphers have occupied:

“at least 10 % of the best cryptanalytic minds

in the country. And not a dime of this effort

should be begrudged. The work - even the lines

that have led into blind alleys - has more than

paid for itself in advancing and refining computer research.”

The lack of success means that we cannot exclude the possibility
that the Beale ciphers are an elaborate hoax. Sceptics have
searched for inconsistencies and flaws in the Beale story.

For example, Beale’s letter enclosed in the box with the

ciphers was supposedly written in 1822, but it contains the word
“stampede”, which was not seen in print until 1844. However,

it is quite possible that the word was in common usage in the
wild west at a much earlier date, and Beale could have
encountered it on his travels.

Evidence in favour of the probity of the ciphers comes
from historical research, which can be used to verify the
story of Thomas Beale. Peter Viemeister, a local historian
who showed me some of the places where treasure
hunters have already looked, searched for evidence

http://www.simonsingh.net/Beale_Treasure_Ciphers.html Page 4 of 5



Beale Treasure

to prove that Thomas Beale existed. Using the census

of 1790 and other documents, Viemeister has identified
several Thomas Beales, who were born in Virginia and
whose backgrounds fit the few known facts. Most of the
details we have about Beale concern his trip to Sante Fe,
and there is evidence to corroborate his discovery of gold.
For example, Jacob Fowler, who explored the American
southwest in 1821-22, noted in his journal that the Pawnee
and Crowe tribes “speake on the most friendly terms

of the White men and Say they are about 35 in

number” — this number is similar to the size of Beale’s party.
Also, there is a Cheyenne legend dating from around 1820
which tells of gold and silver being taken from the West
and buried in Eastern Mountains.

Consequently, the tale of the Beale ciphers continues
to enthral codebreakers and treasure hunters.
However, anybody who might be tempted to take up
the challenge of the Beale ciphers should take heed
of some words of caution given by the author of the
pamphlet:

“Before giving the papers to the public,

| would give them a little advice, acquired
by bitter experience. It is, to devote only
such time as can be spared from your
legitimate business to the task, and if

you can spare no time, let the matter alone ...
Never, as | have done, sacrifice your own
and your family’s interests to what may
prove an illusion; but, as | have already
said, when your day’s work is done, and
you are comfortably seated by your good
fire, a short time devoted to the subject

can injure no one, and may bring its reward.”

To find out more about codes and ciphers, visit the Crypto Corner
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