
Approximate PP

Def . We say that a mechanism M is 1451-pp with 220 & Setal)

if

Es(MIIM) Y DND'

This relaxation was first introduced by Dwork
, Kenthapadi , McSherry, Mironor,
& Naor

in the paper "Our data : Privacy via distributed noise generation", TC( 2006

This definition provides marginally weaker privacy quarantee , but allows

me to add significantly less noise to achieve it.



Remark:

1- clearly , Setting 600 in the above definition
, we recover

Pure Dp : (2 , %) - DP = E-DP

2. using the expression ofAs divergence , we can write the

more standard definition of (ES) -DP
E

M is 15,5) DP Ex Mi e MLAss for

3: A necessary condition:

Let Epilog where Zo MD



then :

Pr(1Ep1(a) 7,1-6emp-
M is (2, 5) -DP

Note that :

PrL(pp) =
fand
# M is S-pp

4 - Definition of approximate PP implies :

there might exist a set E such that MLE) =

but MIE) 30 ·

The probability of all such

events 28 .
If the mechanisms output happens to

take value in these sets , then for Sure D' couldn't have



been the dataset ; so in this case , we have no privacy !

Since for all such events
, Privacy is blatantly

violated
,
we say that approximately DP may cance

catastrophic privacy violation , but it happens with prob.

&S .

This gives us a general recipe for proving a mechanism

is 1561-Dp.

StepF : Find the collection of all events for which

5.

& (Bad event



Note that ifa takes values in the complement

of this set
,
then E

Step 2: Show the probability of Bad events 8.

Step 1 + Step2 15, S1-DP. Why?

Let Bad
Pip
:= Ge : Face

For anySet A :

complement
↳

Mp(a) = ML Al Badp) + MLAl Bad(D
,D

MLAn Bad + MLBD



Step2

& MLA Bad? ) + S
D
,D

By
definition

of Bad
z

events e Mr LAMBad) + S

e M(t) + 8 # M is 18, 81-DP

Thus
, Steps1 & 2 are sufficient to prove 15. 81-DP.



How to choose S ?

We mentioned that s quantifies the catastrophic failure

in Privacy ! This catastrophe occurs with a quite small
probability.

But how small is "quite small" ?

Example. (Name-and-Shame (
-

Let D be a dataset ofa individuals together with a sensitive

data D= [Lusi) : E
,2 ....n &↓ &

sensitiveindividual
index data



Mechanism M iterates over all entriesa release each entry
as is w.p .

·

8 or does nothing wip . N-8) · Thre , the output

is (4 -- . Yu) where Li mp. S

Yi = 2 # w
.p . (l- 6)

& output
nothing

Claim .
This mechanism is 10, S1-pp.

proof. consider datasets DND' that differ in ith entry o let Ep= (---Yn) &
-

Ep = (Y,i ---Yn)-

Let Bj no Bernoullits) ·
Note that PrLY*Yj ) = 0

for ii &

PLYi= YE) = Pr(Bi = 1)= S zp=:
under

Bi = 0
- 7

Pr)EpEE) = PrEpeE 1 Bi =O) + PLEtelBi= ) = PrEpEENBi=O
- SirLEptElBi= ) < PrCEpEE) + S



However
,
this mechanism potentially reveals sensitive data

for several individuals
, leading to considerable privacy

violation :

Probability that at least one individual's sensitive
& probability that

gets released = 1 (1-8) at least one individual

has no privacy !

this mechanism is intuitively private only if 1-1L85" is

very Gall :

#
- n .8



thus
, we

want 8 to be much smaller than th.

~Usually: 8- for instance to-

1+5- n'1
N

In practice : Su 107_105 as the size of

datasets are typically 105-107.


