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Today's talk: Develop DP numerical composition using
saddle-point approximation:

« Runtime complexity independent of # composition

« Works for all epsilon and delta
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Dominating distribution, PLRV

A pair (P, Q) is said to dominate M if

sup E.(Mp||Mp/) < E.(P||Q)
D~D’

or tightly dominate M if equality is achieved for all .

6(¢) = smallest § such that M is (e, §)-DP
privacy curve

If (P, Q) tightly dominates M, then

5(e) = E-(P|Q)=E [(1 — €8L>+]

where

dP :
privacy loss random variable L = log @(X) with X ~ P
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DP-SGD

Algorithm 1 Differentially private SGD (Outline)

Input: Examples {zi,...,zn}, loss function L£(0) =
~ >, L£(0,z:). Parameters: learning rate n:, noise scale
o, group size L, gradient norm bound C.

Initialize 6p randomly
for ¢t € [T] do
Take a random sample L; with sampling probability
L/N
Compute gradient
For each i € L;, compute g(z;) < Vo, L(6:, ;)
Clip gradient
g:(z:) « g:(z:)/ max (1, ||gt(gi)”2)
Add noise
& — 1 (30; 8t(z:) + N(0,0°C?T))
Descent
Oi41 < 0; — NGt
Output 07 and compute the overall privacy cost (g,d)
using a privacy accounting method.
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Composition of DP

D What is the privacy curve () of M?

(P!, Q") tightly dominates M

>——> (P! x P2,Q! x Q%) dominates M

PLRV for M1 PLRV for M2
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Composition of DP

What is the privacy curve d(g) of M*?
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Composition of DP

What is the privacy curve d(g) of M*?
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Composition Results

i(e) < E [(1 — 66_(L1+“'+Ln))+}

 Moments accountant: [Abadi et al’16], [Mironov’'17]
« Central limit theorem: [Dong et al’19], [Sommer et al’19]

« Fast Fourier transform: [Koskela et al’20], [Koskela and Honkela’20], [Koskela et al’21],
[Gopi et al'21], [Ghazi et al’22]

« Characteristic function: [Zhu et al’22]

« Piece-wise linearization of HS divergence: [Doroshenko et al’22]
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Saddle-point accountant: Algorithm

Input: Tightly dominating pairs {(P;, Q;)}I_, for mechanisms {M;}? , and ¢

e Compute (numerically estimate) K, (t) = log E[e!!]

o Ki(t Z Ky (t (since L; are independent)

e Find saddle-point t, by solving K (t.) =

t—|—1

Outputs: . oKL (te)—ets

51 (8) =
\/27T [12(1 4 )2 K7 (t) + 2 + (t. 4+ 1)2]

Both are “corrected” versions of

moments accountant
5y () = eKL(t*)—st*E{et*(a—Z)(l B ee—Z)J
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Numerical experiments

DP-SGD:

o=1

subsampling = 10~2

n = 2000
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First approximation: Second approximation:

F(2) ~ Fulta) + (2 — ) FL (1) Ki(2) ~ Kp(t) + 5(z — 1)KL (1)

vanilla saddle-point approximation Edgeworth expansion
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Second approximation:

Ki(2) ~ Ko(t) + 5 (2 — )* K7 (1)

Forany e =E|[L] + b-var(L), we have
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