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To make projected SGD
, differentially private, we need to make

each iteration private . To do so
, we need to pass the query response

through a DP mechanism
, say Garisian mechanism.
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Thus
,

each iteration proceeds as follows :

--

Private Projected GD
--

Input : Dataset D = \kill ,
loss function & , parameter set e

& It

1 . Pick &C arbitrarily

2- For tl to

- Select IESli2-,n3 uniformly at random

- a -Th(-[ve+)y

Output 0.. 02. -- Or MindNCo,o



At each iteration , query is110 ,3) which is an adaptive

quey as it depends on the previous iterations output.

Each iteration becomes 15 .51-pp with ?=to
Note that : At 212 for the query VeCO, ) ·

Therefore
, advanced composition can be used to obtain the privacy

guarantee. But
,

we can do better ! At each iteration , we don't

use the whole dataset ! We only use the data record ,I not

all the records. Thus
,
the privacy must be significantly better !



How to quantify this improvement :

* privacy amplification by Sub-sampling :

Let M be an (2, 8) -Dp mechanism. If it is run on a uniformly
selected subset of dataset of Size Wn IV) ,

then it will

Provide (oglierie)) , 28) -Dp ·

-

- qD1-1-E E provides more privacy
depends
only the compared to the case
first part
dataset when GID) depends on

the whole datacet
.



In the SGD : Wel (as the size of dataset = 1)

Gaussian mechanism coupled with this subsampling is typically
called : Sub-sampled Gaussian mechanism.

Remark . we simplify the privacy amplification by subsampling as follows:

(e) ,) - (222 , 287- pp

There are tighter analysis for "privacy amplification" caused by sub-sampling.
To see the original proot (in terms of Is divergence) ,

see "privacy

emplification by sub-sampling : Tight analysis via coupling " by Balle ,
Barthe

, and
Gaboardi

, ICMIZOLD



Privacy analysis of PN-SGD :

Each iteration is an instance of subsampled Gaussian mechanism. To

devive its primary guarantee ,
we need to find the privacy guarantee

of the corresponding Gaussian mechanism & then apply primary amplification

bycub-sampling .

e-sensitivity

· Gaussian mechanism is (i , 8) pp because the query
with noise N10, OI)

nVe(0 , (,Y,1)
has e-sensitivity = 2nd with Las lipschitz constant.

3) Applying "privacy amplification by subsampling" theorem, each iteration
X

for v=I



becomes L ) -D

·) Now we can advanced composition :

PN-SGD after Ten? number of iterations is

( KoT , + 5) - DpfsE(0)

choosing sens , we obtain

En
?

2

#8 + 18 = 248 = :S so s 82

& So= Sn
thus

,
the privacy guarantee becomes



(Eng Vlog4s , 5) -DP

So to have it be (5, 81-pp ,
we require

z 6 log log

Remarks :

-

1 A much better approach to study privacy guarantee of PN-SGD

is to invove Regi Dp ,
use linear composition of Renyi Dp ,

&

then convert back to (25) - DP . A technique known as



moments accountant. The difference is astonishing :

The resulting o is Vogn smaller !
J

Advanced
·

Itaken from "Deep learning with differential privacy"]



2. Our privacy analysis relies on the assumption that the loss

function is Lipschitz .

This is a restrictive assumption for

deep learning. For example : MSE
, squared hinge loss

,
or

To make sure sensitivity of De is bounded even for

non-hipschitz loss
, we usuallyclip the gradient :

Ve

dip)Deco , wel , C) := 4"Tell
if 1lve 12C

ve if ll0el!

Thus
,

11 Chip (0 , 4/12C sensitivity of clip(ot , c) = 2 c



Accuracy of PN-SGP :

Recall the folklore result : Given Oracle GLO) with

ETGOEVRLGD/ & EIIIGLO/IR] &G2
,

we have for

E = Th(8-1q() : ETILOD1] - [LOTP) all@I6 lo
Here

, Go := Dece , 4) +I
Note that n ETG(Q1] = OECOD)

& Et //go ,11 = ET/InDeco , ve) + Ne11%
==[ //0e10,+Coe

+ EIIIN113]



-u
- 22 + db2

so Gi= unt

thus
, PN-SGD satisfies :

ETECODIY-GLOYD) 11/2112Vid to
replace 01/ellzVog4s)j

& T=n
2

E

↑

Not decreasing in T



Local DP

All Privacy problems discussedco far were based on an assumption :

A private dataset is held by a tested central entity (such an

hospital or bank):

What if there can't be such central entity that's trusted

by all individuals ?

Example: we wish to find how many women in North Carolina have

undergone abortion? We take a sample of women there

& ask them
,
this is what statistician have been doing

&



for decades. The careat here in North Carolina
,

it is

a crime to do abortion. So no body answer the quation

truthfully !

To address problem like this
, we need to let each individual

randomize their data before they release it publicly.

consider the following the mechanism :

~ Mo

-

individuals & mechanisms

input output



Det. We say mechanism M is 3-locally DP (or 2-LDP for short)

if

Es(M1l Mc) = 0 V ex possible
inputs

Example .
Randomized- response mechanism :

+ z

&

=~ Beru) if= 0

zu Bernler) if=

In fact
,

o indicates the lying probability.
* show that this mechanism is <-Lp if=

Are[



Theorem A mechanism M is ELDPEonly if--

42(M) = 0 Proof : HW4
-

In other word , an 2-LDp mechanisms always satisfied :

Es(Pall2z) =0 Rox

where P2 &&z are the output distributions of M when

input distributions are #x& &x.

Px+
&z



Example : Prove that the following mechanism is [LDP :

-

E z =xe(1 , 2, -- ,k]-

ek-
PalX (zb = I - Z

et

O z41 ,2 - 14

*
In HWI

,
we already proved that YesLPzly)= 0 , Showing

that this mechanis is E-LDP.

*
this mechanica is known an Kary randomized response ,

because both input output take values in 41 ,2-143 .


