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Abstract. We consider the problem of dynamic fault diagnosis for dis-
crete event systems modeled by finite state automata under the con-
straint that any fault must be diagnosed within no more than K + 1
events after its occurrence, a property called K-diagnosability. We begin
by defining an appropriate notion of information state for the problem
and defining dynamic versions of the projection operator and informa-
tion state evolution. We continue by showing that the problem can be
reduced to that of state disambiguation, then we define the most permis-
sive observer structure that contains all the solutions to the problem, and
we recall previous results showing that maintining the K-diagnosability
property is equivalent to satisfying the extended specification of the state
disambiguation problem. We then prove a monotonicity property of the
extended specification, and show that this allows us to reduce our infor-
mation state, which in turn allows us to significantly reduce the com-
plexity of our solution. Finally, we show how to efficiently compute the
extended specification by reducing the problem to maximal weight paths
on a particular graph and provide an algorithm for constructing the most
permissive observer.

Keywords: dynamic fault diagnosis, discrete event systems, sensor se-
lection

1 Introduction

The problem under consideration in this work is that of dynamic fault diagnosis
for discrete event systems modeled by finite state automata. We assume that
there are sensors capable of detecting event occurrences for a subset of the events
of the automaton model of the system. Among those events that are monitorable,
it is further assumed that there is a subset whose sensors are costly to operate.
This may be because of limited availability of energy or bandwidth, out of a
desire to minimize communication for security reasons, or for any other reason.
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We use the sensor outputs and system model to diagnose past fault occurence.
In this work, we consider the K-diagnosability property, which stipulates that
faults must be diagnosed within no more than K +1 events after their occurrence.
It is assumed that we do not have sensors capable of detecting these fault events.
Thus, the structure of the problem presents a trade-off: if sensors are turned on
too infrequently, we may fail to diagnose the fault in time; if sensors are turned on
too frequently, fault diagnosis will be needlessly costly. The problem is dynamic
because we assume that sensors can be turned on or off at different points in the
system’s execution. A controller in this problem is (in the most general sense)
a function mapping histories of past control decisions and observed events to a
set of sensor activations.

Other works to have considered the problem of sensor selection under some
diagnosability constraint include [1,6,7]. In [6], the emphasis is on finding a
single dynamic controller that solves the diagnosability problem optimally ac-
cording to a discounted numerical cost criterion. They use an information state
based approach in combination with dynamic programming. In [1], the solution
concept of most permissive observer (MPO) is introduced, which they use as a
basis for optimization according to a non-discounted numerical cost criterion.
Instead of an information state based approach, they use results from game the-
ory (particularly saftey games) and games on graphs. Finally, [7] considers the
decentralized version of the dynamic diagnosis problem. They use a “window-
based partition” approach to obtain polynomial time algorithms for computing
solutions in the centralized and decentralized cases.

In previous work [2], we redefined the MPO structure originally defined in [1]
by developping it through an information state based approach similar to that
used in [6]. We proved in that paper that our information state was sufficient
to fully determine the set of all control decisions (i.e., sensor activations) that
maintained the K-diagnosbility property. Our goals in redefining the MPO were
to obtain a more readily interpretable solution, to better study informational
properties of the MPO, and to have a method that could more easily be adapted
to other dynamic optimization problems in discrete event systems. In a recent
technical report [3], we showed that the fault diagnosis problem under consid-
eration could be reduced to a state disambiguation problem. We used this to
prove a number of monotonocity properties about the MPO and, most notably,
we showed that satisfying the K-diagnosability property was equivalent to sat-
isfying the extended specification of the state disambiguation problem. This will
be discussed in Sect. 4. In this paper, we prove a monotonicity property of the
extended specification, and show how this allows us to reduce our information
state, without losing any “useful” information for the purpose of diagnosis (see
Sect. 5). Significantly, this results in a substantial reduction in the complexity
in size of our solution. Our focus then moves to algorithmic aspects of the MPO
in Sect. 6. In Subsection 6.1, we show how to efficiently compute the extended
specification. In conjuction with a linear time algorithm for computing the re-
duced unobservable reach (see Def. 7 in Sect. 3 and Def. 20 in Sect. 5) presented
in Appendix 1, these new results allow for a very efficient algorithm for comput-
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ing satisfactory control decisions that is used in an algorithm for computing the
MPO, presented in Subsection 6.2.

The remainder of this paper is organized as follows. In Sect. 2, we recall
definitions related to our notion of information state. In Sect. 3, we formally
define the K-diagnosability and state disambiguation problems, and show how
the former can be mapped to the latter. In Sect. 4, we define the extended
specification and very briefly summarize the main results of [3]. Sections 5, 6
and Appendix 1 were discussed in the preceding paragraph. Finally, we conclude
in Sect. 7. Appendix 2 contains the proofs of our new results.

2 Towards an Information State

We begin by defining the dynamic diagnosability problem more precisely. As-
sume that the system to be diagnosed is modeled by a deterministic finite state
automaton. We use the standard deterministic model that has been adopted in
the literature on supervisory control [4] and diagnosis [5] in discrete event sys-
tems. Specifically, G = (X, E, f,xq), where X is the set of states, E is the set of
events, f : X x E — X is a partial transition function, and xg is the initial state.
We denote by £(G) the language of automaton G, which is the set of all strings
of events that can occur through f. The set of events F is partitioned into four
categories: £ = E, U Ey U E,, U Ef, where E, is the set of freely monitorable
events (the set of events for which we have zero cost sensors), F; is the set of
costly monitorable events (the set of events for which we have costly sensors),
E,, is the set of non-faulty unobservable events (the set of non-faulty events for
which we do not have sensors), and Ey is the set of fault events whose occurrence
we would like to diagnose. In this work, we assume that Ey is a singleton.

Our goal is to dynamically diagnose the occurrence of the fault event ey € Ef
within no more than K + 1 events after the occurrence of the fault. Note that
this is K + 1 events of any kind, whether we can observe the events or not. This
is referred to as the K-diagnosability property. A controller for this problem
is a function that chooses a set of events to monitor for each possible past
history of control decisions and observed events (see Def. 4). We wish to find all
controllers that allow us to maintain the K-diagnosability property throughout
system execution.

This section provides a number of definitions related to defining the infor-
mation state and its evolution. Many of these definitions were contained in our
two previous papers [2], and [3].

Definition 1 (Augmented State). The augmented state is a pair (z,n) €
X x{-=1,0,1,...}, where, n represents a “count” of the number of events (of all
kinds) that have occurred since a fault event occurred, or —1 if no fault event
has occurred. The set of such states is denoted by X = X x {—1,0,1,...}. The
initial augmented state is xj = (zg, —1). For any augmented state 2+ € X, let
the state and count components be denoted by S(z™) and N(z7T), respectively,
so that 2T = (S(z*), N(z™)). O
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Definition 2 (Augmented Transition Function). We next define the aug-
mented transition function g : X* x E — X7T on augmented states that is
induced by the automaton G = (X, E, f,z¢) and the partition of event set E.
Formally, for any u = (x,,n,) and event e, we have:

— Case 1: If n, = —1 and e ¢ Ey then g(u,e) = (f(zu,€), —1).
— Case 2: If n, = —1 and e € Ey then g(u,e) = (f(zu,¢€),0).
— Case 3: If n, > 0 then g(u, e) = (f(zy,€),ny, + 1).

For any U C X7, let g(U,e) = U,cp 9(u,€). This definition is extended to
strings (rather than merely events) in the usual way. Finally, we define g(s) =
g(xg, s) for brevity. O

Remark 1 (Multiple fault occurrences in an execution). In our past work in this
domain, we defined a fourth case in the augmented transition function. Case
4 stated that, in the event of multiple fault occurrences, there would be two
transitions, one corresponding to a count of zero and one corresponding to
an increment of the count. That is, if n, > 0 and e € Ey, then g(u,e) =
{(f(zy,€),0), (f(zy,€),ny + 1)}. As a consequence of this, g was defined as
g: Xt xE = 2% T We ultimately determined that this added irrelevant infor-
mation for the purposes of maintaining K-diagnosability, and that none of the
theorems presented relied on this special case. However, the change in the form
of g does require us to alter a few definitions. ad

Definition 3 (Run). A run p of length n is defined as a sequence Cy, e, ..., Cp_1, €pn—_1
of control decisions or sensor activations (the C;’s, which are subsets of events
to monitor) and observed events (the e;’s). Since the events are observed, they
must be among the monitored events. That is, e; € C;, foralli =0,...,n—1. On
the other hand, the strict alternation of control decisions and observed events
reflects the assumption that control decisions are only changed upon the ob-
servance of an event. Denote by R, the set of runs of length n. Finally, let
p(k) = Co,eq,...,Ck_1,er—1 denote the subsequence of p of length k. O

Definition 4 (Admissible Controller). An admissible controller is a sequence
C = (Cy,C4,...) of functions C,, : R, — 2, n =0,1,... from runs to control
decisions that satisfies the following two conditions:

1. Ch(p) D E, forall pe R, and all n =0,1,... (C,, includes the set of events
that are always monitored).

2. Cr(p)N(EywUEf) =0 forall pe R, and alln = 0,1, ... (C, cannot include
any event that is unobservable, whether faulty or non-faulty). a

Note that C,, is used to denote both the controller and the control decision.
Hereafter, the context will make it clear which is which.

Definition 5 (Information State). An information state (IS) is a subset S C

X of augmented states. We denote by I = 2X" the set of information states.
O


Sina
Stamp


Efficient Computation of Most Permissive Observers

Definition 6 (Information State Based Controller). An information state
based controller (or IS-controller) is a function C' : I — 2 that satisfies the two
conditions of an admissible controller (i.e., C(i) 2 E, and C(i) N (Eu,UE;) =0
for all ¢ € I). O

Constructing an observer for an automaton and a fized set of unobservable
events is a relatively simple task. To construct the observer when the set of
observable events is a dynamic control decision, we must explicitly model the
effect of the controller on the evolution of the information state.

Definition 7 (Total Observer). The total observer is defined as a directed
bipartite graph (Y U Z, A). Here, Y is the set of information states (i.e., Y = I),
Z is the set of information states augmented with monitored event decisions (i.e.,
Z =1 x2F), and A is the set of edges in the graph. A Y state is an information
state in which a control decision is taken and a Z state is a pair consisting of an
information state and a set of monitored events, in which an observable event
occurs, among those in the current set of monitored events. Thus, any run results
in the alternation between Y and Z states. The set A contains all transitions
from Y states to Z states (all admissible control decisions) and all transitions
from Z states to Y states (all observable events). The initial Y state is just the
initial information state, i.e. yo = {xg' }. Specifically, a transition from a Y state
to a Z state represents the unobservable reach. As a transition from a Z state
to a Y state occurs upon the observance of a monitored event, it is necessary for
each Z state to “remember” the set of monitored events from the Y state that
led to it. Let I(z) and C(z) denote z’s information state and control decision
components, respectively, so that z = (I(z),C(z)). Formally, (y, z) € A, labeled
with C(y) if:

I(z) = UR(y, C(y))

{ueX+:(3u€y)(3t€(E\C(y))*)} (1)

s.t. v = g(u,t)

= U U g(u,t) (2)

u€y te(E\C(y))*

C(z) =Cly) 3)

where g(-,-) is the augmented transition function. In words, this means that
I(z) is the set of augmented states reachable from some augmented state of
the preceding Y state through some string of unmonitored events, and that
C(z) is the set of monitored events chosen in the preceding Y state. We write
hy z(y,C(y)) = z. Formally, (z,y) € A, labeled with e € C(z) if:

y={veX":(Quel(z)) [v=g(ue)]} (4)
= U g(u,e) (5)
uel(z)

In words, this means that y is the set of augmented states reachable from some
augmented state of the information state component of the preceding Z state
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through the single event e. As before, we write hzy (z,e) = y. The initial state
of the system is the Y state corresponding to the initial information state, i.e.,

yo = {z }. O

Definition 8 (Y and Z State Controller Induced Information State
Evolution). Given a controller C, we define IS (y,s) to be the Y state that
results from the occurrence of string s, when starting in Y state y. This can be
computed as follows:

IS =y |
ISE(y,e) im {Zzy(hyz(y, C(y)),e) i Z ; ggzg (6)
ISg(y, es) = I1S% (ISg(y, e),s)

For brevity, we define ISY (s) := IS¥ (yo, s). We define ISZ(z, s) analogously:

IS%(z,¢e) ==z
hyz y C )) .
ISZ(z,e) where y' = hzy( ,€) if e € C(2) (7)
ifed C(z)
ISZ(y,es) I Z(ISE(z,¢e),s)

As before, we define IS%(s) := ISZ(z0,s), where 29 = C(yo) (which is well
defined for a fixed controller). O

For a fixed set of monitored events, it is a trivial task to define the projection
of a string. When the set of monitored events changes dynamically along the
string’s execution, in a way that depends on the particular controller C, it is
necessary to define a controller induced projection.

Definition 9 (Controller Induced Projection). Given a controller C, we
define Px(z, s) as the string ¢ that is observed upon the occurrence of the string
s, when starting in Z state z. This can be computed as follows:

PC(Z,E) =
 JeiteeC(z)
Fe(z,e) = cife¢ C(2) (8)
PC(Z,BS) = e'[PC(Z/7S)] if e € C(z)

Po(z,8) if e ¢ C(z)
where 2/ = hy z(y/,C(y")) and ¢/ = hzy (2, ¢)

For the last case, the first argument of Po must be updated with the new Z
state. If the event e is not monitored, then the system remains within the same
unobservable reach, and hence z remains the same. If e is observed, then we
must first determine the Y state to which the system transitions to, and then
determine the next Z state given the Y state and the controller C. For brevity,
we define Po(s) := Po(z0, ). O
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Remark 2 (IS-Controllers vs. General Controllers). Obviously, the total observer
is defined based on the information state, since the monitoring decision taken
at any point in time is a function of the information state. It must be noted
that, however, the functions hyyz and hzy are well defined without assuming
that that the controller is information state based. Indeed, we may simply define

them in terms of the run p = Cy, eg, . . . as follows:
I(zi) ={veXT:(Fuey)Fte(E\Cr)*) st veglut)} (9)
C(zk) = Cr (10)
Y1 = {v € X1 :3u € I(2) s.t. v € glu, ex)} (11)
For any given run p = Cy, ey, . . ., this leads to a sequence yg, 20, y1, 21, - - .. Thus,

the controller induced information state evolution and controller induced pro-
jection are also well defined without assuming that the controller is information
state based. In fact, these definitions need only be modified by changing y to
Yk, 2 to zx, and both C(y) and C(z) to Ck. This also shows that both the Y
and Z states satisfy the two properties of proper information states. First, they
are both uniquely determined by the past sequence of observations (the e;’s)
and control decisions (the C;’s). Second, the next Y or Z state is a function
of the current Y or Z state, the control decision, and the observation, which is
accomplished through the hy z and hzy functions. O

Remark 3 (Feasible run). Remark 2 allows us to define the concept of a feasible
run by stating that a run is feasible if and only if 3z € S(I(zx)) : f(z,ex) is
defined, for £k = 0,1,.... In words, this means that a run is feasible if event ey,
can occur from some state in the unobservable reach zy, (i.e., event ey, is feasible),
for all k. This definition is in a remark rather than a definition of its own because
none of the other definitions require a run to be feasible: a non-feasible event
leads to an empty information state, from which everything remains well defined
(we will simply have an empty information state from that point on). ad

Lemma 1 (Relation between projection and information state). For
any string s and controller C, I(ISZ(s)) = {v € Xt :3s' s.t. Po(s) = Po(s') A

v=g(s)}.

This lemma shows the relationship between the string-based information
state defined in the first sections of [6] and our information state (which is
the analog of the information state they use when considering general untimed
cyclic automata, adapted to the problem of K-diagnosability). The first kind
of information state, which consists of the sets of undifferentiable strings, is in
some sense the most general form of information state for a partially observed
DES. Our information state is more compact but less general in two ways. First,
by being sets of augmented states rather than strings, there exists the possibility
that, for some string s, controller C' and Z state z, u € g(s) and u € I(z), but
ISZ(s) # z (the same is true for Y states as well). This is because a particular
augmented state may be reached through many different strings (i.e., many paths
in the automaton G7), and these strings need not all have the same projection
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or lead to the same information state. Second, a particular Y or Z state may be
reached through different strings that do not even share a common projection.
This occurs since there may be multiple paths to a particular Y or Z state in
the total observer, even if we restrict the total observer to the particular control
decisions made by some controller C. As we will see later on, this refinement of
the information state makes no difference when determining the set of control
decisions that maintain the K-diagnosability condition.

3 K-Diagnosability, State Disambiguation, and the Most
Permissive Observer

This section consists of three parts. In the first part, we formally define the
property of K-Diagnosability. In the second part, we briefly describe the state
disambiguation problem and show that the K diagnosability property can be
formulated as a state disambiguation problem. Finally, we define the Most Per-
missive Observer (MPO) in the last part.

Definition 10 (K-Diagnosability). We recall the standard definition of diag-
nosability from [5]. Adapted for a fixed K and the context of a dynamic observer,
we say that a system G is K-diagnosable given controller C' if there do not exist
a pair of strings sy, sy € L£(G) such that:

1. sy has an occurrence of a fault event f € E; and sy does not.

2. sy has at least K + 1 events after the fault event f

3. Po(sy) = Pco(sn), that is, the observed string of events is identical given
the controller.

We also say that a system G is K-diagnosable if there exists a controller C' such
that G is K-diagnosable given controller C. We call such a controller safe. 0O

Definition 11 (State Disambiguation Problem). The state disambiguation
problem is defined as a triple (G*?, ¥,, Tipec), where G54 = (X4 3| f54 259) is
an automaton, X, C Y is a set of monitorable events, and Typec C Xsd x X4
is a set of pairs that must not be confused. The state disambiguation problem
consists of finding a controller C' for G*¢, which chooses sensors to activate,
such that the state of G*? is never confused between any pair of states in the
specification Typec. The controller C' is defined as a sequence of functions from
runs to control decisions, as in the previous section. That is, C = (Cy, C1,...),
where C,, : R, — 2%, for n = 0,1,.... Using the notation defined in the
previous section of this work, we can define the problem formally as that of
finding a controller C' such that:

s1,52 € L(G) : Pc(s1) = Po(s2) = (f(zo,51), f(20,52)) & Tipec - (12)
0

To formulate the K-diagnosability problem as a state disambiguation prob-
lem, we specify each of G*¢, X, and Typec:
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— G* = G} which is the automaton GT = (X, E,g,z7), but restricted
to augmented states having counts no greater than K + 1, where G is
the automaton defined over augmented states (i.e., using the augmented
transition function g of Def. 2).

— XY, = E, U E, is the set of monitorable events (we assume that C is an
admissible controller).

— Finally, we define Ty,ec as:

Tpee = {(u,v) € XT x XT: N(u) = =1 AN(v) = K + 1} . (13)

Comparing definitions 10 and 11, we see that this state disambiguation problem
can be satisfied if and only if there do not exist two strings s; and sy with
Po(s1) = Po(s2), N(g(zg,s1)) = —1, and N(g(zg,s2)) = K + 1. Recall that
N(g(zd,s)) is equal to —1 if there is no fault in s, and the number of events since
a fault event otherwise. If we take s; and s; in this problem to correspond to sy
and sy of definition 10, we see that the two problems are identical, except for
the fact that, in the definition of K-diagnosability sy must have at least K + 1
events after a fault, whereas in Ty,ec the string sp has eractly K + 1 events after
a fault. To see that this makes no difference, suppose that there exist two strings
sy and sy that violate K-diagnosability and that sy has r events after a fault.
Then we may simply truncate sy to obtain an s} with exactly K + 1 events
after a fault. If this shortens the projection Po(sy ), we can shorten sy as well
so that Po(sy) = Po(shy)-

Definition 12 (K-diagnosable binary function for information states).
An information state i € I violates K-diagnosability if there exist two augmented
states z7, 23 € i where 27 = (21,—1) and 23 = (x2,n) for some n > K. In
light of the definition of Typec, we define the K-diagnosibility binary function for

information states Dy : I — {0,1} as:

0, Ju,v,€ I : (u,v) € Typec

1, else (14)

Dy (i) = {

In words, D;(i) = 1 if and only if ¢ does not violate the K-diagnosability prop-
erty. O

Theorem 1 (Formulation of the K-diagnosability property through
the information state). Controller C maintains K-diagnosability if and only
if Dr(I(2)) =1, for all reachable Z states. Mathematically:

s € L(G): 2 =1SE(s) ANJu,v € I(2) s.t. N(u) = —1 and N(v) = K +1
< dsy,sy € L(G) : Pe(sy) = Po(sn),N(g(sy)) = =1 and N(g(sy)) = K + 1.

The above theorem has two consequences. The first is that we are justified
in using an information state based approach with our information state to
find safe controllers for the K-diagnosability problem. The second consequence
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is that we have a test for determining whether or not a particular controller
is safe, in terms of the Z states that are reachable. Specifically, they must all
satisfy Dy(I(z)) = 1. Mathematically, we can write that controller C' is safe if
D(I(ISE(s))) =1, for all s € L(G). A minor additional consequence is that we
can consider only Z states. This could have been guessed from the definition of
the Z state as the unobservable reach of the preceding Y state, from which it
follows that, for any y and any C(y), y C I(z) for z = hy z(y, C(y)).

Definition 13 (K-diagnosibility binary functions for Y and Z states).
The purpose of defining the Most Permissive Observer is to capture all controllers
that satisfy the K-diagnosability property. In light of the preceding theorem and
the fact that we can deterministically compute future Z states from the current
Y or Z state and the the sequence of future control decisions and observed events,
we see that we can speak not only of safe controllers but also of safe information
states. Specifically, we say that Y-State y is safe if it currently satisfies the K
diagnosability property and there exists some controller that maintains the K-
diagnosability property for all future executions of the system. Since we can
choose control decisions but not event occurrences, we therefore define two K-
diagnosability binary functions, Dy : Y — {0,1} and Dz : Z — {0,1} (similar
to Dy, but for Y and Z states) as follows:

Dyt = { D) =1 300 Delvsu.CON =1
Dz(z) = {éiefls]ejl(l(z)) =land Dy (hzy(z¢) =1 VeeC(Z)
O

From these definitions, we can say that G is K-diagnosable if and only
D](yo) =1, and EC(yo) : D[(hyz(yo,C(yo))) =1, and EIC’(yg)Veo S C(yo) :
Di(hzy (hyz(yo,C(y0)),e0)) = 1, etc... Put in terms of the information state
evolution, we can equivalently say that G is K-diagnosable if and only if 3C
such that Vs € L(G), D(IS5(s)) = 1 and D;(I(ISZ(s))) = 1 (in practice,
the second condition is sufficient since y C I(z) whenever z = hyz(y,C(y))).
Thus the alternation of existential and universal quantifiers implicitly captures
the idea that there must exist some controller such that some condition (namely
K-diagnosability in this case) must hold for all possible strings of events. This
is the same conclusion that is reached from Thm. 1.

Definition 14 (Safe Control Decision). The above development allows us
to define safe control decisions in terms of Y and Z states. Specifically, we
can say that control decision C(y) is safe in information state Y if and only if
Dz(hyz(y,C(y))) = 1, since we know that there exists a future sequence of safe
control decisions in this case. a

The above definition has the consequence that after any run p resulting in Y
state y, the set of safe control decisions is uniquely determined by the information
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Fig. 1. A finite state automaton. Events are classified as follows: F, = 0, E; = {a, b},
E., = {t}, and Ey = {f}.

state y. Thus there is no loss of generality in using information state based
controllers. A further consequence of this is that a safe run-based controller is
any controller that always makes control decisions within these safe sets. Finally,
we can also conclude that the existence of a safe run-based controller implies the
existence of a safe information state based controller.

Definition 15 (Fault diagnosis binary function). Define the fault diagnosis
binary function Dp : Y — {0,1} as follows:

1if N(u 1 VYue
Det) = { g 7T THEY 17)
In words, this means that Dp(y) = 1 if and only if all possible executions
s € L(G) resulting in information state y had a fault occurrence. A Y state y
satisfying Dp(y) = 1 is called diagnosed. O

Definition 16 (Most Permissive Observer). The most permissive observer
is defined as the K-diagnosable connected subgraph of the total observer that
includes state yo, together with an additional state F' (called the “fault detected”
state). By the K-diagnosable subgraph of the total observer, we mean the sub-
graph of the total observer consisting only of K-diagnosable Y and Z states, and
the transitions between them. The recursive structure of Dy therefore captures
all “safe” control decisions C(y), for all y € Y (and only safe control decisions),
where by safe we mean that these decisions do not violate K-diagnosability. The
single state F' is used to denote any state where a fault has been diagnosed. That
is, a state y satisfying Dp(y) = 1. All such Y states are replaced by the single
state F', which is a terminal node in the sense that there are no transitions out
of it (i.e., we make no further control decisions from F). O

An example of the MPO is useful at this point:

Ezample 1 (A simple example).

Consider the automaton shown in Figure 1. Initially, it is necessary to choose
to monitor event b, for otherwise it will not be possible to differentiate between
the string fbat™ and the string a, which means K-diagnosability is violated for
any K. If, after choosing to monitor just {b}, the event b is observed, then it
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{(0,-1), (1-1), (3, O)}, {b} {(2-1), 4.1)}

b

{(0:-1), (3,0)}, {a, b}

(1, 1—

{2-1), (4,1)} {a, b}

Fig. 2. The MPO corresponding to the automaton of Fig. 1, for K > 1.

is now necessary to monitor event a, for otherwise it will not be possible to
differentiate between the string ab and the string fbat™, which again violates
K-diagnosability for any K. The remaining decisions are made only in parts of
the graph where it is certain that no fault has occurred, and hence any decision
of events to monitor is valid (this part of the graph has been omitted). The
resulting MPO is shown in Figure 2. Notice that we can achieve 0-diagnosability
by choosing to monitor {a,b} initially, and only 1-diagnosability if we choose
to monitor only {b}. We used the convention of [1] by marking Y states with
squares and Z states with circles. O

4 The Extended Specification and Properties of the MPO

In this section, we present the extended specification and explain how it allows
for a simple test to determine the safety of the Y and Z states of the MPO.

Definition 17 (Natural Projection). The natural projection P : E* — (E,U
E,)* is defined by:
P(e) :=¢
eifee E,UE,
Ple) = cife¢ E,UE,
P(es) := P(e)P(s)
In words, the natural projection “filters out” all unobservable events. It is equiv-

alent to the controller induced projection with the dynamic controller Cy); that
always chooses to monitor E, U Ey (i.e., all monitorable events). O

(18)

Definition 18 (Extended Specification). We repeat the definition of the
extended specification found in [8]:

e _ {(u,v) € XT x XT :3s1, 89 s.t. P(s1) = P(s2)

spec and (g(u, 51),9(v, 52)) € Tspec ) 1

In words, the extended specification is defined as the set of all augmented state
pairs that cannot be confused because even if all the sensors in E, U E, are
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turned on for the rest of time, there still exists some sequence of events such
that some pair in Ty,e. Will be confused. O

Definition 19 (Extended specification binary function for information
states). In light of the definition of T, we define the extended specification
binary function for information states D¢ : I — {0, 1} as follows:

0, Ju,v, € I: (u,v) € T
1, else (20)

i) = {
In words, D$(i) = 1 if and only if ¢ does not violate the extended specification.
O

In [3], we proved a number of monotonicity properties about the MPO. These
can be paraphrased as: more information can never harm K-diagnosability. We
also proved two results demonstrating the usefulness of the extended specifica-
tion, which are merged into one theorem and presented here (for proofs, see [3]).

Restated Theorem 1 (Safety is equivalent to satisfying the extended
specification for Y and Z states). For any Y state y, Dy (y) = D5(y) and
for any Z state z, Dz(z) = D(I(z)).

Thus, control decision C(y) is safe in Y state y if and only if D$(I(hy z(y, C(y)))
D$(UR(y,C(y))) = 1. Determining whether or not a control decision is safe can
therefore be accomplished through two operations: computing the unobservable
reach and checking if the extended specification is satisfied.

5 Reducing the Information State

In this section, we prove new results using a monotonicity property on the ex-
tended specification. Specifically, we use this to show that we can “reduce” our
information state. That is, we will show that, as currently defined, our infor-
mation state carries more information than what is strictly necessary for the
problem of K-diagnosability.

Theorem 2 (Monotonicity Property for the Extended Specification).
Suppose that (u,v) € T¢,... Then, for any v’ such that S(v") = S(v) and N(v') >

N(v), we also have (u,v") € T¢

spec*

The above theorem allows us to reduce the extended specification to a | X| x
|X| table filled with elements of {—1,0,...,K 4 1}, where an entry of n at
location (z1,2) signifies that ((x1, —1), (v2,1)) € T,e. and that, for all n’ < n,
((z1,=1), (w2,1")) & Tpee- We will see with the next definition and theorems

that this has even more significant consequences.

Definition 20 (Information State Reducing Function). Define R: I — I
by:

R(i)={u€i:[N(u)=—1]V[pv €ist. S(v)=S(u) and N(v) > N(u)]}(Ql)
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Also define R : Z — Z by R(z) = (R(I(2)),C(z)). Finally, define reduced
versions of hyz, UR, hzy:

h 4 (y,C(y)) = R(hyz(y,C(y))) (22)
RUR(y,C(y)) = R(UR(y, C(y))) (23)
hiy(z,€) = R(hzy(z,€)) (24)

O

In words, R(:) reduces an information state by keeping only those augmented
states within it that have a count of -1 and, for each state in X, keeping only
the augmented state with that state component that has the highest count. As
the following corollary will show, this information is sufficient to determine the
safety of a Y or Z state.

Corollary 1 (Reduced information state carries all necessary infor-
mation in determining safety). For any information state i € I, D$(i) =
D (R(i)).

This proves that R(-) conserves all the necessary information for determining
the safety of a Y or Z state. However, it is still possible that this “filtering out”
of information in the present could change safety properties of Y or Z states in
the future (i.e., those Y and Z states that are reachable further in the execution
of the system). The following two theorems preclude this possibility.

Theorem 3 (There is no loss in applying h?y to a reduced Z state).
For any Z state z and event e € C(2), hly (z,e) = hEy (R(2),e).

Theorem 4 (There is no loss in applying h@z to a reduced Y state).
For any Y state y and control decision C(y), h¥,(y,C(y)) = h¥,(R(y), C(y)).

Note that the proofs of these two theorems use a lemma that is presented
only in Appendix 2. By induction, Thms. 3 and 4 show that we do not lose
any information relevant to determining safety of Y or Z states by working
solely with reduced information states. Significantly, this substantially reduces
the number of “distinct” information states. Without this reduction, the number
of information states is 20K +2IXI since there are |{—1,0,1,..., K} = K + 2
values for the count component of each augmented state in the information state.
For reduced information states, we must indicate, for each z € X, whether or not
(x,—1) is present and what the maximal value of n is such that (z,n) is present.
Thus, there are only 2/XI . (K 4 3)IXI distinct reduced information states (there
are K + 3 rather than K + 2 possibilities for the maximal count since it may be
that no (z,n) is present for any n).

6 Algorithmic Aspects of the MPO

This section consists of two subsections. In the first, we describe how to use
the reduced information state to efficiently compute the extended specification.
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In the second, we provide an algorithm for computing the MPO, as well as an
example that demonstrates how the reduction of the information state allows us
to reduce the size of the MPO.

6.1 Computing the Extended Specification

In this section, we show that computing the extended specification is equivalent
to finding maximal weight paths on a particular graph. This idea was presented
in [1], in which the authors reduced the problem of finding the minimal K for
which K-diagnosability can be achieved for a given automaton (i.e., the minimal
detection delay). Computing the extended specification is a similar, but more
general problem. In fact, in the notation to follow, the problem of computing
this minimal K is equivalent to determining the single value m* (zg,z0). The
method used here is effectively the same as that presented in [9], except that
they use the more general notion of masks and also only use the algorithm to
determine the minimal detection delay.

In what follows, let L = L(G) be the language of the automaton G =
(X,E, f,z0) and let LNF' = LN (E\ E;)*, the language of G but excluding
strings with fault occurrences. Also, for any state x € X, let L/x denote the
language L£(G’), where G' = (X, E, f,z). That is, L/x denotes the language
that is possible given the automaton G when starting in state x. Define LV /x
analogously. Finally, for any string s and fault event ey, let s/ey denote the part
of s beginning at the first occurence of event ey in s, or ¢ if ey does not occur in
s. As before, we assume that there is only a single fault event, so that Ey = {e;}.

In previous work, we proved that safety is equivalent to satisfying the ex-
tended specification. By Thm. 2, it suffices to find (for each (xq,73) € X?)
the minimum count ny such that ((z1,—1),(z2,n2)) € T, to compute the

extended specification. But by Def. 18, this is equivalent to finding:

min{nQ € {-1,0,1,...} : Isy € L/x1,89 € L/xg s.t. P(s1) = P(sz),} (25)
N(g((xla _1)731)) = _17 and N(g(($2,n2),82)) =K+1

Instead of computing this minimum, we compute the following two maxima:

m(xy,x2) = max |s2] (26)
S1ELNF /21,80€L/x0:P(s1)=P(s2)
F
m (r1,x2) = max so/e 27
( ! 2) S1ELNF /x1,80€L/x2:P(s1)=P(s2) | 2/ f‘ ( )

Suppose that, for some (x1,22) € X2, we have m¥ (z1,22) = ¢. Then we
know that there exist s; € LN /z; and sy € L/x5 such that P(s;) = P(s2) and
|s2/ef| = c. First, since s; € LNF /xq, it follows that N((g(z1,—1),s1)) = —1.
Second, since |s2/ef| is the number of events in s, starting at the first occurrence
of ey, it follows that N((g(z2,—1),s2)) = ¢ — 1. Thus, the minimum in equation
(25) is ng = =1 if ¢ — 1 > K + 1. Now suppose that m(x1,z2) = ¢. Then we
know that there exist s; € LN /z; and so € L/x5 such that P(s1) = P(s2) and
|s2| = c. As before, this implies that N((g(z1,—1),s1)) = —1. It also implies
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that N((g(z2,n2),82)) = ¢+ n2 if ng > 0. Thus, the solution to equation (25) is
max{0, K + 1 —m(xy,z2)} if m¥'(x1,22) < K + 2 (otherwise, the solution is -1,
from the discussion above). An advantage to using this method for computing
the extended specification is that the values in equations (26) and (27) are not
dependent on the particlar value of K. This means that we do not need to
recompute the extended specification for different values of K. The procedure
for computing the values of m(-,-) and m®'(-,-) is described below.

1. Create the graph G¢_ .. = (V& ., A% o), Where VE - = X x X x {N,Y}, and

spec spec’ “*spec spec
Apec € Vipee X Vigec is the set of (directed) edges between them, with labels
in the set F x E. Here, N and Y are fault labels, where N represents no
fault (i.e., a count of -1) and Y represents the occurence of a fault at some
point in the past (i.e., any count not equal to -1). We use FIL = {N,Y} to
denote the set of fault labels. Define the function FLS . : VS . — FL to be

spec spec
the fault label associated with a vertex. That is:

e _ [N,ifveX xX x{N}
FLipec(v) = {Y, ifveXxXx{Y} (28)

Also, let ELS .. : AS .. — E x E be the function that assigns labels to edges.

spec spec

The set of edzes ASPI;C is defined by three cases:

Observed Events For any vertex v; = (1, 22, fl) and any event e € E, U
E, if f(z1,e) and f(z2,e) are both defined, then there exists an edge
(v1,v2) € AS,e. With label (e, e), where vy = (f(x1,€), f(x2,€), fI).

Unobservable Events For any vertex v; = (x1, 2, fl) and any event e €
Euo, if f(x1,e) is defined, then there exists an edge (vi,v2) € Ag..
with label (e,e), where va = (f(x1,€), 2, fl). Similarly, if f(z2,e) is
defined, then there exists an edge (v1,v2) € Ag,.. with label (e, e), where
vy = (x1, f(x2,€), fL.

Faulty Events For any vertex vy = (21,22, fl) and any event e € Ey, if
f(z2,€) is defined, then there exists an edge (v1,v2) € Ag,.. with label
(e,€), where vo = (21, f(z2,€),Y).

2. Assign weights to each edge of G§,. through the function Wg,.. : AS,.c =

spec spec
{0,1} as follows. For any a = (v1,v2) € Ag,.. with label EL(a) = (e1, e2),
WE o (a) = {O, if [FLS,e.(v2) = N and ep ¢ Ef] or [FLS,..(v2) =Y and ey
1, else

(29)
Thus, if Wg,..(a) = 1, then edge a corresponds either to a fault event or to
an event occuring after a fault event that causes a transition on the faulty
state. For any (71, 72) € X2, the value of m(xy,2) is equal to the maximal
weight of a path starting at (21, x9,Y). Similarly, the value of mf (2, x5) is
equal to the maximal weight of a path starting at (x, x5, N). Let the weight

of the maximal weight path starting from v € V3. be denoted by dg,..(v)
3. Find the strongly connected components (SCCs) of the graph Gg,.. For
any vertex v € V0., let SCC(v) denote the SCC containing vertex v. Since

all edge weights are non-negative, the maximal path weights starting from
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any two vertices in the same strongly connected components must be equal.
That is, SCC(v1) = SCC(ve) = dS o.(v1) = dS, . (v2). This is clearly true

spec spec
if all edges in a SCC have weight zero. If there is a non-zero edge, it can be

traversed infinitely often on a maximal weight path starting from any vertex
in the SCC, in which case the maximal path weights will be infinite for any

vertex in the SCC.

SCC _

4. Create a new graph Gg,o; = (Vs‘gec;c, Afpgg), which is the graph over strongly

connected components. That is, V3SC = {SCC(v) : v € Vi .} and ASCE =

spec spec

{(Sl,SQ) € VsCC « yscC . Jvy € S1,vy € S s.t. (1)1,’[}2) € ASpcc}' Also,

spec spec

assign weights to each edge of GSSPC;(? through the function Wsigcc : ASSPC;CC —
{0,1} as follows. For any a = (51, 52) € Apr;CC,
Wied (a) = max Wopec((v1,02)) - (30)

v1 €S1,v2E€S2:(v1,v2)EAE

spec

By definition, the graph G5S¢ is a directed acyclic graph (DAG).

5. As previously noted, the maximal path weights from any two vertices of
Vipec 1 the same strongly connected components must be equal. Thus, we
can define dfpgg(S ) for any S € VSSPSCC and give it the value of dg,..(v) for
any v € S. There are three cases to consider:

— For any S € st;g’;C such that there exist two vertices v1,v2 € S and an

edge a = (v1,v2) with weight 1, assign d5%5 (S) = oo, since this edge

can be traversed an infinite number of times in the maximal weight path
starting from any v € S.

— For any 5 € ngg? that has a path to some S; € Vssp((;;C in Gfpcecc with
dpr;S(Sz) = 00, assign dfp(j;g(sl) = 00, since there exists a path from
any v; € S1 to any v € S in this case (and hence the weight of the
maximal weight path from any such vy is at least as great as that of the
maximal weight path from any such vs).

— For the remainder of the vertices of Gfpgcc, we can do a topological sort,
assign d5CC(S) = 0, for any S € V35C that is a sink of G5%S, and work

backwards from these to compute the remaining walues of d5%S (.5).

Proposition 1 (Running Time of Extended Specification Computa-
tion). The running time of the procedure described in this section is O(| X |?|E|)
if G is deterministic.

Remark 4. If G is not deterministic, it can be shown that the running time
becomes O(| X|*|E|), which occurs in the case that there exists a transition in
G from every state to every other state, one for each event. ad

6.2 Computing the MPO

In this section, we provide an algorithm for the computation of the MPO and
determine its running time. We also give a simple example in which we construct
the MPO.
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The basic outline of an implemented algorithm for constructing the MPO is
shown in algorithm 1. The algorithm simply performs a depth-first search (DFS).
The parameter G represents the finite-state automaton, the parameter y is a Y
state, and the parameter F contains the set of events F, (E.eo in the algorithms),
E, (E.es in the algorithms), E,, and E¢. Algorithm 1 searches through the space
of Y states and, for each encountered Y state y, finds the safe control decisions.
Finding the safe control decisions is done in lines 1-12. This is accomplished by
considering each subset of events el C F.es, and determining whether it is safe
to choose to monitor only the events el U E.eo. This determination is made by a
call to Del, which simply computes the value of D$(RUR(y, elUE.eo0)). This can
be very efficiently computed, thanks to the linear time algorithm for computing
the reduced unobservable reach presented in Appendix 1 and the reduced format
for the extended specification from Sect. 5. If the control decision is safe, it is
added to the list sl (state list) and y is marked as safe. Traversing the space of Y
states is done on lines 13-21. This is accomplished by considering all safe control
decisions of the current y state, determining the next Z state and, for each
such Z state, computing all possible successor Y states and making a recursive
call. Since there are a finite number of augmented states with count at most
K + 1, there are a finite number of information states that will be traversed and
the algorithm must eventually terminate. The initial call to the algorithm (not
shown here) is: DoDFS(G, yo, K, 0, E).

Algorithm 1 Algorithm for constructing the MPO
1: procedure DODFS(G, y, Tespec, sl, E)

2: for all el C E.es do > Try all subsets of events
3: ur < GetRUR(y, E.eoUel) > Get reduced unobservable reach for next z
state

4: if Del(ur, Tespec) = true then

5: Add (y, E.eoUel) to sl > Control decision E.eoU el in state y is safe
6: end if

T end for

8: if y is not marked “safe” then

9: Mark y as “unsafe”

10: end if

11: for all el C es s.t. (y, E.eoUel) € sl do > Try all safe control decisions
12: ur < GetRUR(y, E.eoUel) > Get reduced unobservable reach for next z

state

13: for alle € F.eoUel do > Try all events
14: next < Next(ur, e) > Get next reduced y state
15: if next not marked then
16: DoDFS(G, next, Tespec, s, E)
17: end if
18: end for
19: end for

20: end procedure
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Fig. 3. A finite state automaton. Events are classified as follows: F, = 0, Es = {a, b},
E., ={t}, and Ey = {f}.

Proposition 2 (Running time of DoDFS). The running time of algorithm
1ds in O([(2(K +2)) X127 ]| X ?).

Remark &5 (Effect of reduced information states on running time). Recall from
the end of Sect. 5 that the size of the state space changes from 2(K+2)IX| to
(2(K + 2))XI by using the reduced information state. For a small value of K,
say K = 2, this means algorithm 1 can run as fast with an automaton that is
twice as large. These savings are amplified for larger values of K. For K = 5,
the above algorithm 1 can run as fast with an automaton that is nine times as
large. a

Remark 6 (Multiple faults). If there are multiple different faults to diagnose, it is
actually preferable to define mutiple different MPOs, one for each fault, rather
than defining a single one that diagnoses all faults, since the latter method
would require keeping a separate count for each type of fault event, which would
dramatically increase the size of the state space. ad

Following is a second MPO example that demonstrates the usefulness of the
reduced information state:

Ezample 2 (MPO with reduced information state).

Consider the automaton of Fig. 3. The entire extended specification consists
of 2| X |? = 162 values. Of these, only four actually restrict behavior: m(0,6) =
00, m(3,6) =1, m(2,7) = oo, and m(8,8) = co. These values can be determined
by inspection for this example, by computing longest strings with the same
projection for each pair. The remaining 158 values are either irrelevant because
the corresponding pair of states does not occur, or are relevant but do not require
any more events to be observed. If we choose not to monitor event a initially,
the unobservable reach will include both augmented states (0, —1) and (6, 1),
which causes a lack of K-diagnosability since m(0,6) = oo. From Y states y,
Y2, and y4, we must monitor event a since the unobservable reach from any of
these Y states would otherwise include both augmented states (3, —1) and (6, 2),
and m(3,6) = 1. From Y states ys, ys, and y4, we must monitor event b since
the unobservable reach from any of these Y states would otherwise include both
augmented states (2,—1) and one of (7,1) or (7,2), and m(2,7) = oo. Finally,
it is also necessary to monitor event a from Y state ys, since the unobservable
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2 1), 3, 1),
(6, 1)}, {b}

Vs¢ :
(7.2, 610

(
{a}

Fig. 4. The MPO corresponding to the automaton of Fig. 3, with K = 2.

reach would otherwise include both augmented states (8, —1) and (8,3), and
m(8,8) = co. As in the MPO of Ex. 1, we omitted the portion of the MPO after
which we can determine that no fault has occurred in the past and none can
occur in the future.

In fact, the MPO could have been “guessed” by comparing this example to
Ex. 1. In Ex. 1, the non-faulty labguage is abt* whereas the faulty language
is fbat*. In this example, the non-faulty language is (¢ + b)aabt* whereas the
faulty language is f(e + b)abat*. Thus, once we have observed a first occurence
of event a, the structure of the MPO from that point on should be similar to
the structure of the MPO in Ex. 1. Indeed, upon observing event a we find
ourselves in one of Y states yo, y3, or y4. If we have potentially reached an
augmented state with a count of 2 (i.e., in ya or y4), then the MPO from these
states onwards has the same structure as the MPO of Ex. 1, but with K = 0. If,
on the other hand, at most one event has occurred after a fault (i.e., in y3), then
the MPO from this state onwards has the same structure as the MPO of Ex. 1
(i.e., with K = 1). Notice that MPO states yo and y4 have the same reduced
versions (namely (2, —1), (6,2)) and the same structure from that point. On the
other hand, MPO state y3 is also very similar to y and y4, but has a different
reduced version (namely (2,—1),(6,1)) and therefore a different structure from
that point on. O
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7 Conclusion

This paper considered the problem of dynamic fault diagnosis under the con-
straint of maintaining K-diagnosability. We presented a structure called the
MPO that contains all the solutions of the problem, developped from our notion
of the information state. After recalling from previous work how the problem of
finding safe controllers can be mapped to the state disambiguation problem, and
showing a equivalence between safety and satifying the extended specification,
we proceeded to prove a monotonicity result on the extended specification that
allows us to reduce our information state and the size of our MPO. Finally, we
described how to efficiently compute this extended specification and presented
an algorithm for computing the MPO. In future work, we will concentrate on
finding a single optimal controller (according to some numerical cost criterion),
using the MPO as a basis and present simlation results demonstrating the effi-
ciency of our algorithms when applied in practice.
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Appendix 1: Computing the Reduced Unobservable Reach

In this section, we show how to efficiently compute the reduced unobservable
reach (i.e., how to compute rur = RUR(y,C(y))), so that the running time
of this computation does not surpass that of verifying if the extended spefica-
tion is satisfied. The procedure for this bears some similarity to the one used
to compute the extended specification in that we also make use of strongly con-
nected components and the topological sort. We assume that y is a reduced
information state (i.e., y = R(y)). We also assume that there is a single fault
event, namely e;. For notational convenience, let M (z;y, C(y)) denote the max-
imal count for state x € X in the unobservable reach UR(y,C(y)). That is,
M(z;y,C(y)) = max{n € {-1,0,1,...} : (z,n) € UR(y,C(y))}, or —oo if this
value is undefined (i.e., if #n : (z,n) € UR(y, C(y))). Finally, we assume that
the computation of the unobservable reach is a step in determining whether or
not a particular control decision is safe.

1. Create the graph Ggj) = (X, AJ())), where AX[) C X x X is the set of
(directed) edges. The set of edges Ag(lz) corresponds simply to all unobserv-
able, non-faulty transitions of the automaton G, given the set of monitored
events C(y). That is, Ag{;) = {(z1,22) € X?: Je € E\(C(y)UEy) s.t. 23 =
flxy,e).

2. Initialize rur < y. For all u € y such that N(u) = —1, determine all z € X
such that there exists a path from S(u) to = in GG}, and set rur < rur U
{(x,—1)}. This can be done through a single depth-first search on the graph

Gg(g) and gives the set of all v € rur such that N(v) = —1.

3. For each u € rur such that N(u) = —1 and for each x € X such that
f(S(u),ef) =z, set rur « rur U {(z,0)}, unless there exists some v € rur
satisfying S(v) = 2 and N(v) > 0.

4. Create the graph G, = (X, Af,)), where AL, C X x X is the set of (di-
rected) edges. The set of edges Ag( Y) corresponds simply to all unobservable
transitions of the automaton G (including faulty ones), given the set of mon-
itored events C'(y). That is, Ag(y) = {(z1,72) € X?:Je € E\C(y) s.t. z3 =
flx1,e).

5. Create the graph Gg%;ﬁ = (Vg@ )C , Ag%;ﬁ) of strongly connected components
(SCCs) from Gg(y). For each » € X, let SCCg(,(x) denote the SCC that
contains z. For each strongly connected component, the maximal counts
are the same. That is, M(x;y,C(y)) is the same for all z € S, for each
S e Vgg)c This is obvious if S| = 1. If |S| > 1 and there exists some x € S
such that (xz,n) € UR(y, C(y)) for some n > 0, then it is possible to form an
infinite length path from z to each node 2’ € SCC¢(y)(x), in which case the
maximal counts are all infinite. Otherwise, the maximal counts will either
all be -1, or all be undefined. We can therefore define MS“C(S;y, C(y)) to
be equal to the value of M(z;y,C(y)) for any « € S, for each S € VC‘?(C;)C

Also, for any singleton S; = {x1} € Vcsgf such that (x1,n) € rur for some
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n > 0 and there exists a path to some Sy € V(:?((;)C satisfying |S2| > 1, set

M?3CC(S1;y,C(y)) = oo as well. Thus, if there exists any S € Vgg)c with

MSCC(S;y,C(y)) = oo, then we know that an infinite number of events can
occur after a fault, and hence we stop here and conclude that C(y) is not a
safe control decision from Y state y.

6. Suppose that there exists no S € V5¢¢ with M3¢C(S;y, C(y)) = co. Topo-

C(y)
logically sort the vertices of Gg(cyc),* For each source node S € VZ(Y, set

MSCC(S;y,C(y)) = max{n € {~1,0,...} : Jz € S s.t. (z,n) € rur}, or
—oo if this value is undefined. By considering the nodes in topologically
sorted order, starting at source nodes, the remaining values of M°¢C can
be computed. Finally, for each x € X such that M (z;y,C(y)) # —oo, set
rur < rur \ {(z,n) :n € {0,1,...,}} U {(z, M(x;y,C(y)))}.

Proposition 3 (Running Time of Reduced Unobservable Reach Com-
putation). The running time of the procedure described in this section is O(| X||E|)
if G is deterministic.

Appendix 2: Proofs

Lemma 1 (Relation between projection and information state). For
any string s and controller C, I(IS&(s)) = {v € X T :3s' s.t. Po(s) = Po(s') A
veg(s)}.

Proof. The proof is established by induction on the length of P (s). Let |Po(s)| =
n. Furthermore, for any string ¢, let ¢[k] denote the k" event in ¢, and let
t(k) denote the substring ¢[1]---t[k], with ¢(0) = e. As further shorthand, let
sk = Po(s)(k) for k = 1,...,n and e, = Po(s)[k +1] for k = 0,...,n — 1,
so that sp = €, s1 = eq, etc... Define yg as usual. For £k = 0,...,n, let z =
hy z(yx, C(yx)) and for k = 0,...,n — 1, define yx1 = hzy (2, er). Finally, for
k=0,...,k, define Cy by Cy = C(yyx). First, notice that since unobserved events
do not change the information state, we have ISZ(sy) = z; and, in particular,
z = I1S&(s) = ISZ(Pc(s)) = IS&(sn) = z,. Thus, the inductive hypothesis will
be that:

I(z) = {ve X :3s) s.t. Po(s),) = sk Aveg(sy)}s (31)

where we have dropped the Po(-) around sj since sy is already a projection. For
the base case zy, we have that:

I(z0) = hyz(yo, Co) ={v e X : (Ju e yo)(3t € (E\ Cp)*) s.t. v € g(u, 1)}
={veXT:3te(E\Cy* st.veglai,t)}
—{ve Xt :Ttst. Po(t)=c=soAvegt)}
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Thus the base case is established, by taking sj, = ¢. Now suppose that the
inductive hypothesis is true at k. Then:

Yrs1 = hzy (zr,ex) = {v € X : 3u € I(2) s.t. v € g(u,ex)}
={ve X' :3s) st. Po(s)) = sk Av € g(sie)}

2kt = hy 2(Uk41, Opr1) = {v € XT 2 (Fu € ypy1) (3t € (B \ Ciy1)”) st v € glu, t)}
={veXt:(3s,)(Ft € (E\Crs1)*) st. Po(s)) = sp Av € g(shext)}
={ve X35, st Po(shiq) = skr1 Av € g(shi1)}s

where the last equality follows by taking s}, = syeit and noting that, since
s). can be any string satisfying Pco(s),) = s, and t can be any string satisfying
t € (E\ Cit1)* (which is equal to the set {t : Po(zk,t) = €}), the concatenation
Spr1 = Spexrt can be any string satisfying Po(s), ) = sxer = sg+1. Thus the
induction step is proven and the lemma follows from this. a

Theorem 1 (Formulation of the K-diagnosability property through
the information state). Controller C maintains K -diagnosability if and only
if Dr(I(2)) =1, for all reachable Z states. Mathematically:

s € L(G): 2 =1SE(s) ANJu,v € I(2) s.t. N(u) = —1 and N(v) = K +1
< Jsy, sy € L(G) : Po(sy) = Po(sy) AN(g(sy)) = —1 and N(g(sy)) = K + 1.

Proof. (<) Since unobserved events cannot change the information state, we
have that IS&(s) = ISZ(Pc(s)). Thus, Po(sy) = Po(sy) implies IS4 (sy) =
ISZ(sn) = z. By definition, g(s) € I(ISZ(s)), for all s. Thus, g(sn) € I(ISZ(sn)) =
zand g(sy) € [(IS%(sy)) = z as well. We may therefore take s = sy, u = g(sn),
and v = g(sy).
(=) Recall from Lem. 1 that I(ISZ(s)) = {v € Xt : 35’ s.t. Po(s) = Po(s') A
v € g(s')}. Then u, v, € I(z) implies that there exists s1, s2 such that Po(sy) =
Pc(s2) = Po(s), u € g(s1), and v € g(s2). We simply take sy = s1 and sy = sa.

O

Theorem 2 (Monotonicity Property for the Extended Specification).
Suppose that (u,v) € T¢,.. Then, for any v’ such that S(v") = S(v) and N(v') >

N(v), we also have (u,v") € T¢

spec*

Proof. Suppose that (u,v) € TS .. Then:

spec”

ds1,59: P(Sl) = P(S2)7 (g(u,sl)’g('UvS?)) € TSPeC :

We know that N(g(u,s1)) = —1 and N(g(v,s2)) = K + 1.

Case 1 (N(v) > 0):

In this case, we know that |[s2| = K + 1 — N(v). Let v € X+ be such that
S(v') = S(v) and N(v') = N(v) + ¢, where ¢ € {1,...,K +1 — N(v)}. Then
N(g(v',s2)) = K + 1+ c. Then define s}, to be sy, shortened by ¢ events (this
is possible since ¢ < K + 1 — N(v) = |s2]). Next, take s| to be equal to s;
shortened by an appropriate number of events such that P(s}) = P(s5). Then
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sy and s} satisfy the three conditions that P(s}) = P(s5), N(g(u,s})) = —1,
and N(g(v',s3)) = K + 1. Thus, we can conclude that (u,v") € Tg,.-
Case 2 (N(v) = —1):

In this case, we know that |sa] > K +2 (sg is of the form (E\ {E;})*E;EXH).
We proceed as before. Let v/ € X T be such that S(v') = S(v) and N(v') =
where ¢ € {0,..., K + 1}. Define s/, to be the first K + 1 — ¢ events of sy (this
is possible since K +1 —c¢ < K + 1 < |s2]). Next, take s} to be equal to s;
shortened by an appropriate number of events such that P(s}) = P(s}). Then
sy and s} satisfy the three conditions that P(s]) = P(s5), N(g(u,s})) = —1,
and N(g(v',s5)) = K + 1. Thus, we can conclude that (u,v') € T O

spec*
Corollary 1 (Reduced information state carries all necessary infor-
mation in determining safety). For any information state i € I, D$(i) =
D5 (R(i))-

Proof. Obviously, R(i) C i, so that D$(R(¢)) > D$(:), Vi € I. Now suppose
to the contrary that for some i € I, D$(i) # D$(R(i )) Then it must be that
Dg(R(i)) = 1 and D§(i) = 0. Thus, Ju,v € i : (u,v) € T, Since N(u) = —1,
we know that u € R(i) as well. Then it must be that v ¢ R(i). Hence N(v) # —1
and Jv’ € XT such that S(v') = S(v) and N(v") > N(v). Furthermore, there is
one such v that is also in R(i). But by Thm. 2, we know that (u,v") € T, s0
that D¢(R(i)) = 0 also, a contradiction. O
Lemma 2. Leti € I be any finite information state and let QQ be any boolean-
valued function of an augmented state that is monotonic in count. That is, Q :
Xt — {T,F} satisfies Q(u) = Q(u'), for all v’ such that S(u') = S(u) and
N(u') > N(u). Then the following equivalence holds:

Juei:Qu) < Juec R(3): Qu) (32)

Proof. (<) Clearly, R(i) C 4, so that u € R(i) = u € 1.

(=) Suppose that Ju € i : Q(u). Define v’ by S(u') = S(u) and N(u') =
Max,e;:s(v)=s(u) NV (v). By the monotonicity property of @, Q(u’) holds. But by
Def. 20, v’ € R(i) as well. O
Theorem 3 (There is no loss in applying h, to a reduced Z state).
For any Z state z and event e € C(z), hily (z,e) = hEy (R(2),e).

Proof. We prove this by showing that, for any Z state z and any e € E, U E5 D
C(2), v € hBy(2,e) & v € hE (R(z),e). We consider two cases, depending on
whether v has a count of —1 or a maximal count:
v € hSy(z,e) AN(v) = —1

< v E€hzy(z,e) AN(v) = —1

< Juel(z):v=g(ue) ANN(u)=-1

< Juel(R(z):v=g(u,e) ANN(u) =—1

< v € hzy(R(z),e) AN(v) = -1

v € h¥y(R(2),e) AN(v) = —1
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The first, third, and fifth equivalences follow from Def. 20 whereas the second
and fourth equivalences follow by taking u to be the predecessor of v (or v the
successor of u).

v e hBy(z,e): B € hly(2,€) st. S(v') = S(v) AN(W') > N(v)
S v Ehgy(z,e): P’ € hzy(z,e) st. S(V) = S(v)/\N(v’)>N(v)
S Juel(z): f(S(u),e) = S(v /\ﬂu € 1(z) s.t. f(S(u'),e) =S() AN(u') > N(u)
& Juc I(R(2): f(S(u),e) = S(v) ABu' € I(R(2)) s.t. f(S(u'),e) = S(v) !
S0 € hgzy(R(2),e): P Ehzy( (2),€) s.t. S(v') = S(v) AN(v') > N(v)
o v e by (R(z)e): B € hBy(R(2),e) sit. SW) = S(v) AN(') > N(v)

The first and fifth equivalences follow from Def. 20, the second and fourth equiv-
alences follow by taking u to be the predecessor of v (or v the successor of u),
and the third equivalence follows by two applications of Lem. 2, first to the inner
(P) expression and then to the outer (3) expression. O

Theorem 4 (There is no loss in applying h¥, to a reduced Y state).
For any Y state y and control decision C(y), h%,(y,C(y)) = hi,(R(y), C(y)).

Proof. We prove this by showing that, for any Y state y, v € RUR(y,C(y)) <
v € RUR(R(y),C(y)). As before, We consider two cases, depending on whether
v has a count of —1 or a maximal count:

v € RUR(y, C(y)) AN (v )——
& v eUR(y,Cy)) AN(v) =
s Juecyte(E\(Cy)UE ))
& JueR(y).te(E\(ClyU E)) v =g(u,t) AN(u) = —1
< v e UR(R(y),Cy)) AN(v) =

& v e RUR(R(y), Cy)) A N(v) =

The first, third, and fifth equivalences follow from Def. 20 whereas the second
and fourth equivalences follow by taking u to be the predecessor of v (or v the
successor of u).

v € RUR(y,C(y)) : B’ € RUR(y, C(y)) s.t. S(v') = S(v) A N(v') > N(v)
< v eUR(y, ()) #' € UR(y, O(y)) s-t. ()= S(v) A ()>N()

o f(Su),t) =S) A B € y,t’ € (E\C(y))*
It (ENCON o 550/ 1) = o) A N olar, ) = Nlo(an )

. ( (U)ﬂf S(v) A € R(y),t" € (E\ C(y))*

& 3u € R BNCON" (5, ) = S(0) A N(g(af, ) > N(glu,0)
e v eUR(R(y),Cy)) : ' € UR( y),C(y)) s.t. S(v') = S(v) AN('") > N(v)
& v € RUR(R(y),C(y)) : B’ € RUR(R(y),C(y)) s-t. S(v') = S(v) A N(v') > N(v)
The first and fifth equivalences follow from Def. 20, the second and fourth equiv-
alences follow by taking u to be the predecessor of v (or v the successor of u),

A,_\
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and the third equivalence follows by two applications of Lem. 2, first to the inner
(3) expression and then to the outer (3) expression. O

Proposition 1 (Running Time of Extended Specification Computa-
tion). The running time of the procedure described in this section is O(|X |*|E|)
if G is deterministic.

Proof. The graph created in step 1 has [V .| = 2|X|? vertices. For a determin-
istic automaton, there is at most one transition defined for a given initial state
and event. Thus, for each of the 2|X|* vertices of G, there is at most one
outgoing edge for each event e € E, U FE, (labeled (e, e)), at most two outgoing
edges for each event e € E,, (labeled either (e,e) or (g,e)), and at most one
outgoing edge for each event e € Ey (labeled (e, e)). Hence, the graph created
in step 1 has [AS,..| < [2|X[?][2|E]] = 4|X|?|E| edges. Step 2 consists only of
labeling edges and is done at the same time as step 1. Finding the strongly con-
nected components in step 3 can be done in time O(|V5 .| +[AS,cc|) [reference?].
Creating G5SS in step 4 can also be done in linear time, i.e., O(|VE ool +[ A4S cc])-
Furthermore, [V5C| < |[V2SC] = 2|X|? and |ASSE| = [VISE|—1 < 2|X|? The
first part of step 5 can be done with step 4 and thus takes no additional time. The
second part of step 5 can be done through a single depth-first search on Gfpgg,
and hence takes O(|X|?) time. For the last part of step 5, finding a topological
sort can be done at the same time as determining strongly connected compo-
nents. The remainder of the algorithm takes linear time in the size of Gfpceg by
considering this graph’s vertices in topologically sorted order, starting from sink

nodes. Thus, the total running time is in O(| X || E|). O

Proposition 2 (Running time of DoDFS). The running time of algorithm
1ds in O([(2(K +2)) X127 X |?).

Proof. There are (2(K + 2))X| reduced information states. For each informa-
tion state encountered, a maximum of 2/7:l control decisions are considered.
Finally, for each control decision, it is necessary to compute D¢(i), where i =
I(h,(y,C(y))). By using an efficient encoding, this can be done in time O(| X|?).

O

Proposition 3 (Running Time of Reduced Unobservable Reach Com-
putation). The running time of the procedure described in this section is O(| X||E|)
if G is deterministic.

Proof. The graph created in step 1 has | X| vertices and at most |E \ (C(y) U
E;)| < |Es| + |EBuol < |E| outgoing edges per vertex and can therefore be con-
structed in time O(|X||E|). The depth-first search in step 2 takes linear time
in the size of the graph G¢(,). Step 3 requires considering all fault transitions
in the automaton. Since G is deterministic, and there is only one fault event,
there are at most |X| such transitions and hence this step is done in O(|X])
time. Similarly to Gg@), the graph Gg(y) created at the beginning of step 4 has
size O(|X||E|) and can be computed in time O(|X||E|). In step 5, computing
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strongly connected components (SCCs) can be done in linear time in the size of
the graph Gg(y). Checking if there exists any z € X satisfying (x,n) € rur for
some n > 0 and [SCCg,)(z)| > 1 takes time O(|X|). Checking if there exists
any singleton S; = {z1} € Vgg)c satisfying (x1,n) € rur for some n > 0 and

there exists a path to some S; € VC“?((’;)C such that |S2| > 1 can be done through a

depth-first search on Gg%ﬁ Topologically sorting vertices in step 6 can be done

at the same time as finding strongly connected components. Finally, the compu-
tation of the MSC values can be achieved in linear time in the size of G‘g(cy?, by
considering the nodes in topologically sorted order, starting from source nodes.
The overall running time is therefore O(| X||E|). O
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Abstract. The goal of this paper is to bridge the gap between the theory and practice in fault-tolerant
systems. Specifically, our goal is to model faults uniformly using transition systems so that techniques
such as model checking and model revision can be applied effectively.

We begin with the taxonomy of faults that is based on the practitioner’s view of fault-tolerant systems.
For each of 31 categories in this taxonomy, we identify whether it is feasible to model faults in that
category using transition systems. We argue that (1) such modeling is feasible and cost-effective for 18
categories; (2) Also, it is feasible but not cost-effective for 2 categories; (3) And, it is not feasible for
the remaining 11 categories. The results in this paper provide an update on the (unproven) folk theorem
about fault modeling while identifying its limitations.

Key words: Fault Modeling, Transition Systems, High Assurance, Fault Tolerance.

1 Introduction

The goal of this paper to evaluate taiectivenessf transition systems to model faults affecting different
types of computer systems. Specifically, we find that there is a serious dichotomy about this topic among
researchers as well as practitioners. In particular, some researchers take it as a folk theorem that any fault
(whether a software fault or a hardware fault, transient fault or a permanent fault, detectable fault or an
undetectable fault) could be modeled using transition systems. Regarding this aspect, some existing work
(e.g., [5,6,10-12]) in literature has shown that used this approach for modeling certain specific types of
faults. On the other hand, some researches view this folk theorem with skepticism. Some of the questions
raised include the following

— How can physical faults be modeled by adding transitions? Faults such as stuck-at faults effectively
remove transitions.

— While the use of transitions may be appropriate for hardware faults, how can it be used model faults
such as buffer overflow?

— How can permanent faults be modeled as transitions? For example faults such as byzantine faults cannot
be modeled using transitions since byzantine process may behave arbitrarily.

— How can faults such as failure of a processor (failstop) be modeled as transitions?

— Faults such as physical degradation are continuous in nature and, hence, not suitable for being modeled
asdiscretetransition systems.

A second question regarding fault modelingBszen if it ispossible to model faults using transition
systems, is iappropriate andreasonable. Specifically, this question focuses on g@mplexityof mod-
eling faults in terms of transition systems. The complexity of modeling faults depends upon the desired
objective in modeling faults. One of the main reasons for modeling faults is to enable verification and/or
synthesis of fault-tolerant models/programs. Thus, there may be circumstances where modeling of faults
in terms of transition systems may be feasible but expensive thereby making it difficult (or impossible) to
utilize it.

A third question regarding fault modeling istow can we know if we have represented all types of
faults that may affect a computer systeiif's question is crucial since it characterizes the completeness
of transitions systems to be used to model faults. While answering this question is beyond the scope of
formal methods, we can consider this question in the context of a fault classification for practical systems.
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In particular, we can begin with a classification of faults from the perspective of practitioners and then
evaluate whether faults from those models can be effectively represented using transition systems.

Based on these questions, in this paper, we focus oie#sibilityandpracticality of modeling faults as
transition systems. We begin with the third question. Specifically, we utilize the classification from seminal
paper by Avizienis et al. [7]. This classification provides different causes of faults and their effects. Since this
classification is based on practitioner’s viewpoint, it provides the basis for answering the first two questions.
Specifically, in this paper, we focus on how/if each category of fault identified here can be modeled in terms
of transitions. From the point of view of formal methods, it is necessary to model the effect of the fault as
opposed to the cause of the fault. Hence, our work will focus on how effect of faults from each category
can be modeled.

Additionally, we also evaluate the complexity introduced by modeling faults as transition systems. We
consider the complexity in terms of two objectiverodel checkingndmodel revisionSpecifically, model
checking [1, 2] is one of the most successful strategies for providing assurance for model of hardware
and software design. It focuses on deciding whether a given model of system/ sayisfies the given
propertypr. Since model checking computes (directly or indirectly) all computation®/db determine
whetherpr is satisfied, it is especially useful in providing assurance about a system developed from that
model. The related problem of model revision [3, 4] focuses on scenarios where model checking produces
a counterexample or where an existing model needs to be revised to add new properties (such as safety,
liveness and timing constraints). Thus, the goal in model revision is to modify the given hbdelthat
it satisfies the given propertyr. Since the revised model is correct by construction, it can assist us in
obtaining a correct model of system when model checking ends up finding a counterexample.

We view the fault modeling ilonline setting where faults occuturing system execution as opposed to
offline setting where faults have already occurred at the beginning and the goal of the system is to provide
acceptable service even in the presence of faults. This is due to the fact that in offline setting, often, there
is no need to model faults explicitly; instead it suffices to model the system based on which components
are still active. Hence, offline setting requires us to model a degraded version of the original system itself
rather than modeling faults. In online setting however, system may initially execute without faults. Then,
one or more faults could occur and change subsequent system behavior. Hence, in online setting, it is often
necessary to model faults explicitly.

The main contributions of the paper are as follows:

— Of the 31 categories from [7], we show that faults from 20 categories can be modeled using transition
systems. These faults include byzantine actions in a networked system, physical deterioration of brake
in a braking control system and so on.

— We show that faults from 11 categories cannot (or should not be) represented using transition systems.
These include faults such as buffer overflow, hardware errata and so on.

— We also describe the feasibility and practicability of modeling faults as transition systems. We show
that (1) the modeling of faults from 18 categories as transition systems is practical and feasible and (2)
the modeling of faults from 2 categories as transition systems is not practical although feasible.

— Besides, we discuss the relative completeness of the proposed approach with recent literature in the
appendix.

Organization of the paper. The rest of the paper is organized as follows. In Section 2, we recall the
classification of different categories of faults from [7]. In Section 3, we briefly define transition systems.
In Section 4, we discuss feasibility of modeling of faults from different categories and its effect on model
verification and revision. In Section 5, we identify practicability of modeling faults in terms of transition
system. Related work is discussed in Section 6. Section 7 makes concluding remarks. Appendix discusses
the relative completeness of the proposed approach with recent literature and identifies each fault with the
corresponding approach.

2 A Taxonomy of Faults

In this section, we recall the terminology of fault classification from [7]. The classification is based on eight
basic viewpoints about faults. Figure 1 illustrates this classification. This figure combines the classification
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Fig. 1: Fault Categories

from [7] with results in this paper about the ability and effect of modeling faults from the respective category.
In particular, for each category from [7], we discuss how to model it in Section 4. Then we discuss about
the effect of such modeling in model checking and revision. We summarize the feasibility and practicability
of modeling faults in transtion systems in 5.

Next, we briefly describe the viewpoints considered in this classification.

One viewpoint is based on how the fault occurs. In this viewpoint, there are two possibiléiedop-
ment faults andoperational faults. The former corresponds to the case where fault occurs due to mistakes
during development. This category includes faults such as buffer overflows, incorrect results of certain float-
ing point division caused by Pentium FDIV bug etc. The latter corresponds to the case where fault occurs
while the system is deployed.

The second viewpoint is based on whether the fault occurs inside system bountimya( faults)
or whether it occurs outside system boundary, i.e., in the environragtargal faults). The former cor-
responds to faults such as physical deterioration of brakes in the vehicle and logic bomb. And, the latter
corresponds to faults such as bit flip in memory caused by cosmic ray and wrong parameter configuration.

The third viewpoint is based on the cause of the fault. In this viewpoint, a fault can be rditueal
fault or human made fault The former corresponds to random events that may occur naturally. Exam-
ples of such faults include internet and telecoms connectivity disrupted by Taiwan earthquake. The latter
corresponds to (intentional or otherwise) mistakes caused by humans. Examples of such faults include de-
velopment failure of the AAS system [29].

The fourth viewpoint is based on how the fault affects the system. In this viewpoint, a fault can be either
hardware fault or asoftware fault. Examples of former include loss of network switch and deflated car
tie whereas examples of latter include Y2038 problem of software system and Trojan horses.

The fifth viewpoint is based on the objective of the fault. In this viewpoint, the fault can be either a
malicious fault or anon-malicious fault. In the former case, the goal of the (human responsible for the)
fault is to intentionally disrupt the system execution. Examples of such faults include attacker and worm. In
the latter case, there is no malicious objective. Examples of such faults include physical deterioration and
heating/cooling caused by natural environments.
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The sixth viewpoint is based on in the intent of the fault. In this viewpoint, the fault can be either a
deliberate fault or anon-deliberate fault. The former case is due to bad decisions. Examples of such
faults include wrong configuration that can affect security, networking, storage, middleware, etc [30]. The
latter one is caused by mistakes. Examples of such faults include software flaws and physical production
defects.

The seventh viewpoint is based on whether the fault is caaseidently or due toincompetence And,
finally, the eighth viewpoint is based on whether the faulttisaasient fault that occurs occasionally and
does not persist for a long duration. Opersistent fault where the fault persists for a long time (possibly
forever).

3 Transition Systems

Since our goal is to demonstrate the use of transition systems to describe faults, we briefly define them
next. Our formulation is based on the use of guarded commands [48] where a guarded command is of the
form g — st whereg identifies constraints under which the guarded command can be executet and
identifies the effect of such execution. Thus, guarded commands are suitable for programs that are ‘event-
based’ wherg identifies the event and identifies the action taken by the program while responding to the
event. Guarded commands are also suitable for ‘time-based’ programsgu@mesponds to a clock tick

andst denotes the action taken by the program for that clock tick.

As mentioned in the Introduction, we chose this representation as it can be easily utilized in model
checkers such as SPIN, SMV, PRISM, UPPAAL, etc [1, 2, 31, 32] as well as model revision tools such as
SYCRAFT [4].

Given a program and a fault where both are specified in terms of one or more guarded commands, con-
current execution of the program and faults corresponds to interleaved execution guarded commands from
both the program and faults. We do not make explicit assumptions about fairness of execution between
program and fault actions. This fairness will depend upon the application at hand and can be modeled or-
thogonally. For example, in some applications, it is assumed that faults will eventually stop. In some cases,
probabilities are assigned to execution of each action. Alternatively, in some cases, one may specify parame-
ters such as priority of different actions. Depending upon the nature of such assumptions and the limitations
of the tools being used, these fairness requirements can be modeled in an orthogonal manner. Likewise, in
some systems (especially hardware-based), it is expected that all actions execute at a particular speed. One
instance of this is maximum-parallelism semantics where in every step, all actions whose guard is true are
executed. Again, modeling of such semantics is orthogonal to the issue of fault modeling considered in this
paper.

4  Uniform Modeling of Faults

In this section, we discuss modeling of faults from different categories in Figure 1. Based on the charac-
teristics of the faults, we partition our discussion among Sections 4.1-4.5. For each section, we identify the
abstract model of fault from one category first. Then we introduce how to mapping to the abstract model
with concrete example. We also discuss variations of the same fault that are considered in the literature and
evaluate its effect on modeling that fault. Subsequently, we identify related fault categories, i.e., fault cate-
gories where the modeling would be similar. Finally, we identify the effect of such modeling in verification
and revisions.

4.1 Operational, External, Human-made, Persistent, Malicious and Software Faults

In this section, we focus on faults that are operational, external, human made, persistent, malicious and soft-
ware. (This corresponds to category 24 in Figure 1.) Thus, these faults occur during the system execution.
Generally, they are caused by malicious users or attackers. And they persist permanently (or long enough
time). It is expected that the system will continue to function even when the faults are present. While some
attempts may be made to prevent such faults from occurring, it is possible that such preventions would not
be fully successful. Hence, for assurance in the context of these faults, it is necessary that one considers
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the system execution where the faults (exhibited in terms of compromised hosts, malicious users or attacks)
continue to occur potentially frequently. Often, in such systems, assumptions are made about the number of
faults that may exist at a given time. These assumptions ensure that sufficiently many ‘good resources’ are
available to solve the problem at hand.

Abstract Model. To capture the impact that this type of fault has on the underlying system state, there
are three types of abstract actions in the model for fault from this category.

— Access Actions. These actions allow user to get knowledge about the current system state. An example
of access action is that an user get the data from remote server and make a local copy. We use variable
v to denote user’s copy of system state and varialitedenote the value of the current system state.
Hence this type of actions can be modeled as follows:

ACCESS action:

Vi=S,

— Update Actions. These actions create a change to the system state. Examples of update actions include
writing data to file in the server and updating value of a flag which is used to denote whether a file is
changed. We use variablgo denote the system state antb denote the value which is used to update
system state b¥/ pdate Actions. Hence this type of actions can be modeled as follows:

Update action:
vi=x,

— Fault Actions. These actions, (which may be conducted by malicious users or attackers), perturb the
system to a random state. An example of a fault action is that a malicious user changes the value of
accessible data randomly. We introduce variatitedenote the state which is corrupted by fault actions.

We also introduce an extra variableto model whether malicious user exists in the environment. The
fault actions can be modeled as follows:

Fault action 1:

true — m = true,
Fault action 2:

m  — v :=random();

Mapping to Abstract Model - From a concrete example. Next we discuss how to mapping raw
actions in the real example to the abstract actions in the model described above.

A typical example of the faults from this category occurs in the context of distributed system where
the system is organized as a network of nodes and some of these nodes may not work as expected and
behave arbitrarily because of some reasons, such as attackers. One such example is Farsite [26]. Farsite is
a serverless distributed file system that provides centralized file-system service. Farsite aims at providing
secure, scalable and strongly consistent file storage service. In Farsite, the concept of servers in the system
is virtual and the system actually runs on a network of untrusted PCs some of which may be controlled by a
malicious user. Hence, the whole infrastructure is highly susceptible to a fault that the virtual server behaves
arbitrarily. This fact brings the challenge of guaranteeing the delivery of correct service in the presence of
such faults.

Since our goal is to illustrate the modeling of such fault and not the details of Farsite, without loss
of generality, we describe how one can model operations for a single filefiséy particular, labeling
Update Action andAccessAction is straightforward. In this example, for these Read operations that allows
users to get the data from servers, we mapping theArasss Action whereas we mapping Write operation
that allows users to write data to serverdipdate Action. In each operation, the client identifies the list
of server nodes that contain (or are likely to contain) a copy of the file. We use jrtdequantify over the
list of such servers. Furthermore, we use the tédtu.j to denote data maintained by the seryéor file
fl and the termeopy.j to denote local copy of filg1.
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In read operation, the client obtains a copy of the file from all (or a subset of) servers. In write operation,
the data is written to the respective servers. In order to capture system semantics of fault tolerance mech-
anism designed in this example, we make extend@fssAction in the basic abstract model. There are
several copies of stored files. Since some of the copies may be incorrect due to malicious users, the client
performs an agreement algorithm (e.g., majority computation) first, then return the agreed data to the user
who requests filgfl.

Thus, the operations in Farsite can be modeled as shown next.

Acess action:
Vj i copy.j = data.j ;
getResouce := agreement(copy.j);
return getResource;
Update action to write to file:
Vj :: data.j = v;

Obviously our above model in transition system can capture system semantic of this example.

Observe that the above model only describes the program actions. Next, we show that the actions of
malicious users can also be modeled in termgafitaction in the abstract model. In particular, to denote
whether procesgis malicious, we introduce a variabte.; that denotes whethgris malicious. The fault
actions can be modeled as follows:

Fault action 1:
true — m.j := true;
Fault action 2:
m.j — data.j := random();

Thus, Fault action 1 denotes that machjnie compromised. Fault action 2 denotes that the compro-
mised machine can change the local data arbitrarily. Observe that along with the write action that assumes
that data is written to all replicas, the fault action allows the malicious user to change the data stored in a
compromised machine.

Completeness of this approach for modeling faults from this category. Next, we argue that this
approach is generic for faults from this category. Specifically, the faults are operational in nature, i.e., at the
time system is created (and deployed), there are no faults perturbing the system. (Note that this is not true
for development faults.) Thus, faults become operational at some point after (possibly, before the system
executes even one of its actions) the system is deployed. Thus, any modeling must include an action by
which the malicious components/processes appear in the system. In other words, there must be one action
(similar to Fault action 1) where some components/process becomes faulty. Moreover, since the faults are
permanent, it is required that it must be possible for the fault to persist forever. In other words, the actions
modeling faults should be such that they can execute forever (such as that indicated by the guard of Fault
action 2). Finally, because the fault is human made and malicious, the faulty component/process can change
the data that it controls arbitrarily (as in the statement of Fault action 2). Thus, any fault that is operational,
human made, persistent and malicious, can be modeled using an approach similar to the one presented
earlier. Additionally, we note that we have reviewed faults from recent publications in ICDCS and DSN and
list these faults that can be modeled using this approach in Table 3.

Modeling variations of this fault. There are several possible variations that one may consider in this
category of faults, as follows.

— A malicious user may intend to remain hidden. In this case, Fault action 2 will have to be changed so
that instead of changing the data arbitrarily, it will change it only in a way that allows prevents it from
being discovered.

— The system may have a mechanism to clean up affected nodes (e.g., through antivirus programs etc.)
If such a mechanism exists then it can be modeled by the dual of Fault action 1wheigechanged
from true to false.


Sina
Stamp


36

Effectivenessf Transition Systems to Model Faul

— Also, often assumptions are made about the number of malicious users that can exist in the system at a
given time. For example, a standard assumption is that the number of malicious replicas is less than a
third of the total replicas. If such an assumption is desired, it can be achieved by changing Fault action
1 so that a node can become malicious only if the total number of malicious nodes will not exceed
the bound. Note that this will require one to read the valugariable of all nodes. However, this is
acceptable since we are simply recording the assumption.

Modeling faults from related categories. Approach similar to the one in this section also applies
for faults from other categories. For example, the above modeling can be applied when the fault is caused
by hardware. Also, if one were to model the fault which persists for some duration and then disappears,
we only need to slightly modify the aboved modeling (the case where fault is permanent (long-lasting) in
nature), by adding the modeling of another fault action (similar to Fault action 1) wigrehanges from
true to false. Based on this discussion, we can model faults from category 22-25 (cf. Figure 1) using the
approach in this section. A special case when the fault is transient and occurs only once, we can simplify
the modeling of faults by the approach in Section 4.3.

Additionally, a similar approach could also be used for modeling malicious and deliberate development
faults (category 5 and 6 in Figure 1). Examples of faults from these categories include logic bomb. For
faults from these categories, the modeling in this section may be used if there are several designer teams
producing different parts of the system (e.g., with N-version programming) and sufficient redundancy exists
to deal with such faults. However, for the case where one design team is creating the given system or where
sufficient redundancy is unavailable, the only suitable approach is to use fault prevention where the goal
is to ensure that the fault cannot happen. And, when fault prevention is used, there is no need to model
faults explicitly, as proving that fault prevention work requires one to only consider system behavior in the
absence of faults.

Effect during verification of fault-tolerance. If one were to verify a program that models malicious
users in the above fashion, we can observe that the introduction of the varighilecreases the state space
of the program. Additionally, to ensure that the variablg is not used improperly, we need to syntactically
check the program; specifically, we need to ensure that actions at mgatineot reference variable.k,
wherej # k.

Effect during revision for adding fault-tolerance. One important characteristic of above formulation
is that variablen.j is readable only to nodg Other nodes cannot read it. If model revision is used for a
fault from this category, it is necessary that this restriction is continued to be satisfied in the revised model.
Additionally, variablem.j cannot be changed by any node; it may be changed only by a fault action. These
restrictions have been shown to increase complexity from P to NP-complete in some instances [22].

4.2 Operational, Internal, Natural, Hardware, Non-malicious, Non-deliberate, Accidental and
Persistent Faults

In this section, we focus on faults that are operational, internal, natural, hardware, non-malicious, non-
deliberate, accidental and persistent. (This corresponds to category 12 (cf. Figure 1).)

Abstract Model. Obviously, the fault from this category occurs during the system execution. Generally,
they occur due to hardware degradation over time. And, it is expected that they last for a significant duration
of time. Similar to the faults from Section 4.1, it is expected that the system will continue to function even
when the faults are present. Periodic maintenance would be used to replace the hardware as necessary to
correct this fault.

Taking these impacts that this category of fault has on the underlying system state into account, we
introduceg to denote the hardware state and then the corresponding abstract action in our model is as
follows, wherec is a small real number.

Fault action 1:
g€ — g i =g—¢

Mapping to abstract model - From a concrete example.A typical example from this category occurs
in the context of a braking control system where the brake may wear out due to physical deterioration thus
system failures may occur with accidents and severe damage and human injuries as consequences.
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The basic modeling of braking system includes the speed of the vehicle, the status of brakes (e.g.,
applied or not) and their reliability.

One such fault in this system can be caused by the case where wear and tear on brakes (or other factors)
reduces their effectiveness. Modeling such fault into abstract action is straightforward. If weoudenote
the specified level of performance and integrity of the brake, we can apply abstract action in the basic
model directly. To capture system semantics of this example, we assume value iofthe rang€o, 1]
whereg = 1 corresponds the ideal brake ape- 0 corresponds to a nonfunctioning brake in this case.

Besides, in order to model program actions, we use variatiedenote the speed of the vehicle. And,
we use a Boolean variabbeto denote whether the brake is pressed. (Similay, tocould also be modeled
as a continuous variable. However, this extension is straightforward and, hence omitted.) Thus, when the
brake is pressed, the vehicle reduces the speed. We model this as a reduction in speed by a fixed value
(denoted as C in the below program action) that depends on the reliability of brakes. Hence, one possible
way to define such program action in this context is as follows:

Brake Action:
b == true — s := MAX(s—gx*C,0);

Completeness of this approach for modeling faults from this category. Next, we argue that this
approach is generic for faults from this category. Since the faults are operational in nature, faults occur
at some point after the system is deployed and thus any modeling must include some action where some
component/process becomes faulty. Also considering the faults are internal, natural, non-malicious and non-
deliberate, the fault action should not be triggered by outsider. In other words, the guard of the fault action
should be some status of fault component or process itself, like Fault action 1. Moreover, since the faults are
permanent, it is required that it must be possible for the fault to persist forever (until the faulty component
loses its capability totally).

Thus, any fault that is operational, internal, natural, hardware, nonmalicious, non-deliberate, accidental
and persistent Faults, can be modeled using an approach similar to the one presented earlier. Additionally,
we review faults from recent relevant publications and list how these faults can be modeled using this
approach in Table 3.

Modeling variations of this fault. The above modeling is discrete in nature. It models that when the
brake is pressed, speed reduces by a certain amount. A more accurate model would be to utilize timing
based information for modeling both programs as well as faults. Examples of such approach include the
timed automata [37] that combines transition systems with time. In particular, with such an approach, we
could model speed reducing at a particular rate depending upon the reliability of brakes and the pressure
applied on brakes.

Modeling faults from related categories. Approach similar to the one in this section also applies for
faults from other categories. The above modeling is for the case where fault is permanent in nature. If the
faults persist for some duration and then disappears then we need to model another fault action (similar
to the above fault actiop > ¢ — g := g — €) whereg can be increasedand reach at most as
range required. Based on this discussion, we can model faults from category 12-13 (cf. Figure 1) using the
approach in this section.

However, similar to Section 4.1, for the case where physical elements play a sole role in the structure of
the whole system, when that elements totally loss the functions, e.g. a deflated tire of car, there is no need
to model the fault explicitly. And, the only suitable approach is to use fault prevention to ensure such faults
cannot happen.

Effect during verification and revision of fault-tolerance. It is expected that the fault from this
category will generally require one to consider hybrid models where both discrete and continuous variables
are considered. The effect/effects of such hybrid model in verification is/are considered in [38]. Regarding
revision, revising timed automata is considered in [36]. However, the cost of such revision is often higher
(exponential in the constants involved in specifying timing constraints).
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4.3 Operational, External, Natural, Hardware, Non-malicious, Non-deliberate, Accidental and
Transient Faults

In this section, we focus on faults that are operational, external, natural, hardware, non-malicious, non-
deliberate, accidental and transient. (This corresponds to category 15 in Figure 1.)

Abstract Model. Obviously, the fault from this category occurs during the system execution. Gener-
ally, they occur due to unexpected transient issues that are unlikely to happen again. They are not malicious
in nature but may cause system to behave in an incorrect manner. One approach for dealing with such faults
is self-stabilization [43] where the system is guaranteed to recover from an arbitrary state to a legitimate
state.

Modeling of the fault from this category in terms of transition systems is straightforward since the fault
occurs once (or rarely) and the impact is to change the system state into random value. Specifically, we
introducer to denote system state then the fault can be modeled by the following action:

true — x := random();

Mapping to Abstract Model- From a concrete example.A typical example from this category in-
cludes faults that cause memory to change to an arbitrary state. A possible reason why such errors occur is
cosmic rays, for example. Typically, it is assumed that such faults are not detectable and, hence, the system
continues to operate in spite of them. Another related example in this class includes the use of uninitialized
variables. Such a fault will result in the program starting in an arbitrary state. Moreover, other types of faults
such as crash and message loss can exhibit a behavior that is similar to a fault from this category. Specif-
ically, in [42], authors have shown that in the presence of these faults, the program may be (essentially)
perturbed to an arbitrary state.

Mapping the raw actions in the real example to the abstract action in the model is straightforward. First,
we map the variable (denoted @)schanged by the raw actions inioin the abstract action first. Second,
we map the actual way to change the value td random() in the abstract action. By these two steps, we
can apply the basic abstract model to model fault actions in the real example directly.

Completeness of this approach for modeling faults from this category. Next, we argue that this
approach is generic for faults from this category. Consider the faults are operational in nature, there must be
some fault action (similar to Fault action 1) occuring after the system is deployed. These faults may affect
the entire system or a part of it. Since the faults are transient, this implies that their effect is temporary and
the system continues to execute its actions after faults occur. Moreover, since the fault is accidental and not
deliberate, the effect of fault on the affected part (like var x in Fault action 1) is random. Thus, any fault
that is operational, human made, persistent and malicious, can be modeled using an approach similar to the
one presented earlier. Additionally, In Table 3, we identify faults from recent literature in the aspect of fault
tolerance that can be modeled using this approach.

Modeling variations of this fault. There are several possible variations that one may consider in this
category. For example, the most common assumption used in the literature states that the fault will change
the variable to only a value that is legitimate in some configuration. In other words, the fault will assign the
variable a value that is from its domain; intuitively, this assumption is based on the fact that if the value
assigned to the variable is outside the domain then it would be detected before the variable value is used.
Also, often assumptions are made about inability of the fault to change the code itself, i.e., the fault only
changes data. If faults are allowed to disrupt code then this can be modeled using the approach in Section
4.1. Alternatively, it could also be modeled using the approach in Section 4.4 if it is expected that the fault
will render the corresponding component in a state from where it cannot continue its execution.

Modeling faults from related categories. Approach similar to the one in this section also applies
for faults from other categories. For example, the above modeling can also be applied when the fault is
caused by human being’s non-malicious action. Also, the modeling can be applied where fault is caused by
software. Hence, we can model faults from category 15-16, 18-19, 21, 26, 28-29, 31 (cf. Figure 1) using the
approach in this section.

Effect during verification of fault-tolerance. If one were to verify a system that models transient
faults in the above fashion, then one has to consider system execution from arbitrary (respectively, large
number of) states. In particular, if the fault can corrupt all program variables then this corresponds to con-
sidering execution from arbitrary states. The topic of such verification is considered in the context of self-
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stabilization; in [39], authors have shown the feasibility of verifying self-stabilization using model checker
SMV [2].

Effect during revision for adding fault-tolerance. Other than the state space issue, this fault category
does not introduce new difficulties in model revision. This is due to the fact that no auxiliary variables are
needed to model this fault. An example where such fault modeling is used in model revision includes [40].

4.4 Operational, External, Hardware, Non-malicious and Persistent Faults

In this section, we focus on the class of faults that are operational, external, hardware, non-malicious and
persistent. (They correspond to category 14, 17 and 20 (cf. Figure 1).) These categories differ in terms of
whether the fault is human-made or natural as well as whether the fault is deliberate or non-deliberate.
However, the exact cause is not important in modeling effect of such faults.

Abstract Model. Unlike the faults from Section 4.1, where faults are malicious in nature, the faults in
category 14, 17 and 20 are non-malicious. It is expected that these faults are persistent in nature. Examples
of such faults include failure of nodes, failure of channels etc.

Modeling of such fault in terms of transition is similar to that in Section 4.1. Specifically, since the
faulty component is permanently ‘killed’ we can model it with an auxiliary varigbtéat denotes whether
the given component is correct or whether it has failed. Alsajdét denote state of a node (including its
buffered messages). Now, the fault action can be modeled as follows:

Fault action 1:
C = true —C' := false, data := empty;

Additionally, all program actions would have to be modified so that they only execute when the switch
is functioning correctly. In other words, all actions by which one node communicates with another would
have to be modified so that it can occur only if the respective nodes have not failed.

Mapping to Abstract Model- From a concrete example.A typical example of the faults from this
category occurs in context of networking systems where a fault may cause one or more nodes to fail in a
manner where it completely stops working.

One example of such a system is from [33] where authors have focused on developing a failstop pro-
cessor: A failstop processor works correctly before a fault occurs and it performs no actions when it fails.
Moreover, data maintained at the failed processor is lost.

Another example is SafetyNet [27]. SafetyNet is a lightweight global checkpoint/recovery scheme. It
aims at providing stable and reliable system services even in the situation of either dropped coherence
messages or the loss of an interconnection network switch (and its buffered messages).

Mapping raw actions in the real example to abstract action in the model described above is very straight-
forward. The steps is similar with Section 4.3(, and hence omitted).

Completeness of this approach for modeling faults from this category. Next, we argue that this
approach is generic for faults from this category. Specifically, considering the faults are operational, it is
required to include in the modeling such an action to denote faulty components/processes appear in the
system. Also, since faults of this category are persistent, it is required that it must be possible for the fault to
persist forever (such as that indicated by Fault action 1). Since the fault is external and non-malicious, the
occurrence of fault is due to some change of environment condition and hence there must be some variable
to denote this change in the modeling (like var c in the Fault action 1). Thus, any fault that is operational,
external, persistent, hardware and non-malicious, can be modeled using an approach similar to the one
presented earlier. We review faults from recent literature in the area of fault tolerance, and find that how
these faults identified in Table 3 can be modeled using this approach.

Modeling variations of this fault. There are several possible variations that one may consider in this
category of faults. For example, a 2D torus topology is considered in [27] to prevent a single point-of-failure
by splitting each switch into two half-switches. Execution may resume after reconfiguration to route around
the lost switch [28] although at reduced bandwidth. In this case, we can use two variables to denote the
link status and buffered data of each half-switch independently. The link status of the whole switch can
be modeled as disjunction of the link status of each half element. Also often redundancy is used in the
networking system. For example, the configuration of a specific point-to-point path may consist of several
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available links. If such an assumption is desired, one can model the fault action for each available switch
first. Then, the link status of the whole configuration can be modeled as disjunction value of these available
switches.

The fault modeling from this section assumes that the fault is permanent, i.e., the failed node remains
failed forever. A variation of this model is one where the faulty node is repaired and integrated in the system.
In this case, a dual of the fault action wheres set to true must be added. Depending upon how such an
action restores the node, the data associated with the node would change. For example, if the restore is
equivalent to reboot where the node starts from some fixed state, data will be changed accordingly.

Modeling faults from related categories. Approach similar to the one in this section also applies for
faults from other categories. For example, the above modeling can be used whether faults affect hardware
or software. Hence, we can model faults from category 27 and 30 (cf. Figure 1) using the approach in this
section.

Effect during verification and revision of fault-tolerance. The effect on verification and revision
is similar to that in Section 4.1. There are some possible changes depending upon the assumptions about
faults. In particular, variabl€’ introduced in fault actions may or may not be readable by other processes
depending upon whether one assumes that a fault is detectable or not. Furthermore, approaches such as
failure detectors [41] could be used to model more fine tuned assumptions about delectability of the fault.

4.5 Development Faults

In this section, we focus on faults that occur during development. This corresponds to category 1-11 in the
Figure 1. Typical examples of such faults cause software flaws, logic bombs and hardware errata, etc. If the
developer(s) or operator(s) did not realize at the time that the consequence of their decision was a fault (or
conceal faulty actions like logic bombs with the malicious purpose), and furthermore, design or decision is
accepted for use, these faults can be treated as intrinsic nature of system and the occurrence of the faults is
unavoidable.

A concrete example. A typical example from this class includes Pentium FDIV bug in the Intel P5
Pentium floating point unit(FPU) that was caused by few missing entries in the lookup table used by the
divide operation. Another example is that of buffer overflows where one copies a longer string into a shorter
string thereby affecting other parts of memory.

We argue that for such faults, formal methods for modeling faults explicitly are either undesirable or
impossible. For such faults, a more practical approach is fault prevention where the goal is to ensure that
the fault does not occur. For example, a thorough analysis of code could be useful to ensure that logic
bombs do not occur. Likewise, analysis of Pentium FPU with theorem provers [34] has been successful in
identifying the missing table entries in Pentium. Likewise, approaches such as [35] can be used to prevent
buffer overflows.

In other words, for faults from this category, one needs to con&udirfree executiomo show that the
fault does not occur. Since this requires consideration of fanll-freeexecution, it does not require one to
model faults explicitly.

That said, in certain instances, one may consider these faults explicitly and tolerate them, as preventing
them may be impossible. In such cases, one needs to consiedietief the development faults. We expect
most such development faults to exhibit themselves as malicious faults (cf. Section 4.1) or as failstop (cf.
Section 4.4) faults. In particular, we have discussed modeling of faults from category 5 and 6 in Section 4.1.

5 Practicability of Modeling during Verification and Revision

In Section 4, we considered tf@asibilityof modeling faults in terms of transition systems. In this section,
we utilize those results in identifying thacticability of such modeling. Specifically, our goal is to evaluate
thecostof such modeling in two contextmodel-checkingndmodel revisionln case of model checking,
we want to compare the cost of verifyingfault-intolerantprogram with that of verifyindault-tolerant
program. And, in case of model revision, we want to compare the costrifjing fault-intoleranprogram
with that of revising it to add fault-toleranceBoth these tasks are feasible only if we can model the faults
during the verification and/or revision process.
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5.1 Cost of Modeling Faults during Model Checking

Model checking focuses on deciding whether a given model of system\/ssgtisfies the given property

pr. While the cost of model checking depends upon several factors, one important factor is the state space
of the resulting model. Since modeling of faults in terms of transitions has the potential to increase the state
space of the program, we evaluate the cost in terms of the increased state space. Specifically, we consider
the increased cost of modeling faults from Sections 4.1-4.4.

Observe that for modeling persistent and malicious faults, in Section 4.1, we needed to add a variable
m.j for every user. Essentially, this would double the state space of that user. Moreover, if theresars
in the system, then the total state space wilkbaimes more than that of the fault-intolerant system.

For faults from Section 4.2, the cost depends upon whether the physical degradation can be modeled
using discrete values or whether continuous modeling is required. If the physical degradation is modeled
using discrete values as in Section 4.2, the total state space will increase by a constant factor when com-
pared with that of the fault-intolerant system. If the physical is modeled using continuous values, especially
modeling in hybrid automata [38], the total reachability problem is potentially undecidable.

If one were to verify a system that models transient fault as in Section 4.3, then one has to consider all
possible states that could be subtantially larger. However, the total state space will be unchanged compared
with that of fault-intolerant system.

Since the modeling approach of faults from Section 4.4 is similar to that in Section 4.1, the increased
state space on verification of modeling faults from Section 4.4 is similar to that of Section 4.1.

Based on the above discussion, we summarize the increased cost of modeling faults from Sections
4.1-4.4in Table 1.

Increased Cost of Modeling Faults during Model Checking
Faults from Section 4.[Increased by a factor @f".
%r)]creased by a constant factor if discrete degradation isidered.
otentially undecidable if continuous degradation is cbersd.
Faults from Section 4.8nchanged in statespace.
Faults from Section 4 dncreased by a factor @f".
Table 1: Cost of Modeling Faults during Model Checkingerms of the Increased State Space

Faults from Section 4.

According to the results in Table 1, we argue that the increased cost due to modeling faults in 18
categories (identifed in Section 4.1, 4.3 and 4.4) is reasonable. However, the increased cost due to modeling
faults in 2 categories (identified in Section 4.2) is high.

5.2 Cost of Modeling Faults during Model Revision

Since model checking computes (directly or indirectly) all computation&/ofo determine whethepr
is satisfied, it is especially useful in providing assurance about a system developed from that model. The
related problem of model revision [3, 4] focuses on scenarios where model checking produces a counterex-
ample or where an existing model needs to be revised to add new properties (such as safety, liveness and
timing constraints). Thus, the goal in model revision is to modify the given mbfsb that it satisfies the
given propertypr. Since the revised model is correct by construction, it can assist us in obtaining a correct
model of system when model checking ends up finding a counterexample.
Considering read-write restriction must be continued to be satisfied in the revised model, for modeling
persistent and malicious faults in Section 4.1, variabl¢ is readable only to nodg¢ Other nodes cannot
read it. Besides, variable.;j cannot be changed by any node; it may be changed only by a fault action.
These restrictions have been shown to increase complexity from P to NP-complete in some instances [22].
Regarding revision for the modeling of faults from Section 4.2, revising timed automata is considered in
[36]. However, the cost of such revision is often higher (exponential in the constants involved in specifying
timing constraints. In some circumstance, the problem is even undecidable.
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For modeling transient faults in Section 4.3, it does not introduce new difficulties in model revision.
This is due to the fact that no auxiliary variables are needed to model this fault. An example where such
fault modeling is used in model revision includes [40].

Similarly to modeling of faults from Section 4.1, the complexity of modeling faults from Section 4.4 is
increased from P to NP-complte in certain circumstance.

As discussed above, we summarize the complexity issues caused by modeling faults from Sections
4.1-4.4 during model revision in Table 2.

Complexity of Modeling Faults during Model Revisipn

Faults from Section 4.From P to NP-complete in size of statespace.

Faults from Section 4.2)ndecidable in certain circumstance.

or centralized system, unchanged in complexity class.

or distributed system, conjectured to NP-complete.

Faults from Section 4.4rom P to NP-complete in size of statespace.
Table 2: Complexity of Modeling Faults during Model Revision

Faults from Section 4.1{

Based on these results in Table 2, the complexity increases substantially for model revision. However,
efficient heuristics have been found to mitigate the complexity for modeling faults identified in Section 4.1,
4.3 and 4.4. Hence, we argue that model revision for faults from these categories is practical. And for faults
discussed in Section 4.2, the increased complexity may be too high.

6 Related work

Formally modeling of faults is studied from different perspectives. One approach focuses on representing
the faults in a formal expression (e.g. process algebra, higher-order logic, atomic actions, etc) and thus fa-
cilitates the development of the fault-tolerant system. More specifically, modeling faults by process algebra
represents fault as process as well as the system processes, and hence the system behavior in the presence
of faults with this modeling approach can be a composition of processes. Subsequently, designer can utilize
the existing verification techniques (e.g. model checking) to guarantee the correctness of design. The typ-
ical examples utilizing process algebra include [13, 19-21]. In [23], fault is modeled in a typed-system in
higher-order logic and such a modeling approach can utilize the PVS system prover to specify and verify the
design and implementation of the system. In [24, 25], authors model the fault as a set of atomic actions and
design recovery actions from faults. Then, they show that the union of the program actions and the recovery
actions meets system requirements in the presence of faults. However, these approaches seem tedious when
one needs to differentiate and model the diversity of fault classes. By contrast, our approach will advance
the applicability of the uniform modeling approach by allowing designers to model different classes of
faults. Hence our approach is desirable when one needs to designing different levels of fault-tolerance to
different classes of faults.

Our work is orthogonal to several existing approaches (e.g. [44—-4ifdatifying faultdn early stages
of design and anticipating all possible faults that could occur in the system. The results in this paper are
intended towards modeling faults identified using techniques such as those in [44—47] so that one can utilize
techniques from model checking and revision.

Some formal specifications (e.g., in [14-18]) have addressed the problem of modeling only one specific
class of fault. However, there are many situations where a system may be subject to multiple classes of
faults. Our approach pursues to achieve uniform modeling of faults from different classes. The uniform
formal modeling in our approach is necessary especially when we need to design or test the system where
multiple classes of faults may occur.

7 Conclusion

This paper focused on bridging the gap between theory and practice of fault-tolerant systems by identifying
a uniform model for different categories of faults. Towards this end, we began with the classification that


Sina
Stamp


43

Jingshu Chen and Sandeep Kulkarni

is based on practitioner’s point of view [7] and for each category, either (1) identified how that fault can
be modeled using transition systems or (2) argued that fault prevention techniques should be used for the
corresponding fault thereby obviating the need for modeling that fault explicitly.

We show that (1) for 18 categories of the 31 catetories from [7], modeling faults using transition systems
is practical and feasible; (2) for 2 categories, modeling faults using transition systems is feasible but not
practical and (3) for 11 categories, modeling faults using transition system is not feasible.

Our approach for modeling faults is analogous with the approach for modeling fault-free behavior in
model checking and the latter has been shown to be one of the most successful strategies for analyzing
fault-free models. Also, our approach has been used in verifying and revising fault-tolerant programs in the
context of specific instances of faults [4, 5, 25]. Hence, we expect the results in this paper to bridge the gap
between theory and practice in providing assurance about fault-tolerant system design. Moreover, as the
examples in Section 4 illustrate, our uniform fault modeling approach is beneficial in the situation where
the system is subject to multiple faults from different classes (e.g., node crash vs message loss vs malicious
attacker). Particularly, our uniform modeling of faults will assist in analyzing the system that is subject
to multiple faults and furthermore utilizing the existing technologies (e.g., [8, 9]) to analyze and provide
tolerance to such situations.
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A Relative Completeness of this approach with Recent Literature

In this section, we evaluate relative completeness of modeling approach proposed in our paper with recent
literature. In particular, we study the papers from two premier conferences in the area of fault tolerance:
the International Conference On Distributed Computing Systems (ICDCS) and the IEEE/IFIP International
Conference on Dependable Systems and Networks (DSN) since 2007.

Of 139 fault-tolerant relevant papers, we evaluate each paper whether modeling of those faults is feasible
using the approaches mentioned in our paper. We find that faults mentioned from 51 papers can be modeled
in the approach proposed in Section 4.1. Faults mentioned from 13 papers can be modeled in the approach
proposed in Section 4.2. The fault model in the Section 4.3 can be applied to modeling faults from 40
papers. And the fault model in the Section 4.4 can be used in modeling faults from 31 papers. Besides, there
are faults from 4 papers that can’t be modeled in the approach proposed in our paper. We summarize our
evaluation that how these faults can be modeled in the our proposed approaches in Table 3.

Appropriate Model  |Faults proposed in the publications from DSN and
ICDCSsince 2007
DDoS Attacks in [2], [23]
elfishness of Node/Host in distributed system in|[4],
6], [17], [18], [21], [28], [50], [55], [S6], [60], [70]
[71], [74], [123], [135], [136], [137], [138], [139]
Attacks in [11], [19], [20], [24], [25], [26], [58], [59],
[61], [66], [67], [68], [76], [77], [96], [99], [100], [104],
[105], [109], [110], [112], [117], [124], [127], [133],
[134]
Worms in [12], [111], [114],
Power degradation of Battery in MANETs mentioned
Approach in Section 4ia [5],
Energy consumption in [13], [35], [39], [40], [41], [42
[45], [52], [57], [62], [65],
Aging-related bug in [129],
Data Incoherency in [3], [8], [14], [27], [30], [32], [34]
[371, [38], [43], [44], [46], [49], [72], [87], [116], [130],
Approach in Section 4[331]
Noise in WSN [10],
User’s misbehavior in [22], [67], [94], [106]
Uncertain data in [53], [93], [103], [108], [122]
Transient bugs in [64], [73], [75], [83], [84], [85], [89
[91], [107], [115], [120], [121], [128], [132]
Message Loss in [1], [15], [80], [102]
Approach in Section 4@rash Failure in [6], [7], [36], [47], [48], [51], [54
[63], [69], [78], [79], [81], [82], [86], [90], [92], [95]
[113], [125], [126], [128]
Disconnection in distributed system in [8], [29], [31],
[97]1[33], [98], [101].
No approach is feasibjeode injection in [88], OS bugs in [118], Security flaw
of web service in [119], program bugs in [140]
Table 3: Classification of Faults proposed in the publicatibBSN and ICDCSsince 2007

Approach in Section 4

—

—
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Abstract. Due to the advent of multicore machines, shared memory distributed
computing models taking into account asynchrony and process crashes are be-
coming more and more important. This paper visits some of the models for these
systems, and analyses their properties from a computability point of view. Among
them, the snapshot model and the iterated model are particularly investigated. The
paper visits also several approaches that have been proposed to model crash fail-
ures. Among them, theait-freecase where any number of processes can crash is
fundamental. The paper also considers models where tipricesses can crash,

and where the crashes are not independent. The aim of this survey is to help the
reader to better understand recent advances on what is known about the power
and limits of distributed computing shared memory models and their underlying
mathematics.
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1 Introduction

Sequential computing vs distributed computiMpdern computer science was born
with the discovery of the Turing machine model, that captures the nature and the power
of sequential computing, and with the proofs of equivalence of this model with all other
known models of a computer (e.g., Post systems, Church’s lambda calculus, etc.). This
means that théunctionsthat can be computed in one model are exactly the same that
the ones that can be computed in another model: these sequential computing models are
defined by the same set of computable functions.

An asynchronous distributed computing model consists of a set of processes (in-
dividual state machines) that communicate through some communication medium and
satisfy some failure assumptionssynchronousneans that the speed of processes is
entirely arbitrary: each one proceeds at its own speed which can vary and is always
independent of the speed of other processes. Other timing assumptions are also of in-
terest. In asynchronousnodel, processes progress in a lock-step manner, while in a
partially synchronousystem the speed of processes is not as tightly related.
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If the components (processes and communication media) t&ihand each pro-
cess is a Turing machine, then the distributed system is equivalent to a sequential Turing
machine, from the computability point of view. Namely, processes can communicate to
each other everything they know, and they compute locally any (Turing-computable)
function. In this sense the power of failure-free distributed computing is the same as the
one of sequential computing. Unfortunately the situation is different when processes
are prone to failures.

Asynchronous distributed computing in presence of failuissconsider here the case
of the most benign process failure model, namely, the crash failure model. This means
that, in addition to proceeding asynchronously, a process may crash in an unpredictable
way (premature stop). Moreover, crashes are stable: a crashed process does not recover.
The net effect of asynchrony and process crashes gives rise to a fundamental feature
of distributed computing: a process may always have uncertainty about the state of other
processes. Processes cannot compute the same global state of the system, to simulate a
sequential computation. Actually, in distributed computing we are interested in focusing
ondistributedaspects of computation, and thus we eliminate any restrictions on local,
sequential computation. That is, when studying distributed computability (and disregard
complexity issues), we model each process by an infinite state machine. We get models
whose power is orthogonal to the power of a Turing machine. Namely, each process can
compute functions that are not Turing-computable, but the system as a whole cannot
solve problems that are easily solvable by a Turing machine (in a centralized manner).
The decision problems encountered in distributed systems, ¢alikd are indeed
distributed each process has only part of the input to the problem. After communicat-
ing with each other, each process computes a part of the solution to the problem. A
task specifies the possible inputs, and which part of the input gets each process. The
input/output relation of the task, specifies the legal outputs for each input, and which
part of the output can be produced by each process. From a computability point of view,
a distributed system where even a single process may crash cannot solve tasks that can
be computed by a Turing machine.

The multiplicity of distributed computing models this paper we consider the sim-

plest case, where processes can fail only by crashing. Even in the case of crash failures,
several models have been considered in the past, by specifying how many processes
can fall, if these failures are independent or not, and if the shared memory can also
fail or not. The underlying communication model can also take many forms. The most
basic is when processes communicate by reading and writing to a shared memory. How-
ever, stronger communication objects are needed to be able to compute certain tasks.
Also, some systems are better modeled by message passing channels. Plenty of dis-
tributed computing models are encountered in the literature, with combination of these
and other assumptions. A “holy grail” quest is the discovery of a basic distributed model
that could be used to study essential computability properties, and then generalize or ex-
trapolate results to other models, by systematic reductions and simulations. This would
be great because, we would be able to completely depart from the situation of early
distributed computing research, and instead of working on specific results suited to par-
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ticular models only, a basic model allow us to have more gépesitive (algorithms)
or negative (lower bounds and impossibility) results.

There is evidence that the basic model where processes communicate by atomically
reading and writing a shared memory, and any number of them can crash, is fundamen-
tal. This paper considers this basait-freemodel, motivated by the following reasons.

First, the asynchronous read/write communication model is the least powerful non-
trivial shared memory model. Second, it is possible to simulate an atomic read/write
register on top of a message-passing system as soon as less than half of the processes
may crash [6,55] (but if more than half of the processes may crash, a message passing
system is less powerful). Third, it has been observed that techniques used to analyze the
read/write model can be extended to analyze models with more powerful shared objects
(e.g., [32]), and that results about task computability when bounds on the number of
failures are known can be reduced to the wait-free case via simulations e.g. [13].

Safety and liveness propertie&s far as safety an liveness properties are concerned,
the paper considers mainly linearizability and wait-freedbimearizabilitymeans that

the shared memory operations appear as if they have been executed sequentially, each
operation appearing as being executed between its start event and its end event [36] (lin-
earizability generalizes the atomicity notion introduced for shared read/write registers
in [43] to any object type)Wait-freedommeans that any operation on a shared object
invoked by a non-faulty process (a process that does not crash) does terminate whatever
the behavior of the other processes, i.e., whatever their asynchrony and failure pattern
[29] (wait-freedom can be seen as starvation-freedom despite any number of process
crashes).

Content of the papefThis survey is on the power and limits of shared memory dis-
tributed computing models to solve tasks, in environments where processes can fail by
crashing. It takes the approach that the write-snapshot wait-free iterated model is at the
center of distributed computing theory. Results and techniques about this model can
be extrapolated to the usual read/write models (where registers can be accessed many
times) and message passing modes. Also, they can be extrapolated to models where
bounds on the number of failures are known, or where failures are correlated.

It first defines what is a task (the distributed counterpart of a function in sequen-
tial computing) in Section 2. Then, Section 3 presents and investigates the base asyn-
chronous read/write distributed computing model and its associated snapshot abstrac-
tion that makes programs easier to write, analyze and prove. Next, Section 4 considers
the iterated write-snapshot model that is more structured than the base write/snapshot
model. Interestingly, this model has a nice mathematical structure that makes it very
attractive to study properties of shared memory-based distributed computing.

Section 5 considers the case where the previous models are enriched with failure
detectors. It shows that there is a tradeoff between the computational structure of the
model and the power added by a failure detector. Section 6 considers the case of a very
general failure model, namely the adversary failure model. Section 7 discusses the BG
simulation (and its variants) that reduces questions about task solvability under other
adversaries, to the simplest adversary, namely to the wait-free case. The BG simulation
relies on a new object type that is calledfe agreemeniSection 8 presents a new
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implementation of the safe agreement object type based dtethéed model. Finally,
Section 9 concludes the paper.

2 Whatis atask?

As already indicated, taskis the distributed counterpart of the notion ofumction
encountered in sequential computing. In a tAskach of the: processes starts with an

input value and each process that does not crash has to decide on an output value such
the set of output values has to be permitted by the task specification. More formally
we have the following where all vectors anedimensional ¢ being the number of
processes) [34].

Definition A taskT is a triple(Z, O, A) whereZ is a set of input vectors) is a set of
output vectors, and\ is a relation that associates with edch 7 at least on&® € O.

The vector] € T is the input vector where, for each entry [i] is the private input
of processp;. Similarly O describes the output vector whefsi] is the output that
should be produced by process A(I) defines which are the output vectors legal for
the input vectod .

Solving a taskRoughly speaking, an algorithm wait-free solves a task if the fol-
lowing holds. In any run of4, each procesg; starts with an input valuér; such that
3I € T with I[i] = in; (we say b, proposesn;”) and each non-faulty proceps even-
tually computes an output valuet; (we say ‘p; decidesut;”) such thatiO € A(I)
with O[j] = out; for all processep; that have computed an output value.

Examples of task§ he most famous task @nsensuf20]. Each input vectorf defines

the values proposed by the processes. An output vé2tr a vector whose entries
contain the same value auallis such thatA(7) contains all vectors whose single value

is a value ofl. The k-set agreement task relaxes consensus allowing épdiierent
values to be decided [18]. Other examples of tasks are renaming [7] and weak symmetry
breaking (see [15] for an introductory survey), a@sdimultaneous consensus [4].

3 Base shared memory models

3.1 The wait-free read/write model

Base wait-free moderhis computational model is defined hyequential asynchronous
processesg;, ..., p, that communicate by reading and writing one-writer/multi-reader
(I1WMR) reliable atomic registers. Moreover uprte- 1 processes may crash. Given a
run of an algorithm, a process that crashdaustyin that run, otherwise it ison-faulty

(or correcy).

This is the well-knowwait-freeshared memory distributed model. As processes are
asynchronous and the only means they have to communicate is reading and writing
atomic registers, it follows that the main feature of this model is the impossibility for a
procesy; to know if another process; is slow or has crashed. This “indistinguisha-
bility” feature lies at the source of several impossibility results (e.g., the consensus
impossibility [44]).
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The case of an unreliable shared memdrige previous model assumes that the atomic
registers areeliable: a read or a write always returns and the atomicity behavior is
always provided.

In a real distributed system potentially any of its components could fail. As we
are interested in benign crash failures (the simplest kind of failures), we might also
consider register crash failures, i.e., the case where registers stop working. Two types
of such failures can be distinguished: responsive and non-responsive. In the responsive
type, a register fails if it behaves correctly until some time, after which every read or
write operation returns the default value. hence, the register behaves correctly until
it crashes (if it ever crashes) and then the failure can be detected. Responsive crash is
sometimes callethil-stop. In the non-responsive type, after a register has crashed, its
read and write operations never terminate, they remain pending forever. Non-responsive
crash is sometimes callddil-silent

Itis possible to build reliable atomic registers on top of crash-prone base atomic reg-
isters. More precisely, let us assume that we want to cope with the crash of upre>
liable base registers-¢egister-resilience). There ateegister-resilient wait-free algo-
rithms that build an atomic register [27]. If failure are responsive (resp., non-responsive)
t+ 1 (resp. 2t + 1) base registers are necessary and sufficient. As register crash failures
can be overcome, we consider only reliable registers in the rest of the paper.

3.2 The snapshot abstraction

Designing correct distributed algorithms is hard. Thus, it is interesting to construct out
of read/write registers communication abstractions of higher level. A very useful ab-
straction (which can be efficiently constructed from read/write registersmapshot
object [1] (more developments on snapshot objects can be found in [5,8,37]).

A snapshot abstracts an array of IWMR atomic registers with one entry per pro-
cess and provides them with two operations dendfedrite(v) and X.snapshot()
where X is the corresponding snapshot object [1]. The former assignsX [i] (and
is consequently also denotédi] < v). Only p; can write X [i]. The latter operation,

X .snapshot(), returns to the invoking procegsthe current value of the whole arra.

The fundamental property of a snapshot object is that all write and snapshot operations
appear as if they have been executed atomically, which means that a snapshot object is
linearizable [36]. These operations can be wait-free built on top of atomic read/write
registers (the best implementation known so far @és log n) time complexity [3]).

Hence, a shapshot object provides the programmer with a high level shared memory
abstraction but does not provide her/him with additional computational power.

3.3 A progress condition weaker than wait-freedom

As already indicated, the progress condition associated with an algorithm solving a task
in the base shared memory distributed computing model is wait-freedom (any correct
process has to decide has a value whatever the behavior of the other processes). This
is the strongest progress condition one can think of but is not the only one. We present
here a weaker progress condition.
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Obstruction-freedomVait-freedom is independent of the concurrency pattern. Differ-
ently, obstruction-freedom involves the concurrency pattern. It states that, if a correct
process executes alone during a long enough period, it has to decide a value [30]. The
words “long enough period” are due to asynchrony, they capture the fact that a process
needs time to execute the algorithm.

As we can see, there are concurrency patterns in which no process is required to
decide when we consider the obstruction-freedom progress condition. The important
point to notice is that any algorithm that solves a task with the obstruction-freedom
progress condition has to always ensure the task safety property: if processes decide,
the decided values have to be correct.

Obstruction-freedom vs wait-freedo@®bstruction-freedom is a progress condition that
is trivially weaker (i.e., less constraining) than wait-freedom. This has a consequence
on task computability. As an example, while it is impossible to wait-free solves the
consensus problem in the base read/write (or snapshot) shared memory model, it is
possible to solve it in the same model when the wait-freedom requirement is replaced
by obstruction-freedom.

More generally, when conflicts are rare, obstruction-freedom can be used instead of
wait-freedom.

4 The iterated write-snapshot model

4.1 The iterated write-snapshot model

Attempts at unifying different read/write distributed computing models have restricted
their attention to a subset afund-basedxecutions e.g. [14,33,46]. The approach in-
troduced in [12] proposes aterated model in which processes execute an infinite
sequence of rounds, and in each round communicate through a specific object called
one-shot write-snapshabject. This section presents this shared memory distributed
computing model [49].

One-shot write-snapshot obje& one-shot write-snapshatbject abstracts an array
WS[1..n] that can be accessed by a single operation denetid_snapshot() that
each process invokes at most once. That operation pieces togetheritélg and
snapshot() operations presented previously [11]. Intuitively, when a propess/okes
write_snapshot(v) it is as if it instantaneously executes a wriéS[:] «— v operation
followed by an WS.snapshot() operation. If severalS.write_snapshot() operations
are executed simultaneously, then their corresponding writes are executed concurrently,
and then their corresponding snapshots are also executed concurrently (each of the con-
current operations sees the values written by the other concurrent operations): they are
set-linearizable [48]IWS[1..n] is initialized to[ L, ... , 1].

When invoked by a procegs, the semantics of therite_snapshot() operation is
characterized by the following properties, wherés the value written by, andsm,
the value (owview) it gets back from the operation. A viewn; is a set of pairgk, vy ),
wherevy, corresponds to the value jn,’s entry of the array. IfWS[k] = L, the pair



(k, L) is not placed insmm;. Moreover, we assume thatn; = (), if the proces®; never
invokes WS .write_snapshot(). These properties are:

— Self-inclusion. Vi : (i,v;) € sm;.

— Containment. Vi, j : sm; C sm; V sm; C sm;.

— Immediacy. Vi,j : [(i,v;) € smj A (j,v;) € sm;] = (sm; = sm;).

— Termination. Any invocation of WS.write_snapshot() by a correct process termi-
nates.

The self-inclusion property states that a process sees its write, while the containment
properties states that the views obtained by processes are totally ordered. Finally, the
immediacy property states that if two processes “see each other”, they obtain the same
view (the size of which corresponds to thencurrencydegree of the corresponding
write_snapshot() invocations).

The iterated modeln theiterated write-snapshot mod@WS) the shared memory is

made up of an infinite number of one-shot write-snapshot objBei$l], WS[2], ...

These objects are accessed sequentially and asynchronously by each process, according
to the round-based pattern described in Figure 1 whgisep;’s current round number.

Ty < 0;

loop foreverr; « r; + 1;
local computations; compute;
sm; «— WS[ri].write_snapshot(v;);
local computations

end loop.

Fig. 1. Generic algorithm for the iterated write-snapshot model

A fundamental result_et us observe that the IWS model requires each correct process
to execute an infinite number of rounds. However, it is possible that a correct process
p1 is unable to receive information from another correct proggssConsider a run
where both execute an infinite number of roundshus scheduled beforg, in every

round. Thusp; never reads a value written to a write-snapshot objegbb®f course,

in the usual (non-iterated read/write shared memory) asynchronous model, two correct
processes can always eventually communicate with each other. Thus, at first glance, one
could intuitively think that the base read/write model and the IWS model have different
computability power. The fundamental result associated with the IWS model is captured
by the following theorem that shows that the previous intuition is incorrect.

Definition 1. A task isboundedf its set of input vectorg is finite.

Theorem 1. [12] A bounded task can be wait-free solved in1NéMR shared memory
model if and only if it can be wait-free solved in ¢S model.
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Why the IWS model7The interest of the IWS model comes from its elegant and sim-
ple round-by-round iterative structure. It restricts the set of interleavings of the shared
memory model without restricting the power of the model. Its runs have an elegant re-
cursive structure: the structure of the global state afterl rounds is easily obtained
from the structure of the global state afierounds. This implies a strong correlation
with topology (see the next section) which allows for an easier analysis of wait-free
asynchronous computations to prove impossibility results, e.g. [31,32]. The recursive
structure of runs also facilitates the design and analysis of algorithms (see Section 7 for
an example), e.g. [25].

4.2 A mathematical view

The properties that characterize thete_snapshot() operation are represented in Fig-

ure 2 for the case of three processes. In the topology parlance, this picture represents
a simplicial complex,i.e., a family of sets closed under containment. Each set, which

is called asimplex represents the views of the processes after accessing the one-shot
write-snapshot object associated with the corresponding roundv@ttieesare 0-
simplexes (size one); edges drsimplexes (size two); triangles a2esimplexes (size

three) and so on. Each vertex is associated with a progessl labeled with its name.

The highlighte®-simplex on the picture at the left represents a run wheendps
access the object concurrently, both get the same views seeing each other, but not seeing
p2, Which accesses the object later, and gets back a view with the 3 values written to
the object. Bup, cannot tell the order in which; andps access the object; the other
two runs are indistinguishable i@, wherep,; accesses the object befgreand hence
gets back only its own value or the opposite. These two runs are represented by the
2-simplexes at the bottom corners of the left picture. Thus, the vertices at the corners of
the complex represents the runs where only one progesscesses the object, and the
vertices in the edges connecting the corners represent runs where only two processes
access the object. The triangle in the center of the complex represents the run where all
three processes access the object concurrently, and get back the same view.

y
(]
#Xt

fl

; \
W[ | o‘.

Fig. 2. One, two and three rounds in the iterated write-snapshot (IWS) model
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Hence, the state of an execution after the first round (with whi@ssociated the
write-snapshot objeclS|1]) is represented by one of the internal triangles of the left
picture (e.g., the one discussed previously that is represented by the bold triangle in
the pictures). Then, the state of that execution after the second round (with which is
associated the write-snapshot obj8c$[2]) is represented by one of the small triangles
inside the bold triangle in the picture in the middle. Etc. More generally, as shown in
Figure 2, one can see that, in the write-snapshot iterated model, at every round, a new
complex is constructed recursively by replacing each simplex by a one-round complex.

4.3 Arecursive write-snapshot algorithm

Figure 3 presents a read/write algorithm that implementsifiie_snapshot() opera-
tion. Interestingly, this algorithm is recursive [15,25]. A proof can be found in [15]. To
allow for a recursive formulation, an additional recursion parameter is used. More pre-
cisely, in a round-, a process invokeSM .write_snapshot(n, v) where the initial value
of the recursion parametersisand SM stands forl/S|r].

SM is a shared array of size(initialized to[ L, ... , L] and such that eac$iM/ [z]
is an array of» 1WnR atomic registers. The atomic regisi#¥/ [x][i] can be read by
all processes but written only by.

Let us consider the invocatiofiM .write_snapshot(z, v) issued byp;. Procesw;
first writesSM [z][¢] and reads (not atomically) the arr&y/[z][1..n] that is associated
with the recursion parameter(lines 01-02). Theryp,; computes the set of processes that
have already attained the recursion lev€line 03; let us note that recursion levels are
decreasing frome ton — 1, etc.). If the set of processes that have attained the recursion
level z (from p;’s point of view) contains exactly processesp; returns this set as a
result (lines 04-05). Otherwise less thamprocesses have attained the recursion level
z. In that casep; recursively invokesSM .write_snapshot(x — 1) (line 06) in order to
attain and stop at the recursion leyedttained by exactly processes.

operation SM .write_snapshot(x, v):

% xz (n > x > 1) is the recursion parameter %
(01) SM[z][i] < v;
(02) for 1 < j < ndoaux;[j] — SM|[z][j] end for;
(03) pairs, < {(j,v") | 3j such thawuz;[j] =" # L};
(04) if (|pairs;| = )

(05) then sm; « pairs,
(06) else sm; < SM .write_snapshot(z — 1, v)
(07) end if;

(08) return(sm;).

Fig. 3. A recursive write-snapshot algorithm (code fo)

The cost of a shared memory distributed algorithm is usually measured by the num-
ber of shared memory accesses, caliegh complexityThe step complexity op;’s
invocation isO(n(n — |sm;| + 1)).
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4.4 lterative model vs recursive algorithm

It is interesting to observe that the iterative structure that defines the IWS model and
the recursion-based formulation of the previous algorithm are closely related notions.
In one case iterations are at the core of the model while in the other case recursion is
only an algorithmic tool. However, the runs of a recursion-based algorithm are of an
iterated nature: in each iteration only one array of registers is accessed, and the array is
accessed only in this iteration.

5 Enriching a system with a failure detector

5.1 Adding failure detectors to the IWS model

The concept of a failure detectofhis concept has been introduced by Chandra and
Toueg [17] (see [53] for an introductory survey). Informally, a failure detector is a
device that provides each procegswith information about process failures, through

a local variablefd; that p; can only read. Several classes of failure detectors can be
defined according to the kind and the quality of the information on failures that has to
be delivered to the processes.

Of course, a non-trivial failure detector requires that the system satisfies additional
behavioral assumptions in order to be implemented. The interested reader will find such
additional behavioral assumptions and corresponding algorithms implementing failure
detectors of several classes in chapter 7 of [55].

An example One of the most known failure detectors is the eventual leader failure
detector denote®® [16]. This failure detector is fundamental because it encapsulates
the weakest information on failures that allows consensus to solved in a base read/write
asynchronous system.

The output provided by? to each (non crashed) processs such thaffd; always
contains a process identity (validity). Moreover, there is a finite tinadter which all
local failure detector outpui; contains forever the same process identity and it is the
identity of a correct process (eventual leadership). The tirisenever explicitly know
by the processes. Before there is an anarchy period during which the local failure
detector outputs can be arbitrary.

Aresult As indicated, the consensus problem cannot be solved in the base read read/write
system [44] but can be solved as soon as this system is enriche@with

On another side (see Theorem 1), the base shared memory model and the IWS
model have the same wait-free computability power for bounded tasks. Hence a nat-
ural question: Is this computability power equivalence preserved when both models
are enriched with the same failure detector? Somehow surprisingly, the answer to this
question is negative. More precisely, we have the following.

Theorem 2. [51] For any failure detectorr’D and bounded taski’, if T is wait-free
solvable in the modéWs enriched withF'D, thenT is wait-free solvable in the base
shared memory model without failure detector.

Intuitively, this negative result is due to the fact that the IWS model is too much
structured to benefit from the help of a failure detector.



5.2 How to circumvent the previous negative result

A way to circumvent the previous negative result consists in “embedding” the failure
detector inside thevrite_snapshot() operation. More precisely, the infinite sequence
of invocationsWS[1].write_snapshot(), WS[2].write_snapshot(), etc., issued by any
proces®; has to satisfy an additional property that depends on the corresponding failure
detector. This approach has given rise to the IRIS model described in [52].

The property to obtain the power & Let us enrich the IWS model with the following
property

PR(2) = (3¢,3r :vr' > 1 smy = {e}).

PR(§2) means that there is a roumdand a procesg, such that, at every round
r’ > r, any proces®; that executesm; < IS[r'].write_snapshot() sees/ in its
view sm; (i.e.,¢ € sm;). Said differently, whatever the concurrency degree among the
IS[r'].write_snapshot() invocations issued by processes durifighe invocation issued
by p, is always set-linearized alone and before the other invocationg Salways
obtains the same view that contains only itself, namely,> r: sm} = smj = {£}. 1t
then follows from the containment property of the immediate snapshot operation, that
the viewsm’’ obtained by any procegs that executes a round > r is such that

j
’
Eesmg.

The IWS model enriched witRR(f2) at work It is shown in [50,52] that the base
reader/write (snapshot) model enriched witland the IWS model enriched witPR ((2)
have the same computability power for bounded tasks. In order to illustrate this com-
putability equivalence, let us consider the well-known consensus problem. Let us re-
member that, in this decision problem, each process proposes a value, and each correct
process has to decide a value (termination) such that a decided value is a proposed value
(validity) and no two processes decide different values (agreement).

Several distributed algorithms solving consensus in the base read/write model en-
riched with(? are described in the literature (e.g., [9,28]). A consensus algorithm suited
to the IWS model enriched witRRR({?2) is described in Figure 4 (this algorithm is from
[50)).

The value proposed by; is v; and L is a default value that cannot be proposed by a
process. In addition te; (the current round number), a process and manages four local
variables:

— The local variablegst; anddec; are directly related to the decision valust;
(initialized to v;) containsp;’s current estimate of the decision value, while:;
is a write-once local variable (initialized td) that eventually contains the value
decided byp;.

— sm; andtm,; are two local variables used to contain the snapshot value returned
by the invocations to the operatiamite_snapshot() at the odd and even round
numbers, respectively. The variable, contains a set of triples, whiten,; contains
a set of set of triples (i.e., a setfi; values).
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r; — 0; est; «— v;; dec; — L;

(01) loop forever

(02) ri—1r; +1;

(03) sm; «— WS[r;].write_snapshot((i, est;, dec;));

(04) r; «—r; +1;

(05) tm; <« WS[r;].write_snapshot(sm;);

(06) if (3sm: (sm € tmi) A ((—,—,dec) € smwith dec # 1))

(07) then if dec; = 1 thenest; < dec; dec; «+ dec end if

(08) else if(Jsm: (sm € tmi) A (sm={(—, est,—)}))

(09) then est; < est;

(10) if tm; = {sm} A sm = {(i, est, —)} then dec; «— est; end if
(11) end if

(12) end if

(13) end loop.

Fig. 4. A consensus algorithm for the IWS model enriched witR({2) (code forp;) [50]

A processp; executes a sequence of pairs of rounds, nanj&l2), then (3,4),
etc. During the first roundr(— 1)), p; writes the triple(i, est;, dec;) in the one-shot
immediate snapshot obje&S[r — 1], from which it obtains a set of such triples (lines
02-03). During the second roung, writes into WS|[r], the set of triplesm; it has just
obtained, and obtains a corresponding set of set of tripleglines 04-05).

Then,p; considers the values it has obtained from the one-shot immediate snapshot
objectsWS[r — 1] and WS|r]. If p; sees that a valuelfc) has already been decided
(line 06) while itself has not yet decided, it decides that value (line 07). Otherwise,
if the set of set of triplesm, it has obtained fromi¥S[r] contains a setm with a
single triple (line 08),p; adopts the estimate value of that triple: (line 09) as its
new estimate. Moreover, if additionallysn; contains a single triple and that triple
is from p; itself (¢tm; = {{(i,est;, —)}}, line 10), thenp; decides its current esti-
mate. Let us observe that; = {{(i,est;, —)}} means thap, was the only “win-
ner” of both the rounds — 1 andr (the invocationsiWS[r — 1].write_snapshot() and
WS|[r].restricited_w_snapshot() issued byp; have been set-linearized before the invo-
cations from the other processes).

6 From the wait-free model to the adversary model

Adversariesare a very useful abstraction to represent subsets of executions of a dis-
tributed system. The idea is that, if one restricts the set of possible executions, the sys-
tem should be able to compute more tasks. For examplepthdition based approach

[47] restricts the set of inputs of a task (and hence the corresponding executions), and
allows to solve more tasks, or to solve tasks faster. Various adversaries have been con-
sidered in the past to model failure restrictions, as we shall now describe.
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6.1 The notion of an adversary

In the wait-free model, any number of process can crash. In practice one sometimes
estimates a boundon how many processes can be expected to crash. However, often
the crashes are not independent, due to processes running on the same core, or on the
same subnetwork, for example.

Wait-freedomlt is easy to see that wait-freedom is the least restrictive adversary, i.e.,
the adversary that contains all the (non-empty) subsets of processes, namely, the sets
of processes that may be alive in some execution. Hence, a wait-free algorithm has to
work whatever the number of process crashes.

t-Faulty process resiliencél he ¢-faulty process resilienfailure model (also called-
thresholdmodel) considers that, in any run, at megirocesses may crash. Hence, the
corresponding adversary is the set of all the setgnof t) processes plus all their
supersets: for each such set, there are executions where the processes that do not crash
consist of this set.

Cores and survivor set3 he notion oft-process resilience is not suited to capture the
case where processes fail in a dependent way. This has motivated the introduction of
the notions otoreandsurvivor sef42].

A coreC'is a minimal set of processes such that, in any run, some proc€sgars
not fail. A survivor setS is a minimal set of processes such that there is a run in which
the set of non-faulty processes is exadlyLet us observe that cores and survivor sets
are dual notions (any of them can be obtained from the other one). As an example let us
consider a system of 4 procesgeg-, p3 andp, where two cores are defined, namely
{p1, p2} and{ps, p4}. The corresponding survivor sets dm@, ps }, {p1,pa}, {p2, 03}
and{p, ps}.1.

Computability results associated with the set agreement problem have been gener-
alized fromt-resilience to cores in [31]. A connection relating any adversafsee the
definition below) that is superset-closed (i@.€ A) = (Vs': s C s : s € A))
and wait-freedom is presented in [24]. It is easy to see that the notion of survivor sets
is more general than the notion sthreshold resilience. It is also possible to see that
more general notions failures are possible as shown below.

AdversariesThe most general notion of an adversary with respect to failure dependence
has been introduced in [19]. AadversaryA is a set of sets of processes. It states that
an algorithm solving a task must terminate in all the runs whose the corresponding set
of correct processes is (exactly) a setof

As an example, Let us considers a system with four processes denotedp,.
The setA = {{p1,p2}.{p1,pa}.{p1,p3, psa}} defines an adversary. An algorithr
resiliently solves a task if it terminates in all the runs where the set of correct processes

! Borrowing the quorum terminology and considering coreguasums the corresponding sur-
vivor sets are then theantiquorumg10].
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is exactly eithefpy, p2} or {p1, pa} or {p1, p3, p4}. This means that ad-resilient al-
gorithm is not required to terminate in an execution in which the set of correct processes
is exactly the sefps, p4} or the set{p1, p2, p3}.

Adversaries are more general than the notion of survivor sets (this is because when
we build the adversary corresponding to a set of survivor sets, due the “minimality”
feature of each survivor set, we have to include all its supersets in the corresponding
adversary).

On progress conditiondt is easy to see that an adversary can be viewed as a live-
ness property that specifies the crash patterns in which the correct processes must
progress. The interested reader will find more developments on progress conditions
in [23,24,41,58].

6.2 Simulating the snapshot model in the iterated model

The iterated write-snapshot model (IWS) has been presented in Section 4 where we
have seen that the base read/write (or snapshot) shared memory model and the IWS
model are equivalent from a wait-free (bounded) task solvability point of view [12].

This section shows that this equivalence remains true when wait-freedom s replaced
by an adversary-based progress condition. To that end, this section presents the simu-
lation of the base write/snapshot memory model in a simple variant of the IWS model
where wait-freedom is replaced by the adversary defined by survivor sets. This simula-
tion is from [26].

The snapshot-based algorithiret .4 be the snapshot-based algorithm we want to sim-
ulate. We assume without loss of generality that it falhinformationalgorithm, i.e.,
each time a process writes, it writes its full local state. Initially, each pragesas an
input value denotednput;. Then, each process alternates between writing its state in
the shared memory, taking a snapshot of the shared memory and taking this snapshot as
its new local state.

The algorithmA solves a task with respect to an adversaijeach correct process
decides a value based on its current local state in every run tfait iwith respect to
A (which means that each time a process takes a snapshot it reads new values writ-
ten by processes of a survivor set of the advers@ryThis means that as in [26],
given a snapshot objed¥’S, a process writes it only once but can repeatedly invokes
WS .snapshot() until it sees new values from a survivor setAf

Given a local state of a process, we assume that the algovithras a predicate
undecided(state) and a decision functiodecide(state). Once a process has decided,
its predicateundecided(state) remains forever false. Thieh snapshot issued by is
denotedsnapshot(k, i) and itskth write is denotedvrite(k, 7).

As it does not lead to confusion, we ugg™to denote both the simulated process
and the process that simulates it.

Simulation: the operatioVS[r].write_& _snapshot(v) This is the simulation operation
that allows processes to coordinate and communicate. When a pggciesskes it,
it does the following. The value is written in WS[r][i] andp; waits until the set of



processes that have written ink3S [r] contains a survivor set of. When this happens,
a snapshot of¥/S[r] is taken and returned. To simplify the presentation we consider that
the snapshot value that is returned is an asrayl..n].

(01) r; < 0; state;.clock < [0, ... ,0]; state;[i] «— (1, input;);
(02) loop forever
(03) ri —1ri +1;
(04) sm;[l..n] « WS]r;].write_&_snapshot(state;);
(05) foreachj do
(06) state;[j] < sm[z][j] such thawy : sm[z][j].clock > sm[y][j].clock;
(07) end for;
(08) if (X1<j<nstate;[j].clock) = r; then
% simulation ofsnapshot(k, ) (with k = state;|[i].clock) which returnsstate;.val
(09) if undecided(state;.val)

(10) then state;[i] <« (state;[i].val, state;[i].clock + 1)
% simul. ofwrite(k, ) (with k = state;[i].clock) which writesstate;[i].val
(11) else decide(state;.val) if not yet done
(12) end if
(13) endif

(14) end loop.

Fig. 5. The iterated simulation for adversady(code forp;)

Simulation: local variablesA procesg; manages the following local variables.

— r; is the local current round number of the iterated model (initialy

— state;[1..n] is an array of pairs such thatate;[z].clock is a clock value (integer)
that measures the progresgg@fas know byp; andstate;[x].val is the correspond-
ing local state op..; state;[i].val is initialized toinput; (the input value op;), the
initial values of the othestate;[j].val are irrelevant. The notatiostate;.clock
is used to denote the arr@state;[1].clock, . .. , state;[n].clock] and similarly for
state;.val.

Simulation: behavior of a procesBuring a roundr, the behavior of a procegs is
made up of two parts.

— Firstp; writes its current local stat&ate; in WS|[r] and saves inm; the view of
the global state it obtains for that round (line 04). Then (lines 05pQ pmputes
its new local state as follows: it savesdtute;[j] the most recent local state pf
it knows (“most recent” refers to the clock values that measpygsogress).

— Then the simulatiom; strives for making the simulation of the simulated process
to progress.
The quantity> < <, state;[j].clock represents the current date of the global simu-
lation fromp;’s point of view. If this date is different from;’s current round num-
berr, thenp; is late (as far as its round number is concerned) and it consequently



proceeds to the next simulation round in order to catch upe @roof shows that
the predicater; < j<, state;[j].clock < r remains invariant.)

If Xi<j<nstate;[j].clock = r, the round number is OK fop; to simulate the
invocation snapshot(k, ) of the simulated process wheke = state;[i].clock.
The corresponding value that is returnedtiste;.val.

Then, if its state is undecided (line 09), makes the simulation progress by simu-
latingwrite(k, i) wherek = state;[i].clock+1 and the value written istate;[i].val
(line 10).

If the state ofp; can allow for a decisiorp; decides if not yet done (line 11). Let
us notice that, as soon as a procgs$ias decided, it continues looping (this is
necessary to prevent permanent blocking ibelongs to survivor sets) but its local
clock is no longer increased in order to allow the correct processes to decide.

A proof of this simulation can be found in [26]. It is based on the observation that if for
two processes the round number is OK, then theiige variables agree.

7 Simulating adversary models in the wait-free model: the BG
simulation

7.1 The base BG simulation

The simulation of Section 6.2 showed that the same tasks can be solved in the iterated
write-snapshot (IWS) model and in the base read/write (or snapshot) shared memory
model, in the presence of failures. More precisely, considering adversaries defined by
survivor sets, a task can be solved in the IWS model under some adversary if and only
if it can be solved in the base model under the same adversary. As we have seen, the
simplest adversary is the wait-free adversary. So it would be nice to reduce questions
about task solvability under other adversaries to the wait-free case. This is exactly what
the BGsimulation[13] and its variants (e.g. [22,38,39]) do when considering the set of
adversaries defined hiyresilience.

BG simulation: motivation and ainlet us consider an algorithid that is assumed
to solve a task’ in an asynchronous read/write shared memory system mademp of
processes, and where any subset of at mpsbcesses may crash. Given algorithin

as input, the BG simulation is an algorithm that sol¥&is an asynchronous read/write
system made up af+ 1 processes, where up t@rocesses may crash. Hence, the BG
simulation is a wait-free algorithm.

The BG simulation has been used to prove solvability and unsolvability results in
crash-prone read/write shared memory systems. It works only for a particular class of
tasks calleatolorlesstasks. These are the tasks where, if a process decides a value, any
other process is allowed to decide the very same value and, if a process has an input
valuew, then any other processes can exchange its own input Bkus, for colorless
tasks, the BG simulation characterizeesilience in terms of wait-freedom, and it is
not hard to see that the same holds for any other adversary defined by survivor sets.

As an example, let us assume tbasolves consensus, despite upte- 1 crash,
amongn processes in a read/write shared memory system. Takiag input, the BG
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simulation builds ¢ + 1)-process (i.e., 2-process) algoritt that solves consensus
despitet = 1 crash, i.e., wait-free. But, we know that consensus cannot be wait-free
solved in a crash-prone asynchronous system where processes communicate by access-
ing shared read/write registers only [20,29,44] in particular if it is made up of only two
processes. It then follows that, whatever the numbef processes the system is made

up of, there is nd-resilient consensus algorithm.

The BG simulation algorithm has been extended to work with general tasks (called
coloredtasks) [22,38] and for algorithms that have access to more powerful communi-
cation objects (e.qg., [39] that extends the BG simulation to objects with any consensus
numberz).

BG simulation: how does it work®et A be an algorithm that solves a colorless deci-
sion task in the-resilient model fom processes. The basic aim is to design a wait-free
algorithm.4’ that simulates4 in a model witht + 1 processes. A simulated process is
denotedv;, while a simulator process is denotgd with 1 < j < n.

Each simulatog; is given the code of every simulated procgss. . . , p,. It man-
agesn threads, each one associated with a simulated process, and locally executes these
threads in a fair way (e.g., using a round-robin mechanism). It also manages a local copy
mem,; of the snapshot memornyem shared by the simulated processes. The code of a
simulated process; contains invocations afiem[j].write() and ofmem.snapshot().
These are the only operations used by the processes. , p,, to cooperate. So, the
core of the simulation is the design of algorithms that describe how a simylagon-
ulates these operations. These simulation algorithms are desiotadrite; ;(), and
sim_snapshot; ;() whose implement-ion relies on the following object type.

The safe agreement object typis type is at the core of the BG simulation. It provides
each simulatog; with two operations, denotesd_propose(v) and sa_decide(), thatg;
can invoke at most once, and in that order. The operatiopropose(v) alows ¢; to
propose a value while sa_decide() allows it to decide a value. The properties satisfied
by an object of the type safe agreement are the following.

— Termination. If no simulator crashes while executisag propose(v), then any cor-
rect simulator that invokesa_decide() returns from that invocation.

— Agreement. At most one value is decided.

— Validity. A decided value is a proposed value.

7.2 The BG simulation when base objects are stronger than read/write registers

The BG simulation considers that processes communicate through base atomic read/write
registers. Hence, the question: What does happen when processes can communicate
with objects that are more powerful than base read/write registers?

Consensus number of a concurrent obj@dte synchronization/coordination power of

a concurrent object in presence of asynchrony and process failures can be characterized
by its consensus numb§?9]. More precisely, the consensus number of an ohbject

is the greatest integer such that consensus can be solved from obj@césd atomic
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read/write registers amongprocesses. If there is no such finitethe consensus num-
ber of objecO is +oo.

The consensus of read/write object$,ithe one ofl 'est& Set objects Fetch& Add
objects, shared queueisetc., untilCompare&Swap or LL/SC objects whose con-
sensus number isoco. (The interested reader will find a description of these objects in
several books and articles, e.g., [2,35,45,54,56,57]). More generally, consensus num-
bers define an infinite hierarchy of concurrent objects such that objects at:leagl
solve consensus among upit@rocesses but nat+ 1.

The multiplicative power of consensus numbéest ASM (n,t, z) denote an asyn-
chronous system in which up toprocesses may crash and where the processes can
communicate through objects whose consensus numbewxierel < z <t < n.

The base BG simulation shows that the systems modi§}§1(n, ¢, 1) and ASM (t+
1,t, x) have the same computability power (for bounded tasks). A generalization of the
BG simulation is presented in [39] where it is shown that the system madgls (n, t1, 1)
and ASM(n, ta, z2) have the same computability power if and only # | = [ £ ].
This simulation shows that consensus numbers have a multiplicative power with re-
spect to process failures, namel$S M (n,t’, x) and ASM(n,t,1) are equivalent if
andonlyif(t x z) <t/ < (¢t x z) +z — 1.

8 Safe agreement object type and the iterated model

Simple implementations of the safe agreement object type are described in [13,40]. We
introduce here an alternative implementation that works in the iterated write-snapshot
model (IWS). Actually, the proposed implementation of the operatsansopose()
andsa_decide() associated with the safe agreement type needs two iterations of the
IWS model. As the safe agreement object is at the core of the BG simulation, doing so
connects the BG simulation with the “iterated model” research line.

The two underlying write-snapshot objects used to implement a safe agreement ob-
ject are denoted?S[1] and WS|[2]. As seen in Section 4.1 the semantics of the associ-
atedwrite_snapshot() operation is defined by the propertfgf-inclusion, Containment,
Immediacy, andTermination which have been described in that section.

operation sa_propose(v;):
(01) smi «— WS[1].write_snapshot(v;);
(02) sm?7 « WS[2].write_snapshot(smy).

Fig. 6. Operationsa_propose(v; ) in the iterated model (code fgr)

Implementing the operatiosa_propose() An algorithm implementing the safe agree-
ment operatiorsa_propose() is described in Figure 6. When a simulator process
invokessa_propose(v;), wherew; is the value it proposes, it writes into the first
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write-snapshot objecl’S[1] and stores the set obtained frofiS[1] into a local vari-
ablesm! (line 01). It then writes this resultm! into the second write-snapshot object
WS[2] and stores the value obtained frdmiS[2] into its local variablesm? (line 02).

An important point here is thag; writes atomically intoWS[2] (let us notice that
the value that it obtains frorfi’S[2] and saves iBm? is not used). Let us also insist on
the fact thatsm/ is a set of pairgk, vi) (Whereu,, is the value proposed hy. to the
safe agreement object) that contains at least the(pair) written by ¢;. Differently,
WS[2] is a set of pairgz, view, ) whereview, is the value okml, i.e., the set of pairs
obtained fromWS[1] by ¢,. Let us also remark that, afté¥S[2].write_snapshot() has
been invoked by;, WS[2] contains at least the pdii, sm}).

operation sa_decide():

(03) repeatsm? «— WS[2].scan()

(04) until (Vk s (k,—) € sm} = (k,viewy) € sm?)

(05) end repeat

(06) smi «— {(k,viewy) € sm} | (k,—) € smi};

(07) (=, min_view;) « (k,views) € sm? such that(z, view,) € sm} : [viewy| < |views|;
(08) letdec; = min{v, | (z,vz) € min_view; }

(09) return(dec;).

Fig. 7. Operationsa_decide() in the iterated model (code far)

Implementing the operatiasa_decide() An algorithm implementing the second oper-
ation of the safe agreement object type, namelyecide(), is described in Figure 7. It
is made up of two parts.

— Inthe first part (lines 03-05y, repeatedly read®S 2] until some closure property
is satisfied). The value read from the write-snapshot objdé§[2] is saved in the
local variablesm?. Hence,sm? is a set of pairgz, view,) containing at least the
pair (i, sm}) (and in turnsm} contains at least the pa(, v;)).

The closure property that allowg to exit the loop is the following: for any pair
(k,v) € (i,sm}) we have(k, viewy) € sm3. This means that, from;'s point
of view, each simulator procegs that has written intoWS[1] has also written
into WS[2] (more precisely, it has written the vieswn . that it has obtained from
WS([1]). (Let us observe that, interestinghyn! is used byy; as a survivor set.)

— The simulator procesg considers then the value sf? that allowed it to exit the
loop (line 06) and selects from it the view that has the smallest size, i.e., the view
viewy, such that/(x, view,) € sm? we havelviewy| < |view,| (line 07).

As we will see in the proof, for any two simulator procesgeandg; which exit
the loop we havenin_view; = min_view;. Consequently, any deterministic rule

2 Recall that, as in the simulation of Section 6.2, we are assuming that, although writing a write-
shapshot object is done only once, it can be read many times. Hence, we assume here an
operationS[2].scan() that read non-atomically¥.S[2].
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(e.g.,min()) that extracts a decided value from such a set of gairs,) can be
used to compute the valdlec; decided by the safe agreement object (lines 08-09).

Theorem 3. The algorithms described in Figure 6 for the operatianpropose() and
in Figure 7 for the operationa_decide() are a correctimplementation of the safe agree-
ment object type.

Proof Let us first recall that it is assumed that a proegshat invokesa_decide() has
previously invokeda_propose().

Proof of the termination property. We have to show that, if no simulator process
crashes while executirsg _propose(), then any correct simulator that invokesdecide()
returns from its invocation.

If no process crashes while executismypropose(), it follows that any simula-
tor process that executes this operation executes HO#til].write_snapshot() and
WS[2].write_snapshot(). Hence, as any simulator processhat executesa_decide()
repeatedly read$/S(2], we eventually have (k, —) € sm} : (k,viewy) € sm? (this
is becausék, —) € sm; means thap, has invokedWS[1].write_snapshot() and agy,
eventually invokesWS[2].write_snapshot(), we eventually havék, viewy) € sm?).
When this happensg; stops looping. Moreover, as -at leasi; sm)) € sm3 and
(i,v;) € sm} it follows that the minimum operations of lines 07 and 09 are well de-
fined and do terminate. Consequenglyterminates its invocation gk _decide() which
concludes the proof of the termination property.

Proof of the validity property. We have to show that a decided value is a proposed
value. Letv be the value decided by a simulator procesandview = min_view;
(computed at line 06). It follows from lines 07-08 thé(tr, v) € min_view; = view
and (—, view) € sm3, from which we conclude that some simulator procgsfas
executedWS|[2].write_snapshot(smj) wheresmj = view. Hence,q; has obtained
sm} = view from its invocationWS[1].write snapshot(). It then follows from the va-
lidity property of the write-snapshot obje®@S[1] and the fact thafz, v) € view, that
the valuev has been proposed by some simulator process which concludes the proof of
the validity property.

Proof of the agreement property. We have to show that no two processes decide
different values. Let;; andg; be two simulator processes that decide. We show that
the setsnin_view; andmin_view; of pairs computed at line 07 are equal (from which
follows the agreement property).

Let us first observe that, due to containment property of the write-snapshot object
WS[1], any two pairgz, sm}) and(y, sm, ) written in WS[2] (line 02) are such that
smj, C sm, V sm, C sm) (Observation O1). Moreover, we can conclude from the
self-inclusion and containment propertiesid®[1], that((z,v,) & sm,,) = (sm, <
sml) (Observation 0O2).

Let sm? and sm? denote the last values of the corresponding local variables ob-
tained at line 06. As a simulator writes only once in b&#$[1] and WS|[2], we have
sm} = {(k,viewy) | (k,—) € sm}} andsm? = {(K/,viewy) | (', =) € smj}. If



sm; = smj we havesm? = sm? which impliesmin view; = min_view; and agree-
ment follows. Hence, due to observation O1, the remaining case:jsC sm; or,
equivalently,smj C sm;. Without loss of generality let us assume,; C sm;, from
which we havesm C sm?. To showmin_view; = min_view; whensm; C smj, we
show thatv (¢, view,) = (¢, smy) € (sm? \ sm7) itexists(¢', view,) = (¢',smy,) €
sm? such thatsmy, C smy. Then we will havgsmy, | < |smy| and, assm] C sm?, it
will follow that the smallest view ism? is the smallest view inm?.

To show that there i€ such tha(¢’, smj,) € sm? andsmy, C smy, let us consider
U =i.As(l,smy) € (sm3\ sm?) we have(,v) € sm} \ smj,i.e.,(f,v¢) & smj. It
then follows from Observation O2 that:] C sm; from which we havésm}| < |sm}|
and concludes the proof of the agreement property. OTheorem 3

9 Conclusion

This paper has presented an introductory survey of recent advances in asynchronous
shared memory models where processes can commit unexpected crash failures. To
that end the base snapshot model and iterated models have been presented. As far as
resilience is concerned, the wait-free model and the adversary model have been dis-
cussed. Moreover, the essence of the Borowsky-Gafni’'s simulation has been described
and a new implementation of the safe agreement object type (that lies at the core of the
BG simulation) has been presented. It is hoped that this introductory survey will help

a larger audience of the distributed computing community to understand the power,
subtleties and limits of crash-prone asynchronous shared memory models.
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Fault Tolerant Clock Synchronization for Arbitrary
Start-Up Conditions

Natasha Neogi

National Institute for Aerospace

Abstract. The issue of self stabilization in clock synchronization protocols for
arbitrary initial conditions is examined in this paper, in the context of the fault
tolerant digital clocking system implemented by Daly, Hopkins and McKenna
in 1973 at the C. S. Draper Laboratory [1]. We develop formal hybrid input-
output automata (HIOA) models of the clocks, communications channels and
logical decision-making (voting) protocols housed on each processor; given their
implementation description and logical circuit diagrams. We then analyze these
models under composition for arbitrary initial conditions to evaluate whether the
non-faulty processors all achieve correct and valid clock synchronization. Using
a simulation relation between the hybrid dynamical system representation of the
hybrid automata and the actual composed HIOA, under restricted Lipschitz con-
ditions for their evolving dynamics, we are able to demonstrate the convergence
of the protocol under realistic arbitrary starting conditions.

1 Introduction

Distributed systems consisting of a set of processors that communicate by message
transmission and that do not have access to a central clock are prevalent in safety critical
applications, such as aircraft, spacecraft, military applications and enterprise systems.
These systems must possess stringent guarantees with respect to timing properties and
invariant properties related to safety, security and availability. It is oftentimes necessary
that these systems possess a common notion of time, be it an integer-valued counter
or a real-valued continuum. The ability of these processors to obtain and maintain a
common notion of time, within a given bound of error, is traditionally know as clock
synchronization.

We wish to prove that, for a given clock synchronization protocol structure and an
arbitrary start up state, for a given number of clocks (of which a number are faulty), that
the entire system will converge into a synchronous notion of time, modulo a fixed band
of error, within a pre-defined bounded period of time. This will require us to address
the issues of both convergence of the protocol on each non-faulty node to a common
notion of time, as well as closure of the protocol such that all good nodes do not diverge
from that common notion of time after achieving convergence, barring any illegal global
system state that would necessitate a restart of the entire protocol.

Given the breath and scope of clock synchronization algorithms currently available,
we will attempt to generalize the basic components of the problem by specifying the
common elements in a formal language. We choose to utilize the Hybrid Input Output
Automata (HIOA) formalism for this task. A formal description of the clock and com-
munication channel models is given in the HIOA language, and the fault models utilized
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are outlined. An equivalent dynamical systems representation for the clock automaton is
derived, as is a graph theoretic model for the communications network. Validity, agree-
ment and termination properties necessary for the convergence of clock synchroniza-
tion are stated in this context. The decision logic of the Daly, Hopkins and McKenna
[1] algorithm is outlined, and a dynamical system representation with Lipschitz ordi-
nary differential equations (ODEs) is constructed in order to prove the convergence of
the protocol under realistic arbitrary start-up conditions. The result is placed in context
of current work, and future directions are outlined. The next section provides a brief
overview of the clock synchronization problem, and its many solutions. After that, the
hybrid input/output automata formalism is introduced in Section 3, as are the failure
models. Formal HIOA templates of a clock with drift, and a timed indexed channel are
provided in Section 4. We then develop a dynamical system of Lipschitz ordinary differ-
ential equations in Section 5 to express a clock with drift, and prove that it is equivalent
to the clock HIOA in section 4. This enables us to derive sufficient constraints, in Sec-
tion 7 on a clock synchronization voting algorithm to ensure that the composed system,
under stable network assumptions discussed in Section 6, will be self-stabilizing under
arbitrary startup, given a set of initial assumptions. We evaluate these conditions in the
context of the Daly, Hopkins and McKenna [1] fault tolerant digital clocking system,
discuss implications and avenues for future investigation in Section 8.

2 Clock Synchronization Algorithms in Literature

The main goal of a clock synchronization algorithm is to ensure that the clocks of non
faulty processors never divert by more than some fixed amount, usually referred to as 7,
and is called the precision or agreement condition. Another condition often imposed is
the accuracy or validity condition, which requires that the clocks stay close to real time,
i.e. that the drift of the clocks away from real time be limited. Yet another common goal
is that of minimizing the number of messages exchanged during synchronization.

The algorithms in [2],[3],[4].[5],[6], [7] , handle Byzantine (i.e. arbitrary) processor
faults, as long as the number of nodes NN is greater than three times the number of faulty
nodes F'i.e. N > 3F (except where noted). They also all require that the processors be
initially synchronized and that there be known bounds on the message delays and clock
drift. Finally, they all run in rounds, or successive periods of resynchronization activity
(necessitated by clock drift).

At every round of the interactive convergence algorithm of [2], each processor ob-
tains a value for each of the other processors’ clocks, and sets its clock to the average
of those values that are not too different from its own. The closeness of synchronization
achieved is about 2N 0jqrency (Where djatency is the uncertainty in the message delay).
Accuracy is close to that of the underlying hardware clocks (although it is not explicitly
discussed). The size of the adjustment is about (2N + 1)d;4tency- Reintegration and
initialization are not discussed in [2]. The algorithm in [3] also collects clock values
at each round, but they are averaged using a fault-tolerant averaging function based on
those in [8] to calculate an adjustment. It first throws out the F' highest and F' lowest
values, and then takes the midpoint of the range of the remaining values. Clocks stay
synchronized to within about 49;4tency- The synchronized clock’s rate of drift does not
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exceed the drift of the underlying hardware clocks by overmuch. The size of the ad-
justment at each round is about 5d;qtency. Superficially this performance looks better
than [2]; however in converting between the different models, it may be the case that
Olatency in the [3] model equals Ndjqiency in the [2] model. The reason is that in the [2]
algorithm a processor can obtain another processor’s clock value by sending the other
processor a request, and is busy waiting until that processor replies, whereas in the [3]
algorithm a processor can receive a clock value from any processor during an interval,
necessitating the processor to cycle through polling IV queues for incoming messages
(this argument is expanded on in [2]). This is an example of the many pitfalls encoun-
tered in comparing clock synchronization algorithms. The algorithms of [5] are also
based on the interactive convergence algorithm of [2]. At each round, clock values are
exchanged. All values that are not close enough to N — F' other values (thus are clearly
faulty) are discarded, and the remaining values are averaged. However, the performance
is analyzed in different terms, with more emphasis on how the clock values are related
before and after a single round, so agreement, accuracy, and adjustment size values are
not readily available. Reintegration and initialization are not discussed. A useful aspect
of this algorithm is that it degrades gracefully if more than a third of the processors fail.

The next set of algorithms (those in [9], [4], and [7]) do not require a fully connected
network. Again, every processor communicates with all its neighbors at each round, but
since the network is not necessarily fully connected, the message complexity per round
could be less than O(IN?). The estimates of agreement, accuracy, and adjustment size
presented in the rest of this section for these algorithms are made assuming N = 3F'+1,
and a fully connected network with no link failures, in order to facilitate comparison
although, as mentioned above, the algorithms do not require that these conditions hold.

Marzullo and Owicki [10] extended their previous algorithm to handle Byzantine
faults without authentication by calculating the new interval in a more complicated,
and thus fault-tolerant, manner, and altering the clock rates, in addition to the clock
times. Since the algorithm’s performance is analyzed probabilistically, assuming var-
ious probability distributions for the clock rates over time, it is difficult to compare
results with the analyses of the other algorithms, which make worst-case assumptions.

The algorithm of Halpern et al. [4] can tolerate any number of processor and link
failures as long as the non faulty processors can still communicate. However, the price
paid for this extra fault tolerance is that authentication is needed. When a processor’s
clock reaches the next in a series of values (decided on in advance), the processor begins
the next round by broadcasting that value. If the processor receives a message contain-
ing the value not too long before its clock reaches that value, it updates its clock to
the value and relays the message. The closeness of synchronization achievable is about
(Otatency + Pmaz), Where ppqq is the maximum drift rate. By sending messages too
early, the faulty processors can cause the non-faulty ones to speed up their clocks, and
the slope of the synchronized clocks can exceed 1 by an amount that increases as F’
increases. The size of the adjustment is about (F'+ 1) (diatency + Pmaz)» again depend-
ing on F'. An algorithm to reintegrate a repaired processor is mentioned; although it
is complicated, it has the property of not forcing the processor to wait until the next
resynchronization, but instead starting as soon as the processor requests it. However, no
overall system initialization is discussed. In the revised version of their paper [11], they
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present a simpler reintegration algorithm that joins processors at predetermined fixed
times that occur with much greater frequency than the predetermined fixed standard
synchronization times.

The algorithm of Srikanth and Toueg [7] is very similar to that of [4], but only
handles fewer than N = 2 processor failures and does not handle link failures. However,
they can relax the necessity of authentication (if N > 3F'). Agreement, as in [4] is about
(Otatency +Pmaz)- Accuracy is optimal, in that it is provided by the underlying hardware
clocks. The size of the adjustment is about 3(8;qtency + Pmaz ). There are twice as many
messages per round as in [4] when digital signatures are not used. Reintegration is based
on the method in [3]. A simple modification to the algorithm gives an elegant algorithm
for initially synchronizing the clocks.

Given the breath and scope of clock synchronization algorithms currently available,
we will attempt to generalize the basic components of the problem by specifying the
common elements in a formal language. We choose to utilize the Hybrid Input Output
Automata formalism for this task.

3 Hybrid Input Output Automata (HIOA) Formalism

A HIOA is a formalism for modeling state machines that evolve both discretely and
continuously with time [12]. For the ease of presentation we describe the essential con-
cepts in this framework ignoring some of the technical details.

The state of a system is captured by valuations of variables. For a variable v, its
type, denoted by type(v), is the set of values that v can take. For a set of variables V,
a valuation v is a function that maps each v € V to a point type(v). The set of all
valuations for V' is denoted by val(V). A trajectory for V models continuous evolution
of the values of the variables over a interval of time. A variable is said to be contin-
uous if all its trajectories are piece-wise continuous. A discrete variable is a special
type of continuous variable whose trajectories are piece-wise constant. Typically, con-
tinuous variables are used to model physical state such as time, position, velocity, and
orientation, while discrete variables are used to model software or program state.

Definition 1 (Hybrid Automaton) A hybrid automaton A is a tuple (V,0,A,D,T)
where (a) V is a set of discrete and continuous variables and val(V') is called the
state space. (b) © C wval(V) is a set of start states; (c) A is a set of actions, (d) D C
val(V) x A x val(V') is a set of discrete transitions. A fransition (v,a,v') € D is
written in short as v~ v' and we say that action a is enabled at v. (e) T is set
of trajectories for V' that satisfies certain basic axioms about closure, continuity, and
admissibility.

An execution of A records the evolution of all the variables along a particular run
of the modeled system. Formally, its a (possibly infinite) alternating sequence of trajec-
tories and actions Toa171as . . ., such that the first state of 7(0) is in © and for all 7 in
the sequence, a; € A, 7; € T, and there exists a transition labeled by a; from the last
state of 7; to the first state of 7;41. A state v € val(V) is reachable if it is the last state
of some finite execution. We denote the set of executions and reachable states of A by
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Execs 4 and Reach 4. Properties of interest for A such as safety, stability, progress and
timeliness are specified in terms of predicates on Execs 4 and Reach 4. Specifically, a
safety property is stated as a predicate .S of val(V') and A is said to be safe with respect
to S if Reach 4 C S. The notion of stability applies closely to the idea of convergence
around a bounded interval for a given set of dynamics, or in this case, differing clocks.
Thus, if an idea of convergence of all non-faulty processors to a common notion of real
time can be thought of as the convergence of all clocks to a bounded interval about the
actual global time, then all good nodes must converge to within a bounded distance of
the formal analytical description of the evolution of real time.

3.1 Fault Model Description

In order to self-stabilize and tolerate Byzantine failures, it is essential to assume that
eventually the bound on the permanent number of Byzantine failures is strictly less
than one third of the number of processors in the network. Formally, that is, after any
start/restart state, by some bounded time C' there will be at most F' Byzantine faults,
where N = 3F + 1, in the system of N nodes. We consider a component being labeled
as faulty if it sends differing incorrect messages to some subset of the receiving parties.
Note that this behavior degenerates to a purely Byzantine case, where any message can
be sent to any receiver at will; with no correct messages being sent. Clearly, these faults
are the most difficult to handle in the context of clock synchronization. In our modeling
formalism, this is represented by the sending party 7 sending a possibly different mes-
sage (or no message at all) to each receiving party j. This requires additional rounds
of communication, as well as a more complex decision making function in order to
determine when all non-faulty clocks have converged to within the desired tolerance,
enabling the transition to the closure mode of protocol operation.

4 Formal Description of Generic Components Common to Most
Clock Synchronization Algorithms

Generically speaking, every clock synchronization protocol will have certain key el-
ements in common. A series of clocks must start up, and then evolve according to
given rate. Processors which possess evolving clocks then communicate amongst one
another, exchanging adjusted clock signals. A protocol for logical decision making,
regarding the synchronization of clocks, must be present on each functioning processor.
This protocol then evaluates the messages received to decide which clocks fall within
the required tolerance to be regarded as synchronous. This framework can be broken
down into a set of clock automata, a set of timed channel automata, and a set of uni-
form (logical) decision making automata. This is a useful abstraction, and will allow
for many protocols to be represented in the same general framework. Additionally, as
we formally model these elements, we must consider the fashion in which faults will
manifest in each component, both at startup and during the evolution of the system.
Figure 1 illustrates the major components.
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Fig. 1. Components for Clock Synchronization

4.1 Clock Automaton

The clock automaton is a standard physical clock, which can have an arbitrary start-up
state, and evolves with a constant bounded drift rate. The clock outputs the time (in
an hour-minute format, which is an arbitrary choice). The clock can send messages of
its output to all other processors, and does on a fixed periodical schedule. There is the
option of having the clock adjusted by an external input (i.e. a voting function). The
description is shown in the formal HIOA language in Table 4.1.

4.2 Indexed Channel Automaton

The indexed channel automaton is a an indexed channel (4, j) going from the sending
process ¢ to the receiving process j. It can have an arbitrary start-up state, and possesses
timing properties. It evolves time forward at a constant rate and is capable of timing
out a message that has been in its queue too long (i.e for more that §;4¢ency. It delivers
messages in a first in, first out manner, as long as a message has not been timed out (note
that dropped messages can be simulated by incorrect timeouts). Its invariant preserves
the ordering of messages in this FIFO manner, while respecting latency issues. The
description in the formal HIOA language can be seen in Table 4.2.

4.3 Logical Decision Making Automaton

The logical decision making automaton is the main part of the clock synchronization
protocol which manipulates the messages its receives from clocks in order to converge
to a coarse degree of synchrony. When it receives a message from a clock, it is able to
identify the sending clock (due to the indexed channel), and can determine whether the
message meets the valid latency conditions associated with that clock. It then uses the
time-stamped message received to logically determine the state of the system with re-
spect to clock synchrony. By repeated message passing between clocks and processors,
and the application of the logical decision making function (such as a majority voting or
quorum function), a correct node, possessing a correct clock and correct voter, is able to
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synchronize itself with all other correct nodes, within a bounded time period, dependent
on the fault hypothesis. The constraints of the decision logic can be derived such that,
when composed with valid clock and channel automata, they will yield a stabilizing
clock synchronization solution in the face of arbitrary start-up conditions. The logic of
the particular decision making protocol under study in this paper, referred to in short as
the Draper Protocol [1] is discussed in further detail in Subsection 7.1.

4.4 Proof Sketch

We wish to compose the clock automata, channel automata and voting protocol au-
tomata into a single system. Composing a clock automata .4 with a voting automata 3
to create the set of processor execution traces Execs 43 and reachable states Reach 45
can be considered notionally as follows. The continuous functions describing the ex-
ecution traces and reachable states of the voting automata are further discretized by
the clock transitions. Thus, for every clock tick, an action is inserted into the execu-
tion traces of the voting automata. This is as simple as imagining a continuous function
f(z), which has finitely many discontinuities, having further discontinuities inserted
along the integer axis at each value. The only possible point of confusion can arise
when the inserted action for the clock tick arrives at the same time as an action of the
actual voting automaton. At this point, there are two possible values for the composed
function at that instant, depending on whether we process the voter’s action first, and
then discretize or vice versa. Without loss of generality, we create a policy for resolv-
ing this issue by always processing the clock tick prior to the voter’s action. Thus, the
voting system will always start the new time interval with the new dynamical equations
(if the voter action resulted in a mode switch). The evolution of the execution traces is
then governed by the set of differential equations which describes the dynamics of the
(clock, voter) system.

If we then compose N of these (clock,voter) processors in the context of a stable
communications network, wherein at most F' processors are faulty, the set of execution
traces for the whole system can be constructed by taking the union of the execution
traces over each of the IV individual processors. These execution traces can then be
described as the union over the differential dynamics governing each (clock, voter) au-
tomaton. If this system is described by a set of ordinary differential equations that pos-
sess a bounded evolution over time (i.e. they are Lipschitz), then the composed system
is guaranteed to possess a unique solution, which implies the convergence of all execu-
tion traces. In the next section, we will construct the dynamical system which possess
Lipschitz ordinary differential equations that describes the clock automata, and illus-
trate what conditions will be needed to be imposed on the voter in order to guarantee
this unique solution, for our assumed fault and network model.

5 Asynchronous Oscillators as Clocks Under Arbitrary Startup

In order to illustrate the notion of self stabilization of clock synchronization under ar-
bitrary startup, we must first be able to implement the notion of precise timing pulses
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in a hybrid automaton, under arbitrary initial reset conditions. This allows for the sim-
ulation of powerful differential equations through the composition of the hybrid clock
automaton under arbitrary startup, with other hybrid automata with complex governing
dynamics (such as dynamic communication channels or voting protocols).

5.1 Clocks and Dynamical Systems

To this end, we use the dynamical system definition of the notion of the hybrid clock
automaton as an exact clock [13].

Definition 2 A dynamical system is defined as F = {X, I', ¢}, where X is an arbitrary
topological space (and the state space of F) defined on R™ (the real space of dimension
n), I is a topological semigroup, and ¢ is the extended transition map where ¢ : X X
I' — X which satisfies the identity, semigroup and continuity properties.

Definition 3 An exact clock is a function S: Ry — 7 and is an exact m-ary clock with
pulse width 2 A, or simply an (m,2A)-clock, if:

1. It is piecewise continuous with finite image Q = {0,1,...,m — 1},m > 2.

2.Vt € (2kA2(k+ 1)A), S(t) =i if k =i (mod m).

The idea of turning on and off separate systems of differential equations (ODEs)
is the key to this definition. We can then implement a (2,2A)-clock (an oscillator of
pulse width A) with a single ordinary differential equation (ODE), which has dimension
n=1.

Theorem 1 The hybrid automaton ‘H that implements an exact (2,2A)-clock S and al-
lows for the arbitrary resetting of continuous valued parameters on clock edges (i.e. the
pasting of an initial condition into a new set of dynamical equations), has an equivalent
formulation as a discrete dynamical system F with continuous ODEs on R?". Thus the
hybrid automaton H can be simulated by the discrete dynamical system F'.

Proof 1 By construction.

Define the set of differential equations that govern the trajectories of H as G =
F(X,4,1), that is, the dynamical system with the identity transition map. Both systems
are initialized at t = 0 with ¢ = 2(0) = xg, o € domain(QG).

1. Initialize the function z(t) as z(0) = .

Use: B

i(t) = (24)7G(2) — (1 - S(1), (1)

i(t) = (24) MGz — 0)IS(2). 2

where G is the continuous extension of F, that is, where every continuous interval
ends with the copying of the final conditions into a legal starting state of the next interval
(and its governing differential equations). The constant c is set to z when t = 2k A, for
k odd. So, we have that x(4kA) = 2(4kA) = G* (). Choose 1 (x, z) = z for v = 2,
z € domain(G).

2. Use:
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i(t) = (24)7HG(c) — (1 — S(1)). ©)

The constant c is set to x when t = 2kA, for k even. So, we have that x(4kA) =
G*(z0). Choose 1 (x, z) = z,x € domain(Q),Vz.
O

This theorem allows us to demonstrate the exact equivalence of the formal HIOA clock
specification in Table 4.1 with drift rate set to zero, to the constructed dynamical sys-
tem JF. Note that the continuity property of the transition map refers to the fact that ¢ is
continuous in both arguments simultaneously, i.e. for any neighborhood W of the point
#(g), with g € T, there exist neighborhoods U and V' of the point = and the element
g respectively such that ¢(U, V') C W. Note that if F is not invertible, forward trajec-
tories of the above system of equations may merge. To allow for clocks with drift, we
define a valid inexact (2,2A)-clock as follows.

Definition 4 A valid inexact oscillatory clock S 2(7) is described by defining 7(t) =
1/(24), initialized at 7(0) = 0. Now, define

S12(7) = ha[sin(nwT)], 4)
where
0,1 <n/2,
hi(l)=q2r/n—1,n/2<r<n, )
1,n<r,

and h_(1) = hy(~1), and 0 < n < 2.

Note that 1 and r are parameters which are used to characterize the drift rate p. Thus,
one switches between two different systems of ODEs with Lipschitz continuous func-
tions of the state of another Lipschitz ODE. This requires (2n + 1) ODEs to simulate a
hybrid automaton which has n different sets of governing equations. In this case, there
are 3 different sets of governing dynamical equations, which can be switched between
depending on the evolution of 7 and value of p(J, r). In order to ensure the boundedness
of the differential equations, we impose the notions of finite gain and non degeneracy.
As before, n is the dimension of the topological space X, while N is the number of
clocks (and processors). For exact clocks, the composed topological space for all N
clocks would be of dimension n = NN, but for inexact clocks, this becomes n = 3V.

Definition 5 (Non-Degeneracy and Finite Gain) A function f : R™ — R", is non-
degenerate and possesses a finite gain if there exists constants > 0, M > 0, such
that

[zl < M| f(x)l| + 8,V € X ©)

1 (@) < Mljz]| + 5,Ve € X ©)

We can now introduce our main result for hybrid automaton composition using
inexact oscillatory clocks.
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Theorem 2 Every discrete dynamical system F, which simulates a hybrid automaton
‘H that is governed by a system of continuous Lipschitz ODEs in R™, and is defined on
Y C Z" can be: (1) composed with a valid inexact oscillatory clock automaton S, »,
where (2) F is finite gain and non-degenerate and is governed by a system of continuous
Lipschitz ODEs in RtV and (3) Y is bounded.

Note that the theorem is divided into three major conditionals, and its proof is di-
vided thusly.

Proof 2 By construction. Let G = F(X,,1) and 0 < { < 1/3. Sy and n are as
defined in the description of the inexact oscillatory clock. For each y € Y, define the
set:

Hy ={(z,2,7) [z = ylloo < (2 = ylloo <G,
sin(w7) < n/2, Tmods < 1/2},

for the continuous mod function.
Set Y(x,z,7) = II(z) = y if (x,2,7) € H,. This means that = (y) = H, are
open and disjoint. Initialize z(0), 2(0), 7(0) in =1 (y),y € Y.

1. Choose:
& =—C e — G(I(2))]*S: (1), ®)
=%z — ((2))]2Sa(7), )
7=1. (10)

This selection yields I1(z(4kA)) = G*(y), k € Z, for | 7 |< +7~ L sin ™! (n/2).
2. Let o and P be the finite gain constants of G, and 3 and M be the non-degeneracy
constants of G under the infinity norm. Choose

&= —20""[z — G(II(2))]S1(7), (11)
2=-20""z = (1I(2)))5 (1), (12)
F=1/[1+ (P+1)|z]loc +a+ (M+1)|z||le + 3] 13)

This selection yields I1(z(t)) = G¥(y) on an interval about the time t; where
T(tk) = Qk, ke Z+.
3. Let § = max{|li — j| }oo | 4,5 € Y}. Choose

& = —26¢" [z — G(I1(2))]S1(7), (14)
2 ==28¢" "z — (I1(2))]S2(7), (15)
7=1. (16)

This selection yields IT(z(4kA)) = G*(y), k € Z, for | T |< £7n~ L sin™!(/2).
O
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Note that this rather complicated mathematical exercise is merely a proof that the
pasting policy described in Subsection 4.4 will yield a set of Lipzchitz ODEs for the
composed system of the inexact clock and any dynamical system F that can be ex-
pressed as a set of Lipschitz ODEs. The non-degeneracy and finite gain of the con-
tinuous extension of G do not need to hold for points not in Y. There is a bounded
neighborhood of initial conditions that will lead to a bounded reachable set of behav-
iors. The import of condition 2 is that if G = F(.,1) is non degenerate and may be
extended to a Lipschitz function, then the ODEs that govern both the dynamics of the
hybrid automaton # as well as its discrete transitions are Lipschitz. That is, the ODEs
that switch between the vector fields described by each mode governed by continu-
ous Lipschitz ODE dynamics, are also Lipschitz [13]. So, G is notionally defined as a
switching map that determines the change in dynamics from each set of ordinary dif-
ferential equations that characterize the dynamics of F. For instance, since an inexact
clock has three different sets of dynamical equations, G' will govern the switching be-
tween them, as the system can only evolve according to one set at a time. Note that this
holds for any dynamical system defined on Y C R™ such that there is some minimum
separation between any two distinct points of Y, where Y is the domain on which the
dynamical system is defined.

This powerful result allows us to compose N diverse inexact oscillatory clocks each
with copies of the same hybrid automaton described by a set of 2n + 1 Lipschitz ODEs,
and define the global dynamics of the system using (2n 4 1)V V=1 Lipschitz ODEs.
While this is exponential in the number of clocks, if the system starts within the bounded
set of acceptable initial conditions defined in Y, then the system can be guaranteed to
be stable. That is, if the composed decision-making protocol and channel automata are
described by Lipschitz ODEs, the composed system will be stable, under bounded start
conditions. So, it only remains to demonstrate that a given voting protocol can be rep-
resented by a set of Lipschitz ODEs (for a stable connected network configuration)
in order to assure that the composed system converges to synchrony. Obviously, the
stability of the hybrid automaton decision making protocol is impacted by the com-
munication between clocks and decision making protocols. The network topology and
each communication channel must also be stable in composition with the inexact clocks
and decision making protocol.

6 Network Stabilization: Channels and System Reset

If a bound on the physical channel is known, a finite state self stabilizing protocol may
be feasible [14]. We assume that we are given indexed input/output communication
channels that can store at most one outstanding message in the event of a system wide
communication reset. If we consider the wires connecting the components as channels,
this is a reasonable approximation of the behaviour. We assume a message can remain
in a channel for at most a duration of d;qteney, Which is much smaller than the network
stabilization time P. We assume that at startup or reset, the network can experience
Byzantine behavior, but that after a predetermined period of time, all faulty behavior
can be predicted (until the advent of reset). For 3F' + 1 nodes, F' of which may be
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faulty, there must be at least 2F' (2F + 1) correctly operating indexed channels in order
to tolerate Byzantine behavior in the F' faulty nodes.

The strategy of many protocols (including the Draper protocol) is to evaluate each
message in the channel to see if it is a valid value, and if this is not the case, the value
is re-written or reset to a valid value by the processor. For a non-faulty channel, we
assume that after a time period P, the channel stabilizes, that is, for e = (4,7) the
message m sent from node 7 to j is delivered. The behavior of the channel is regarded
as correct when it exhibits the following characteristics.

Definition 6 (Correctness) Using regular expression operators, the behavior of a cor-
rect channel must be able to be broken into segments of the form

a = empty*send(m, i, j)receive(m, i, j)empty”* 17
within a finite execution time bounded above by 64tency < P for e = (4, 7).

We assume all correct channels will exhibit this behavior after a predefined time
P from startup/reset. We wish to guarantee that, after all topological changes cease, if
one of the valid nodes attains an invalid state, and no valid node attains an invalid state
infinitely often, then we can assure the notions of validity, and termination for a given
node running a clock synchronization protocol.

Corollary 1 (Validity). If e = (i, ) is a valid indexed channel in the final topology,
then the execution sequence « of Send(m, 1, j) input at i after time C' + P is identical
to the execution sequence & of Receive(m, i, j) output at j.

Corollary 2 (Termination). All valid nodes will terminate a correct clock synchroniza-
tion protocol if: 1. In finite time all of the valid nodes with valid channels will receive all
messages from every other valid node. 2. No valid node receives infinitely many invalid
messages.

6.1 Startup and Reset

Given the perspective of a non faulty processor during clock synchronization, we as-
sume that it is able to communication with all other valid inexact clocks and all other
non faulty processors through a correct channel (from definitions 1-2).

Theorem 3 Assume that there is a set S of (2F + 1) valid and terminating decision
making protocol hybrid automata in the network of at least 3F + 1 nodes. Each valid
indexed channel is a link whose correctness is checked at minimum consistent intervals
P, and each decision making protocol hybrid automaton has stabilization time C. The
projected system state (s, Vi, j € S from time max(C, P) onwards, is correct unless
the network topology is reset.

Proof 3 By contradiction. Suppose not. This implies that there exists a correct link be-
tween two valid nodes (i, j), which possesses an execution trace not of the form

a = empty* send(m, i, j)receive(m, i, j)empty™ (18)
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over an interval P for e = (i, j). This can occur in one of two ways.

Case 1: A valid message m, sent from the valid node i € S was not received at a
valid node j € S after the interval P. This implies that the message is still in a valid
channel. However, since messages can dwell for at most §iqtency in valid given channel,
and Sigtency K P, we have a contradiction.

Case 2: A valid message m, received by the valid node j € S was not sent from a
valid node i € S within the prior interval P. This implies that either the valid message
m did not originate from any valid node i € S, in which case we have a contradiction,
or the valid message m was in the channel for a period longer than P, which contra-
dicts the assumption that all valid messages are delivered by the maximum latency time

5lat6ncy~
O

Thus, once the network topology has stabilized, and each valid inexact clock is
composed with a logical decision making hybrid automaton, the condition remaining to
ensure stabilization in the face of arbitrary startup condition reduces to demonstrating
that the hybrid automaton representing the decision making protocol can be represented
by a discrete dynamical system of Lipschitz ODEs.

7 Decision Making Protocol

The difficulty arises in the determination of the initial conditions used during the first
iteration of the decision making protocol. Without sufficient boundedness arguments, it
becomes impossible to limit the reachable set of states for the system. As long as the
hybrid automaton H containing the decision protocol for synchronization, associated
with a given clock, receives a value picked from a bounded initial set, then the hybrid
automaton will propagate according to its logical execution. For an arbitrary start up
value of that clock, or the channel that communicates that clock value to the decision
making automaton, it becomes necessary to replace arbitrary initial values of the ini-
tial states for the clocks with an acceptable value (i.e. a 0 or a 1). This requires the
introduction of a device, which can select the requisite value to replace an unacceptable
initial clock value in the decision protocol. Unfortunately, an undefined input can be
interpreted under disparate fashions by each protocol, that is, some may interpret it as
high (1), some may interpret it as low (0), or some may interpret it as undefined.

Each valid inexact clock evolves according to a constant rate in addition to a bounded
drift rate of p, with respect to actual time. Before convergence is achieved, the sys-
tem may behave arbitrarily, as it can start up from an unknown state. However, after a
bounded time max(C + P), there can be at most (N — 1)/3 permanent faults in the
system. Furthermore, it is assumed that the logical execution of the implemented deci-
sion making protocols cannot be affected by faults from other nodes, for all non faulty
nodes. Synchronization is defined as being the state in which all good nodes have their
clock automata within a pre-defined tolerance, . We define a non-faulty node:

Definition 7 (Non-Faulty Node) Given two hybrid automata defined as the inexact log-
ical clock A = S 2 and a logical decision making automaton B = (V',0', A, D', T"),
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their composition A||B = (V,0,A,D,T) is regarded as being non-faulty at times
when it displays the following properties: (a) The clock automaton S, > obeys a global
bound on the drift rate p, defined as 0 < p < 1, such that for every closed continuous
time interval [t1,t2], (1 — p)(t2 —t1) < val(V(t2)) —val(V(t1)) < (1 + p)(t2 — t1)
(b) The logical decision making automaton B executes correctly. (c¢) The node must
process all messages received from all other non-faulty nodes within a bounded time

tprocessing'

The composed system A||B is considered faulty if it violates any of the above condi-
tions. The automata A and B are disjoint in their internal actions, and cannot block
each other’s progress. For a fuller description of the mathematical details, we refer the
reader to [12]. Note that a faulty node may recover and begin behaving correctly at any
time; however, it will not be regarded as being correct until at least max(C, P) time has
elapsed and the necessary number of communications rounds for that node have been
established as being passed by another correct node. Furthermore, a faulty node which
begins behaving correctly can be considered correct by other correct nodes only after
it has demonstrated that it is in synchrony with all other correct nodes. That is, it must
have undergone the process of a node that, from an arbitrary start up state, manages to
synchronize with all other correct nodes.

Definition 8 (Convergence) The system is in a synchronized clock state at the real time
t if for all correct nodes (Al||B);: | val(A||B);(t) — val(A||B),(t) |< .

7.1 Fault Tolerant Digital Clocking System (Draper Protocol)

The fault tolerant digital clocking system implemented in [1] assumes that a central ar-
ray of N = 3F + 1 clock elements interact with one another to produce N = 3F + 1
mutually synchronized adjusted processor clock signals, AC;, for each valid i*" node.
Each of these valid clock signals maintained at each processor can be synchronized
with all other processors except those clock signals that have failed. Failures during the
course of operation are assumed to be arbitrary and variable, with any time dependence
whatsoever. While every node can start up in an arbitrary state, the 2F" 4 1 nodes must
possess valid hardware clocks (whose initial state may be arbitrary, but who behave
correctly for all time afterward). The phase relation between them is determined by the
maximum differential in the desired frequencies (i.e. from the difference between w4,
and w1, ), Which is specified via hardware implementation, and is fixed. A description
of the implemented system, including its voting logic (referred to as the Draper Proto-
col) follows.

Each of the N processors of the central array receives the N —1 other adjusted clock
signals (AC's) for synchronization purposes. Intrinsic synchronization and valid clock
signal generation at the i*" node are achieved as follows. Once the adjusted clock AC;
has changed state, two time delay mechanisms are triggered: (a) No further change of
state can occur before at least some minimum time ¢,,,;,, has elapsed and, (b) If a change
of state has not occurred by some maximum time ¢,,,4,, then the state is changed at that
time irrespective of the other elements. Note that if F' 4 1 other processors’ adjusted
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clock signals change state (after ¢,,;, and before ¢,,,.), then the current processor also
changes the state of its adjusted clock signal.

Thus, the logical decision making protocol on the processor changes state in the
following fashion: (a) The output of the protocol V; is set to 1 when all but F' of the
N clock elements are 1. (b) The output of the protocol V; is set to 0 when all but F' of
the NV clock elements are 0. (c) Otherwise, the protocol output V; retains its previous
value, until ¢,,ax time has elapsed, and a state change is forced. This protocol output
V; is delayed by the desired half period (A = 1/27w) to form the signal V;(A), which
serves as the local clock signal on the processor, AC}, and is synchronized with all other
non-faulty processors. Thus, the processors exchange as messages the value AC;,
which is (upon network stabilization) a delayed version of the voter output V;. This
procedure can be encapsulated using a quorum function, defined over N elements QY
such that QlN has a value of 1 if ¢ or more inputs are 1, and otherwise has the value 0.
The quorum function evaluates based on the exchanged values AC;. V; is set to 1 if
QN _ at the processor changes from 0 to 1; V; is set to 0 if Q7' ; changes from 1
to 0.

Sample Execution If we consider the case where there are N = 4 nodes, of which
F = 1 are Byzantine faulty, we can define the relevant quorum functions Q3 and Q3.
If we consider the condition where a valid node j has its own clock reading 1, and has
received messages from the three other clocks of (1,1,0.4) (recall one is Byzantine
faulty), we evaluate Q§ =1 and Q% = 1. Thus, its own clock output retains the value
V; = 1. Now, after some time ¢; < %4, has passed, one of the other valid clock
outputs switch to zero, and the message set becomes (1,0,0.4), with Q3 = 0 and
3 = 1. The node maintains its output V; = 1. After some further time another valid
clock switches its output, and the message set becomes (0, 0,0.4) with Q% = 0 and
Q4 = 0. The falling edge of Q3 triggers the switch to low, so V; = 0. After the
minimum settling time has passed, and the message sets (1,0,0.4) (leading edge of
Q3 = 1)and (1,1,0.4) (leading edge of Q4 = 1) have been received, the clock output
returns to high on the leading edge of Q3, with V; = 1 (see Figure 7.1). Note that the
failed clock has been modeled as being “’stuck at” a particular value. The value of the
failed clock can be dynamic and influence the quorum functions; however, the set to
high on the rising edge of Q4 (and the set to low on the falling edge of (3) require that
at least one valid clock has changed its state AC; to high (or low), respectively.

A valid adjusted clock signal is then formed at each processor via the described
hysteresis voting protocol. A sketch (for brevity) of the hybrid input output automata
used to model the protocol can be seen in Table 7.1. We are primarily concerned with
the behavior of the decision making logic when at least one inexact valid clock starts
with an arbitrary value (and all state variables are arbitrary at start-up).

Consider the initial conditions such that each good clock component starts with a
valid state, except for one, labeled &, which starts from an arbitrary state, thatis V;, = a.
That is, each good i** clock excepting V}, starts at O or 1, and each i** voter is initialized
to an arbitrary value V. As described above, the signal V; is delayed by A;, which is
the desired half period for the signal V;. Then, we have that the clock output AC; will
go to 1 on the leading edge of Q. 41 or the falling edge of V; (modulo the delay A;).
Similarly, the AC; goes low on the falling edge of Q%7 r or the leading edge of V;.



Fig. 2. Example Execution Trace of the Draper Protocol with N=4, F=1

In order to ensure that all valid adjusted clocks AC; eventually change their state
due to a change in a quorum function (and not just due to timeout parameters), which is
based on the change in at least one other valid adjusted clock , each valid processor must
be able to arbitrarily distinguish and assign the value of the clock Vi, into a leading or
falling edge. With the introduction of a threshold function:

val( ACL) = {1,A0k < Threshold, 19

0, otherwise

for each processor, it is possible that this condition is probabilistically achieved. The
threshold function can be implemented in hardware as a Schmitt trigger. Thus for any
number of arbitrary non-valid initial clock states, which eventually after C' become
valid, each successive non-valid initial clock message received by a non faulty processor
is arbitrarily assigned a valid message value of 0 or 1. Thus, after a time max(C, P) and
at least 2F + 1 valid messages from distinct processors, will have a state change of the
adjusted clock AC; via a change in a quorum function. This boundedness condition on
the AC; input messages to a valid processor guarantees that the values of the quorum
functions and voter outputs (V;, V;(A), AC;) are always bounded after receiving at most
3F + 1 distinct processor messages.

Theorem 4 A node S1 2||B composed of a clock automaton Sy 2 and a logical decision
making automaton B = (V' ,0', A, D', T") is self-stabilizing under arbitrary startup
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conditions in the context of a global system S of N = 3F + 1 such automata (of
which at most F' are Byzantine faulty) connected by correct indexed channels (whose
topology is described by [s]., Vi, j € S) if the hybrid decision making automaton 8 can
be represented by a discrete dynamical system F which is Lipschitz.

Proof 4 By construction. For all non-faulty processors in the set I C S to eventually
converge to clock synchronization under arbitrary state start-up conditions, the values
Sor | val(B;)(t) — val(B;)(t) |< ~,Vi,j € L

If the quorum function (modulo a delay A, and the maximum and minimum dwell
times), determines the output value of V;, then a bound on the quorum function would
naturally result in a bound on the output V;. Given that all invalid values V; sent from
other clocks and processors can be resolved into a 0 or 1 (in a probabilistic fashion),
the only unbounded values occur in the processor’s own initial conditions. Namely, the
initial values for the processor’s quorum functions, as well as its own initial value for
V. As the quorum functions:

N-F
Qvr=\V @ TR r) (20)
i=N—F
triggers a leading edge and
F+1
Qi (w,y) = \/ QY TQF 1) (21
i=1

triggers a falling edge, when they each change value to one and zero, respectively,
they however can be initialized to an arbitrary value at startup. At least one of the
quorum functions will be forced to change into a valid value once 2F + 1 distinct
processors have sent at least three distinct messages each in time t,,;, < At < tpaq-
If this has not occurred by the time t,,q., the processor will change its own arbitrary
initial value of V; to either one or zero (again, in a probabilistic fashion), and broadcast
this new, valid value of V; to all other processors. The processor must again wait for
at most 2F + 1 distinct processors to have sent at least three distinct messages each in
time tpin < At < tpyae before a state value (quorum function) is changed, forcing a
change in the value V;, and so forth.

Thus, the rate of change of the value of V; is strictly bounded from above by (t,:r)
and from below by (t,,q.)~" after the first valid value of V; is generated. Since for a
non-faulty processor, after a time max(C, P)+t,q. has elapsed, the first valid value of
V; must be generated, the only difficulty occurs if the value of V; is initially unbounded
before this switch (i.e. possibly infinite). If we eliminate this case from the set of permis-
sible initial conditions, it is always possible to choose a bound B such that the value of
[ Vi(h) = Vi(0) | B h |

Note that if the value was undefined, then the derivative at this point would simply
not exist, creating no difficulties (as the derivative is not required to exist everywhere).
Thus, the dynamical system F governing the decision making logic for the Draper
protocol is Lipschitz. If we define val(B;) = V;, then for all non-faulty processors
after time max(C, P) + 34, | val(B;)(t) — val(B;)(t) |=| Vi(t) — V;(t) |< 2«
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(tmaz) "1, Vi, j € 1. However, at this point, all values of the quorum function and V;
are now valid for all non-faulty processors.
O

7.2 Precision

Once all valid clock elements of all non-faulty processors have each received at least
(2F + 1) valid messages (and ¢ > max(C, P)), they must become phased locked
in the following manner. Without loss of generality, we assume that the clocks phase
lock based on an initial leading edge (value 1). Since the first leading edge of the first
valid clock output must be triggered by the falling edge of its own corresponding V;,
the valid clock output leading edge must follow the falling edge of its V; by at least
Omin = 1/(27Wpmaz ), the smallest of the delays of the valid clock elements (clock with
the highest frequency), and by at most 0,4 = 1/(27wWnin), the largest of the clock
delays (clock with lowest frequency).

Theorem 5 (Precision) . After the stabilization time of max(C, P), where there are N
nodes, at most F' of which possess Byzantine faults, the (N — F') valid clocks will phase
lock to within a precision 7y = 30maz + 301atency + (F + 3)tprocessing-

Proof 5 By Construction. The leading edge of V; in a valid clock element cannot pre-
cede the leading edge of any other quorum function Qg |1 in another valid clock ele-
ment k by more than d,,q4 + O1atency + (F +3)tprocessing. That is, if the leading edge of
a valid clock output Vj, is triggered by the leading edge of its own ng then at least
one other valid clock output (say V;) must have gone high previously. The maximum
amount of time it would take for the k' node to sense this would be the sum of the
delay at the clock output of V; (which is 0; < Omaz), along with the message latency
time and the time to process the message.

The leading edge on%_F cannot follow the leading edge of a valid V;, in any valid
clock element, by more than (F + 1)tprocessing + Olatency + Omag- Supposing that Vi, is
the last valid clock to possess AC), = 0, and the the second last valid clock V; has the
lowest frequency (and longest delay ,,q..); V; will have to change from low to high by
Omaz in order to remain valid, and then send its message, bounding the maximum time
that all valid clock messages can take to change from high to low. That is, previously,
to set ACy, = 0 you had at least N — F' low outputs, and now you must have at least
N — F high outputs in order for it to be set high. Thus, at least F' + 1 outputs must
have changed from low to high. The valid node would have to process at least F' + 1
messages, and evaluate the quorum function F' + 1 times. Thus, the quorum function of
the k'h node must change after it has received and processed F + 1 high messages, the
last of which can be received oy + Oiatency after the second last valid clock output
Vi has changed from low to high.

The leading edge of V; in a valid clock element cannot follow the leading edge of
QRL r of any other valid clock element, by more than the fixed propagation delay of
Omaz + Olatency + tprocessing. Consider the first valid processor k to have its quorum
function QX _ i to evaluate to high. This means that the k'h node must have received
at least N — F high messages, of which F + 1 came from valid elements. The it"
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valid processor must also have received these valid messages, as have all other valid
processors. All valid processors which are low must go high within the period bounded
by Omaz, F + 1 of which have already done so. After a maximal possible delay of
Omaz + Olatency T tprocessing, the last valid processor receives the message from the
second last processor to go high (i.e. the j*"processor) AC; = 1 and re-evaluates the
quorum function.

Thus, the leading edge of Vi, of one valid clock element must follow the leading
edge V; of any other valid clock element by at at most the fixed propagation delay
30maz + 3diatency + (F' + 3)tprocessing. Note that if the V; of valid processors are
phase locked, so are the V;(6;) and AC;.

(|

8 Discussion and Conclusions

In the context of classical clock synchronization, it is known that if all valid clocks
are running at a rate bounded by some linear function of real time (from both above
and below), then clock synchronization is impossible with one third or more clocks
being faulty, without authentication. Dolev et al. [15] have shown that if there is a fi-
nite upper bound on the rate at which messages can be generated by a processor, then
clock synchronization is achievable without authentication (and assuming the absence
of network partitioning). The pulse-based self-stabilizing algorithm of Daliot, Dolev
and Parnas [16] assumes an underlying notion of coarse synchrony at startup, by spec-
ifying an upper bound on the real-time between the invocation of the pulses in correct
nodes. Recently, they have developed fast, self-stabilizing Byzantine clock synchro-
nization protocols [17, 18], which obtain an optimal probabilistic solution, though time
is modeled using integer abstraction. There has been a large quantity of work on self-
stabilizing clock synchronization in the past decade [19],[20],[21],[22],[23], much of
which uses an integer descretization of time and considers diverse network topologies
[24], in contrast to the continuous approach adopted in this paper.

There are several hardware approaches taken to this problem that deal with clock
tick generation [25] and arbitrary initialization under failures [26]. However, this hard-
ware is more complex than the circuit diagrams outlined in [1], and a more detailed
analysis for comparison will be performed in the future. Synchronization incorporat-
ing continuous trajectories under a real time computing model is studied using optimal
analysis[27], in contrast to a robust setting implied by Byzantine fault tolerance.

In the Draper protocol outlined in this paper, as well as the attendant proof of conver-
gence for arbitrary initial conditions, there are no inherent assumptions of even coarse
synchrony upon startup, nor are there any restrictions on initial values. However, the
requisite assumptions of finite gain and of Lipschitz ODEs governing the overall dy-
namical system representation of the composed clock, communication channel and log-
ical decision making hybrid input output automata act to constrain the rate of change
of the output. This acts to limit the acceptability of the oo value for any of the quorum
functions at any non-faulty processor. Furthermore, the digital design of the system
posits the existence of a mechanism by which a non-valid initial value of any clock in
the system is assigned a value of zero or one at each non-faulty processor. This function
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can be probabilistically achieved in the circuit design by the use of a Schmitt Trigger.
Thus, for a realistic set of arbitrary initial conditions (excluding co for quorum func-
tions and V;), all (2F + 1) non-faulty processors converge to attain synchrony with the
bound Y= 35771(11 + 351atency + (F + 3)tprocessing-

The fundamental issue of self stabilization of clock synchronization under Byzan-
tine faults and arbitrary starting conditions hinges around the notion of boundedness.
The theoretical distinction between possibility and impossibility depends upon not only
the fault models for the system, but also on boundedness properties related to message
delivery, inherent coarse synchrony imposed by a maximum bound on computational
time of the protocol execution, as well as message ordering. The use of the Lipschitz
condition to bound the behavior of the ODEs governing the composed system of HIOAs
imposes a notion of local stability. The idea of metastability in the synchronization of
asynchronous signals appears to be, though without formal proof at this time, princi-
pally unavoidable. However, for practical purposes, digital circuits can be designed to
minimize metastable behavior, through the introduction of delay.

Of course, it should be pointed out that there are several probabilistic approaches to
attaining clock synchronization and consensus [28],[29] in the presence of Byzantine
faults in a distributed and asynchronous setting (i.e. under finite time with probability
approaching 1). Additionally, there are algorithms for approximate agreement in both
the clock synchronization and distributed consensus settings [30],[5].

Conclusions. In this paper, we have investigated the notion of self-stabilizing clock
synchronization under arbitrary startup conditions, in the context of an implemented
digital clocking system fielded at the C. S. Draper Laboratory in 1973 by Daly, Hop-
kins and McKenna [1]. A proof was developed by deriving a dynamical system which
simulated the composed system of clocks, communication channels and logical decision
making protocols, which were formally specified as Hybrid Input Output Automata. By
ensuring that the ordinary differential equations governing the dynamical system were
Lipschitz, convergence of the system is guaranteed.

However, this condition restricts the startup condition of the quorum functions in the
logical decision making automata; they are all required to have a finite, bounded rate
of change, thereby eliminating the startup value of co. However, under realistic startup
conditions, and using proper digital circuit design, this condition can be accommodated.
Furthermore, this notion of boundedness appears to be an inherent assumption in all
of the current self stabilizing clock synchronization protocols currently available. An
interesting direction of future work would encompass proving conclusively that this
structure of assumptions are necessary for any self-stabilizing clock synchronization
algorithm under arbitrary startup in the face of Byzantine faults.
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Appendix: Nomenclature and Definitions

Nomenclature

A

=(V,0,A,D,T): Hybrid automaton

Execs 4 : Execution traces of A
Reach 4 : Reachable states of A
C': Stabilization time of a hybrid automaton; the time after startup after which all

execution traces are suffixes of correct behaviors.

F = [X, T, ¢|: Dynamical system (an alternative equivalent control theoretic de-

scription of A)

[lz||1: The L' norm of a vector, defined as Y _,_, |z|.

||| oo The L norm of a vector, defined as maxy, |xg|.

|| f(z)||2: The L? norm of a function defined as [ | f(z)|*dz.

N: Number of processors or nodes in the system.

F': Number of faulty processors or nodes in the system.

m: Message sent between two processors.

G: A graph G = (V, E)) with vertices v € V, which denote processors, and edges

e € F which denote communication channels.
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e(i, 7): An edge connecting processor 4 to processor j. The edge e, without explicit
processor ordering, denotes the pair of anti-symmetric communication channels con-
necting the processors (i, 7).

[s]e: The projection of the global system state s of the graph G onto the subsystem
formed by e (and its corresponding processors (¢, 7)).

P: The time after which the network topology of the graph G has stabilized after
startup, and all non-faulty channels behave correctly.

Olatency: Maximum time for a message to be delivered between non-faulty proces-
sors on a valid channel.

~: Maximum deviation between the leading (or falling) edges of any two syn-
chronous processor clocks.

Lprocessing: Time by which a processor must finish processing all received mes-
sages.

tmin: Minimum dwell time in a given system state.

tmaz: Maximum dwell time in a given system state.

HC;: The value of the i*" node’s hardware clock.

w;: The desired frequency of the i*” node’s hardware clock.

QlN : Quorum function which evaluates to 1 if 7 or more of N inputs are 1, otherwise
evaluates to 0. It can be initialized to any value at start-up. It operates on the passed
messages AC;.

V;: The output of the voting protocol. In the case of the Draper Protocol, it is con-
ditioned on the relevant quorum functions.

A;: The half period delay induced in the signal V; before transferring it as the value
of the adjusted clock AC;

AC;: The value of the i*" node’s adjusted clock, which is passed between processors
and used to arrive at convergence of all valid nodes by a processor’s voting protocol.

Omaz: Largest half period of all valid adjusted clocks.

Omin: Smallest half period of all valid adjusted clocks.

R"™: The real space of dimension n. For instance, an ordinary differential equation
which has n independent variables will have its solution defined on this space.

Definitions

Lipschitz Condition: A function f(x) satisfies the Lipschitz condition of order /3 at
x = 0if |[f(h) — f£(0)]| < BJh|/?, for some real valued constant B, and integer
exponent /3.

Continuous function extension f : Any continuous function f : S — R™, S a
closed subset of R™, may be extended to a continuous map f:R™ 5 R™,
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Clock Automaton

types Index : Enumeration [Voter1, Voter2, Voter3, Voter4]
let legalTime(hour, minute) : Nat,Nat — Bool = minute < 60
A 0 < hour A hour < 13;

automaton Clock(r: Real)

signature

output show(hour, minute: Nat) where legalTime(hour, minute)
output send(M: legalTime, j: Index, const 1),

input set(hour, minute: Nat) where legalTime(hour, minute)

states

now: Real :=0;

nextHour: Nat := 12;
nextMinute: Nat := 0;
timeToShow: DiscreteReal := 0;
timeToSend: DiscreteReal := 0;
initially (0 <r Ar < 1);

transitions

input set(hour, minute)
eff nextHour := hour;
nextMinute := minute;
timeToShow := now;
timeToSend := now;

output show(hour, minute)

pre hour = nextHour A minute = nextMinute A now = timeToShow;
eff nextMinute := mod(minute + 1, 60);

if nextMinute = 0 then nextHour := mod(hour + 1, 12); fi
timeToShow :=now + 1;

output send(m: legalTime, j: Index, const i)

pre hour = nextHour A minute = nextMinute A now = timeToSend;
eff nextMinute := mod(minute + 1, 60);

if nextMinute = 0 then nextHour := mod(hour + 1, 12); fi
timeToSend := now + 1;

trajectories

trajdef timePassage

stop when now = timeToSend;

evolve (1 - r) < d(now); d(now) < (1 +1);

Table 1. HIOA: Clock with Periodic Cyclical Counter
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Indexed Channel Automaton

vocabulary V(T: Type)
types Packet : Tuple [message: T, deadline: Real]
end

automaton TimedChannel(ttl: Real, M: Type, i, j: Nat) where ttl > 0
imports V(Type M)

signature
input send(m: M, const i, const j)
output receive(m: M, const i, const j)

states

queue: Seq[Packet] := {};
now: Real :=0;

initially ttl > 0;

transitions
input send(m, i, j)
eff queue := queue I [m, now + ttl];

output receive(m, i, j)
pre queue # {} A head(queue).message = m;
eff queue := tail(queue);

trajectories

trajdef timePassage

stop when queue # {} A head(queue).deadline = now;

evolve d(now) = 1;

invariant of TimedChannel: Ak: Nat Al: Nat (0 < k A k <[ Al < len(queue)
= queue[k].deadline < queue[l].deadline);

Table 2. HIOA: Timed Indexed Channel Automaton
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Logical Decision Making Automaton (sketch)

vocabulary Continuous operators continuous: Real — Bool types
ClockIndex : Enumeration [c1, ¢2, c3, c4];

ProcessIndex : Enumeration [pl, p2, p3, p4l;

automaton Voter(i:ProcessIndex, j:ClockIndex, tmin, r,e : Real)

imports Continuous

signature

input receive(Clk, i:ClockIndex, const j )
output send(V;, const i, j:ProcessIndex )
internal sig; stgo

states

Q; : Real :=0;

CIk,: Real :=0;

t, ti, tdelay: Real :=0;

transitions

input receive (CIk, i, j)

eff Use logic to determine which ith clock
send message and if message is valid

If valid send an internal signal, sig;, fi

internal sig;

output sigo

pre Check if the clock message is in accordance

with all of the timing assumptions

in the utilized Quorum Functions Q2

to arrive at a new value for the clock time V.

eff Compute new value of V; based on its previous value,
and the value of all valid messages received

since the last computation was made.

internal sigo

output send(V;, 1, j)

pre the minimum allowable time since the last sent
message to that process has elapsed

eff reset the timing counter for that process

output send(V;.i, j)

pre delay between last sent message

and max allowable time between messages times out
eff teounter = 07

trajectories

trajdef Traj

invariant after a bounded time T all QN are 1

A within the time T + ¢ all values of QY become 0
stop when t=tfinai;

evolve

d(now) =r+e

d(tdelay) = 1;

Table 3. HIOA: Sketch of the Hysteresis Voter for 4 Clocks
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Abstract. A commonly used approach in practical verification is to ver-
ify a simplified model of the system rather than the system itself, which
would entail infeasible verification complexity. This paper introduces a
model for efficient model checking of message-passing systems with crash
faults. The key to the achieved efficiency is the intuition that the event
of process crash can be omitted in the model as crashed processes can be
mimicked by “slow” ones. We formally prove this intuition for a general
class of systems and their specifications.

We evaluate model checking efficiency using two models, one where crash
events are modeled as separate state transitions (explicit model) and an-
other where these events are omitted (implicit model). Our experiments
with widely-used and representative protocol examples show significant
reductions of model checking memory and time when using the implicit
model instead of the explicit one.

1 Introduction

Fault-tolerance is a general concept for building dependable systems. It guar-
antees that the system delivers correct service despite the presence of faults.
Usually, the behavior and number of faults is restricted by a fault-model, which
is a set of assumptions about the system and its environment. For example, the
Paxos protocol [12] delivers consensus (the service) as long as faulty processes
fail by crashing. Of course, this concept is valid only if the system that imple-
ments fault-tolerance is not faulty itself. For example, faulty implementations of
Paxos fail to deliver consensus even if the fault-model is respected [14].

Model checking [10] can be used to automatically verify that fault-tolerance
is implemented correctly. As the efficiency of model checking decreases with
increasing state space sizes, its applicability is limited to small (sub-)systems
or to simplified models of the real system. These represent different use-cases of
model checking, which can contribute to the correctness of the system in different
ways. For example, model checking a faithful model of the system can help fast
prototyping and verifying conceptual designs.

In this paper, we propose a model for efficient model checking of message-
passing systems with crash faults. These systems see more and more applications
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given that (a) message-passing is an intuitive communication model [3,1] and
(b) the crash fault-model is a widely-applied abstraction in the current practice
of reliable systems [7]. We expect every verification method to be sound, i.e.,
it does not miss bugs in the system. In order to ensure that model checking
using our proposed model is sound, we compare it with a reference model of
crash events, which we adapt from [3]: A crashed process stops receiving and
processing messages in the future; if a process crashes during sending messages,
only a subset of these messages might be sent. We call this reference model
explicit because a crash event is modeled via an explicit state transition that
drives the system from a state where the process is correct into a state where
this process is crashed.

The explicit model yields large state spaces because crash events are inter-
leaved, i.e., executed concurrently, with other events. In order to mitigate this
state space explosion, we leverage the intuition that slow processes cannot be
distinguished from crashed ones. We carefully investigate models of computation
and communication to verify this intuition. For example, the intuition does not
hold if a protocol inherently relies on crash events (e.g., using failure detectors
[8]) or if the property under verification explicitly mentions crashes.

We call a model without crash events implicit because it can mimic the effect
of crashes through the above intuition. We formally prove the soundness (and
completeness) of the implicit model by showing that the truth of a general class
of properties is indistinguishable in the explicit and implicit models.

The explicit model is exponentially larger than the implicit model. This expo-
nential blow can be further worsened in practical model checking, where storing
and comparing states (stateful optimization) is hard or even impossible. On the
other hand, reductions (such as symmetry or partial order reductions [10]) can be
used to prune the state space that actually needs to be explored. As a practical
implication of our equivalence result, we model check representative message-
passing protocols and measure the realized benefit of using the implicit model
instead of the explicit one.

In summary, we make the following specific contributions:

— We define a formal model eligible for model checking systems where processes
communicate via messages and might fail by crashing. First, we adopt a
model from [3] (Section 2) and use it as a reference model to show the
soundness of our proposed, simplified model. We call this reference model
explicit because it explicitly models the event of crashing. We define a model,
called implicit model, by simply removing crash events from the explicit
model (Section 3).

— We formally prove that the implicit model preserves arbitrary LTL (Linear
Temporal Logic) properties [10] of the explicit model if these properties
do not depend on (i) the crash status of some process and (ii) the set of
undelivered messages (Section 4). This class of properties is general and
expressive enough to specify standard properties of fault-tolerant message-
passing protocols, e.g., consensus, or variants of linearizability.
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— We use MP-Basset [5], a SW model checker for message-passing systems, to
model check the explicit and implicit models of representative crash-tolerant
protocols (Section 5). Using the stateful and partial-order reduced optimiza-
tions of MP-Basset, our experiments show that model checking the explicit
model results in state space explosion, even with relaxed forms of the crash-
fault semantics. At the same time, the implicit model enables feasible model
checking of the same protocol instances.

2 A Formal Model of Message-Passing Systems

We start by recalling a formal model of general message-passing systems (Section
2.1) and a suitable property language (Section 2.2). The precise semantics of the
formalism is given via state graphs (Section 2.3).

2.1 Basic Message-Passing Model

Conceptually, we adopt the formal model of message-passing system (MP sys-
tem) from [3]. Strictly speaking, the following model is taken from [4,5], which
was shown to be equivalent with the model in [3] but better suited for model
checking.

An MP system consists of n processes that communicate via messages. Mes-
sages are sent between processes via channels according to a network topology.
Every two processes ¢ and j that are connected via a channel from ¢ to j maintain
a buffer buf, ;, which is a set of messages for storing undelivered messages sent
from process ¢ to process j. The buffer buf; ; is called the outgoing (incoming)
buffer of process i (7).

Every process ¢ maintains a local state from a set @);. The state of the system
is a tuple s = (q1,¢2, -+, @ns b1, .-y by ), where ¢; € Q; for all 1 < 4 < n and
by, ..., by, are the buffers of the system.

Transitions between the states of an MP system are modeled through events.
The execution of an event denoted by comp; (short for computation) involves the
following indivisible (atomic) change to the system: a (maybe empty) subset of
the messages is removed from the union of all incoming buffers of 4, the current
local state g; is changed to a (maybe the same) state from Q;, and some (maybe
zero) messages are added to the output buffers of i. Every event is associated
with a guard, which is a predicate that depends only on a subset of the union of
the incoming buffers and the local state of the process. The event can only be
executed if the guard evaluates to true. In this case, we say the event is enabled
in the current state. Otherwise, the event is disabled.

The set of all events is denoted as COMP = U}~ COMP;, where COMP; is
the set of all events executed by 1.

An initial state of the system is the state before the execution of any event.
We assume that channels are empty in initial states.
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2.2 Property Language: Temporal Logic

Properties that the system is expected to fulfill are interpreted over runs. A run
of a message-passing system is a sequence of states sg, s1,... such that sg is an
initial state and, for i > 0, the state s; is the state resulting of the execution of
an event comp; in s;_1 such that comp, is enabled in s;_;. We call s; a reachable
state. By convention, initial states are also reachable.

The most simple properties specify single states. This requires the definition
of a labeling function, which assigns atomic propositions from a set AP to each
state. Formally, the labeling function is defined as L : S — 247 where S de-
notes the set of all states. For example, atomic propositions combined with the
usual Boolean connectives can be used to define invariants, a simple and expres-
sive set of properties. A property is an invariant if it holds in every reachable
state.

We adopt Linear Temporal Logic (LTL) [10] to specify temporal properties. In
addition to atomic propositions and Boolean connectives, LTL defines temporal
operators. For example, the operator F (“eventually” or “future”) asserts that
a property will hold in a state that is reachable (along a run) from the current
state. As an example LTL formula, consider Fp. This formula expresses liveness,
i.e., some atomic proposition p (“something good”) must hold after the execution
of an indefinite number of events.

2.3 Kripke Structure : Syntax & Semantics

We use the standard semantics of LTL [10]. As it is based on a Kripke structure,
we associate MP systems with Kripke structures. A Kripke structure is a tuple
(S, S0, T, AP, L), where S is a set of states, Sy C S is a set of initial states,
T C S xS is a set of transitions, AP is a set of atomic propositions, and L
is a labeling function. Given an MP system M with (initial) state set S (So),
and atomic propositions AP, and labeling function L, we associate with M the
Kripke structure Mgg = (5, So, T, AP, L), where (s,s’) € T iff there is an event
comp of the MP system such that comp is enabled in s and executing comp in
s results in s’

As a result, a run of the MP system M is a run (also called path [10]) of the
Kripke structure Mg and the standard semantics of LTL specifications can be
applied. As this semantics assumes infinite runs, we define an additional event,
called dummy event and denoted dum. The dummy event is enabled in every
state and its execution does not alter the state of the system. Note that without
the dummy event it is possible that no event is enabled in a state, resulting in
finite runs.

3 MP Systems with Crash Faults

In this Section, we define MP systems where processes can crash. In the crash
fault-model, a process can stop receiving, processing, and sending messages, and
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it remains doing so forever. If the process crashes during the execution of an
event, it executes the event as in the fault-free case except that it sends a subset
of the messages that it was supposed to send [3].

Formally, given an MP system M, we define another MP system crash M by
adding crash events. Note that we stay in the realm of MP systems (as defined
in Section 2) without extending neither their syntax nor semantics.

The MP system crash M is identical with M except the following changes.
In addition to a state from @;, the local state of process i (for every 1 <i < n)
contains a crash flag, which takes its values from {1, T}. The value L means
that process i is crashed, otherwise the flag’s value assumes T. Formally, the
local state of a process i is a tuple ¢f = (¢;, ¢;), where ¢; € Q; and ¢; is the crash
flag of i. The set of events in crash M is COMP¢ = U} ,COM Pf, where, for
every process 9, COMP{ = E; U CL; such that

— E; = {comp’|comp € COMP; such that comp’ is identical with comp and
comp’ does not change ¢;},

— CE; = {comp®|comp € COMP; such that comp® is identical with comp
and, when executed in a state, comp® sets ¢; = 1L and M SG¢ C M SG where
MSG and MSG® are the sets of messages sent by comp and comp®}.

Intuitively, crash M inherits the events in F; from the fault-free M, while C'E;
contains the crash-faulty variants of these events. We call comp® in CFE; crash-
induced non-atomic send if MSG® C MSG and MSG® # (.

In addition, an event in crash M can only be executed by some process i if
the crash flag ¢; assumes T. Formally, the guard of every event is extended with
an additional condition (conjunct) defined as ¢; = T.1

4 The Equivalence of Explicit and Implicit Models

Given an MP system M, we call crash M an explicit model of crash faults. In
contrast, M itself is an implicit model as no state transition directly models the
crash of a process.

We first define a general equivalence between state graphs (Section 4.1),
which we use to show as a special case that an explicit and the corresponding
implicit models are equivalent (Section 4.2).

4.1 General Equivalence Basis

First, we define an equivalence relation between runs of Kripke structures. Intu-
itively, two runs are equivalent if they are of the same length and the i*" states
in both runs are labeled the same.

Definition 1 Given two Kripke structures M = (S,So,T,AP,L) and M' =
(8,8, T, AP, L"), a run o = s, S1,... in M is said to be label-equivalent with
another run o’ = s{, s}, ... in M’ iff for everyi=0,1, ..., L(s;) = L'(s}). In this
case, we write 0 ~ap 0.

! Note that the guard of the dummy event (see Section 2.3) must not be changed.
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The previous definition can be naturally generalized to the label-equivalence
of two Kripke structures.

Definition 2 Given two Kripke structures M = (S,So,T,AP,L) and M' =
(87,8}, T", AP, L"), they are said to be label-equivalent iff the following two con-
ditions hold:

— For every run o in M, there exists a Tun o’ in M’ so that 0 ~p o’
— For every run o' in M', there exists a run o in M so that 0 ~p o’

The next corollary follows from the above definitions and the semantics of
LTL [10]. It says that the truth of an arbitrary LTL property is indistinguishable
in label-equivalent Kripke structures. The notation M |= ¢ means that the (LTL)
formula ¢ holds for every run of the (Kripke structure) model M.

Corollary 1 [10] Given two label-equivalent Kripke structures M and M’ and
a LTL formula ¢, the following holds:

MEGiffM Eo.

Proof. The = direction: Assume that M’ [~ ¢. Therefore, there must be a run
o’ in M’ such that ¢’ £ ¢. Since M and M’ are label-equivalent, there is a run
o in M such that o and ¢’ are label-equivalent. By definition, o and ¢’ are of
the same length and the corresponding states are labeled the same. This implies
that o }£ ¢ [10], a contradiction.

The reverse direction can be similarly proven.

4.2 The Equivalence Theorem

In this section, we prove the label-equivalence between an MP system M and
its crash-augmented version crash M. More precisely, we show label-equivalence
between their Kripke structure counterparts.

To this end, we first define a special labeling function for MP systems, which
is independent of the crashed status of processes and undelivered messages.

Definition 3 Given an MP system M, a set of atomic propositions AP, the
Kripke structure (S, So, T, AP, L) associated with M, and the Kripke structure
(8,8, T, AP, L") associated with crash M, L and L' are crash/buffer
-independent, if for all s = (q1, ..., Gn, b1, -, bm) € S and s’ = ((q1,¢1); -5 (qn, Cn),
by,....b,)) €S, L(s)=L'(s).

The following theorem states our main result, which together with Corollary
1 imply that an LTL formula holds for M iff it holds for crash M.

Theorem 1 Given an MP system M, a set of atomic propositions AP, the
Kripke structure Mgs = (S, S0, T, AP, L) associated with M, and the Kripke
structure Mg o = (5,8y,T", AP, L") associated with crash M, if L and L' are
crash/buffer-independent, then Mg and MF. o are label-equivalent.
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Proof. Let 0 = s, 51, ... and ¢’ = sq, 87, ... are runs of Mgg and M, ¢, respec-
tively. The proof is by induction on the length of the prefixes of o and o’. Given
a prefix of o (and ¢’), we construct a prefix of a run in M ¢ (in Mkg) such
that label-equivalence holds for these prefixes. Then, label-equivalence between
o (and ¢’) and the constructed run follows by induction.

The = direction. Intuitively, we construct a run ¢’ in crash M such that the
events executed in M and crash M are the same. In other words, crash M
simulates the non-faulty M.

Consider the prefix s, s1 of o as the base case. We know that sg = (g1, ..., ¢m,
b1y .ybm) € Sp. In our construction, let sy = ((q1,c¢1), -, (@}, cn), by, oy DL)
be from S}, such that sy and s{, are matching, i.e., g1 = ¢},....,qn = ¢}, and
by = by, ...,b, = bl,. Now, let comp be an event in M such that executing
it in so results in s1. If comp is a dummy event, then we construct s; such
that s} = s{. Otherwise, if comp is executed by process i, then let comp’ be
a matching event with comp, i.e., comp’ is the event corresponding to comp as
defined by E;. Given that s1 = (gq1, ..., qqn, bb1, ..., bby,), let in our construction
sy = ((qqu,cc1), .., (qn, ccn ), bb1, ..., by, ) be the state resulting from the execu-
tion of comp’ in s{,. Note that comp’ is enabled in sj, because s; € Sy and so
¢; = T. Furthermore, since comp and comp’ are matching, there is an execution
of comp’ satisfying that s; and s} are matching over the local states of processes
and the content of buffers. Since L and L’ are crash/buffer-independent, we have
that L(sg) = L'(s(,) and L(s1) = L'(s}).

In the induction step, assume that there is a run in crash M with pre-
fix sp,s),..., s}, that is label-equivalent with sg,s1,...,sx. Let s; be the tuple
(q1s -, Gms b1, ..., by ). By construction, we have that s, = ((q1,¢1), ..., (¢n, Cn),
b1, ..., bm). The construction of s}, is analogous to that of s7. Note that comp’
is enabled because ¢; = T for all 1 < ¢ < n. This is because our construction
selects comp’ from F;, thus, the value of ¢; remains unchanged.

The < direction. Intuitively, we construct a run ¢ in M such that crashing and
non-crashing events are replaced by there matching counterparts in M, i.e, non-
faulty events that receive/send the same messages and perform the same local
state transition.

Let sp, sy be a prefix of o’ where s; = ((g1,¢1), -+, (Gns Cn)s b1, vy by ). Then,
let so = (q1, -+, Gns b1, -, b ) from Sp. We know that such sq exists by construc-
tion of crash M. Since L and L' are crash/buffer-independent, we have that
L'(sy) = L(so).

Now, let e be the event in crash M that results in s] when executed sj.
Similarly to the first part of the proof (= direction), in case e = dum and
e = comp’ € E;, the corresponding event in M is dum and the matching
comp that is used to construct s; when executed in sg. If e = comp® € CE;,
then consider the matching event comp as defined by C'E;. Let s} be the tuple
((qqu,cc1), -, (qQn, ccn), bby, ..., by, ). We construct s = (qqu, ..., gqn, b}, ..., bb.,)
as the state resulting from the execution of comp in sg. Note that the content of
the buffers may be different, more precisely bb; C bb;- for all 1 < j < m, if comp®
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is a crash-induced non-atomic send. As L and L’ are crash/buffer-independent,
L'(s}) = L(s1) holds.

By the induction hypothesis, there is a run in M with prefix sq, ..., s that is
label-equivalent with s, ..., sj,. By construction, given s, = ((q1,¢1), .., (qn, ¢n),
b, ..., bm), we have that si, = (q1, ..., qn, b3, .-, by,) and b; C b’ for all 1 < j < m.
The construction of sx41 is similar to that of s;. Note that the matching comp
can always be executed in s; because the buffers in s; contains at least those

messages in s}

4.3 Implications of Different Buffer Models

Our model of MP systems from Section 2 assumes that every buffer is an infinite
set of messages. As some applications might require modeling finite buffers, we
now discuss how modeling finite buffers affects our equivalence result.

We consider two models of finite buffers. In the first model, a (non-dummy)
event can only be enabled if all buffers that this event sends messages to have
the capacity of delivering (storing) these messages. The proof of Theorem 1 can
be easily modified using this model of finite buffers.

In the second model, a message m in a full buffer buff can be overwritten
by a message m’ that is sent via this buffer. This means that m will be lost
and replaced by m’ in buff. It turns out that the construction used in the proof
of Theorem 1 does not work with this model of finite buffers. The problem is
that these non-atomic send events can result in overwriting a subset of those
messages that are overwritten in the non-faulty model. This might result in a
process entering a local state that is unreachable for this process in the non-
faulty model, thus, invalidating the equivalence result. Note that in our model
with infinite buffers all messages that are available in crash M are also available
in M, a property that does not hold using the second model of finite buffers.

5 Experiments: Model Checking Efficiency with Explicit
and Implicit Models

Evaluation objective. Given an MP system with n processes, the explicit model is
at least 2™ times larger than the implicit model. This is because for every every
state in the implicit model there are 2" corresponding states in the explicit
model where every process can be crashed or alive. The exponential blow is
further worsened by non-atomic sends. For simplicity, we consider a relaxed
crash-model semantics where non-atomic sends are assumed not to happen.
Ideally, the size of a model is proportional with model checking memory and
time. However, practical model checking can distort this trend. Firstly, a model
checker might visit the successors of a state many times if this state is reachable
through multiple runs. The reason for this is that storing and comparing states in
stateful model checking [10] might be inefficient or even impossible given pow-
erful specification languages [11]. Secondly, different reduction techniques [10]
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enable sound verification by exploring only a fraction of the model. Depending
on the system, one model can be better “reducable” than another.

Focusing on stateful and partial-order reduced [10] optimizations of model
checking, our objective is to show that model checking the explicit model is
exponentially more expensive (in terms of memory and time) than the implicit
model. This would demonstrate the practicability of our equivalence result.

Ezxample protocols. We consider two representative crash-tolerant protocols, i.e.,
they satisfy their specifications under the assumption that processes can only
fail by crashing:

1. The Paxos protocol solves consensus, a fundamental primitive that can
be used to implement state-machine replication [12]. Intuitively, consensus
means that at most one value is “chosen”, i.e., all processes agree on this
value.

2. Our second example is regular storage protocol in the style of [2]. The ob-
jective of distributed storage is to reliably store data despite failures of the
base (storing) objects. A regular storage guarantees that a read operation
returns a value not older than the one written by the latest preceding write
operation.

For debugging purposes, we inject faults into (a) correct processes and (b)
the specification of the protocols and show that the model checker is able to find
the bugs. In particular, we specify two faulty versions of Paxos, namely “Faulty
Paxos” and “Faulty Paxos 2”. For storage we require that a read operation that
completes after a write has to return the value written by the write even if
the two operations are concurrent (“Wrong Regularity”). More details and the
source of these models can be found at [16].

Setup: tools, resources, and metrics. We use the MP-Basset model checker [5, 16]
to conduct our experiments. MP-Basset is a model checker for message-passing
systems implementing the following optimizations: stateful model checking via
Java Pathfinder [15] and highly customizable static partial-order reduction [6]. In
our experiments, partial-order reduction is customized for message-passing (read
more details in Section 6). The experiments are run in the DETER testbed [17]
on 2GHz Xeon machines with 4GB memory.

We measure model checking memory (the number of visited states) and time
for each experiment. In the explicit model, we gradually add 1,2, ... crash-prone
processes and run a new experiment. In case of faulty protocols and specifica-
tions, the model checker stops at finding the first counterexample. Therefore,
these searches are not exhaustive.

The model checker returns OK if the specification holds for the protocol. Oth-
erwise, a counterexample (CE), i.e., a run violating the specification, is given.
We add up to three (two) crashes for the OK (CE) cases. The reason of run-
ning more experiments without bugs is to measure how adding new crash-faulty
processes affects the size of the explicit model.



Protocol Explicit model Implicit model
(# processes) Spec. Result
# crashes States Time | States Time
1 1,541,622 9h50m
Paxos (6) Safety | OK 2 4,216,431 27h44m | 548,961 3h18m
3 11,843,034 83h
Faulty Paxos (6) Safety CE ; }é’ggg lg$§§: 3,415 1m40s
Faulty Paxos 2 (7)| Safety CE é é’éi?;gg ;gﬁigz 173,414 1h28m
1 56,508 16m306s
Register (5) Regularity| OK 2 128,697 40m50| 18,451 4m32s
3 301,562 1h40m
. ‘Wrong 1 9,781 2m45 . §
Register (5) regularity CE 2 1,213 29s 3,497 55s
. ‘Wrong 1 18,272 Tm
Register (6) regularity CE 5 42,506 15m| ©6+987 2m32s

Table 1: Stateful and partial-order reduced state space exploration results with
implicit and explicit models using the MP-Basset model checker.

Ezperimental results. Our results are shown in Table 1. We model check only
meaningful instances of both protocols, i.e., at most one fault is tolerated. For
each experiment, we emphasize the best result (least model checking memory
and time) using bold text. We observe the following trends:

— The implicit model is more efficient than the explicit one in all except one
experiments. In this one experiment the model checker finds the bug slightly
faster using the explicit model. As the CE experiments are non-exhaustive,
finding counterexamples quickly depends on how the model checker schedules
events. In MP-Basset, the additional (crash) events in the explicit model
affect this scheduling, as shown by our experiments. Heuristics can be used
to “guide” the model checker towards the bug [13].

— Model checking memory and time of the explicit model is exponential in
the number of crash-faulty processes compared to the implicit model. This
trend is also depicted in Figure 1, where we show the number of states in the
explicit model as a function of n, where n is the number of crashes. Note that
the number of states grows even faster than 2. Again, this ideal formula is
biased by the imperfect stateful optimization and partial-order reduction.

6 Related Work

Our reduction from the explicit to the implicit model allows sound and also
complete verification of the specified class of properties (LTL with crash/buffer-
independent labeling function). Although other reduction techniques such as
symmetry or partial-order reductions [10] apply for a more general class of sys-
tems, they require manual intervention of the user. These techniques are orthog-
onal to the explicit/implicit model of crashes and can be applied for further
reductions of both models.
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Fig. 1: The size of the explicit model as a function of the number of crashes.

In our experiments, we use partial-order reduction of both the explicit and im-
plicit models. We apply this reduction for message-passing systems as proposed
in [6]. For the explicit model, we extend the partial-order reduction with crash
events and use the flexible and intuitive framework of [6] to prove the soundness
of the reduction. Intuitively, we define events that are “non-interfering” with
crash events, which is key to partial-order reduction. For example, a crash event
e® is non-interfering with every other event e in the sense that if e is disabled in
a state, then it will remain so after the execution of e°.

Another related reduction approach is [9], which reduces from a fine-grained
model to a stuttering-equivalent coarse-grained model to allow efficient model
checking. Although the underlying model is message-passing with crash faults, it
assumes (synchronous) round-based communication and crashed-faults are ex-
pressed through so called Heard-Of sets. Our equivalence result does not directly
apply under these assumptions but, instead, under the general model of [3].

7 Conclusion

We have defined a formal model that allows efficient model checking of message-
passing systems with crash faults. The proposed model is a reduction from a
detailed (and obviously sound) model and it accounts for sound verification
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for a certain class of properties. Natural extensions of our approach include
reductions for other fault-models (such as non-silent malicious faults) or proving
the equivalence with respect to more general temporal logics (such as branching-
time logics).

We see the strength of our contribution on the practical side. Our equivalence
result formally verifies the natural intuition that crash events need not be mod-
eled explicitly. Therefore, system designers can use this as a formal argument
(rather than as “reasonable simplification”) in the development and certification
process. These are small but important steps towards scalable verification of real
systems.
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Abstract. We study the correctness of programs that use exception
handling to deal with failures. A new notion of partial correctness is in-
troduced for the design of programs that can continue safely after an
unanticipated failure. Partial correctness is contrasted with total cor-
rectness though their verification rules. These rules are derived from a
definition of statements with exceptions as higher order predicate trans-
formers. The use of total and partial correctness is illustrated with three
design patterns, rollback, degraded service, and recovery block.

1 Introduction

A program may fail to perform its intended task for several reasons: the specifica-
tion may be in error, there may be errors in the design, or there may be failures
of the underlying software or hardware. Some failures are always detected at
run-time by the underlying (virtual) machine, some failures can be detected by
programmer-added checks, while some failures would be too difficult to detect
by any means.

Even with our best efforts to design error-free programs, in the design of
any reasonably complex system, there always remains the possibility of a fail-
ure [I3]. The question then arises how programs should respond to detected
failures. Typically failures cannot be treated at the point in a program where
they are detected, but control has to pass to some “outer” point. While the use
of additional return values for indicating failure of a procedure call is common
in operating sytems [§], the use of a dedicated mechanism for ezception handling
does not require additional variables and control structures to be interspersed in
the original program for passing control to an outer point. Exception handling
has the advantage that the original design remains visible. Besides, exception
handling also has other uses, namely for an unobtrusive treatment of rare or
undesired cases—cases that would affect the program structure in the same way
as possible failures, and for coping with imperfections during the design process,
like partial implementations of features.

Statements that can raise exceptions have a single entry, a normal exit, and
additional exceptional exits. Hence such statements can be specified by a sin-
gle precondition and one postcondition for each exit, originally suggested by
Cristian [3] and more recently advocated in textbooks [II] and supported by
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verification tools for the specification of class methods [2l9]. In this approach all
possible failures have to be anticipated by the designer and any implementation
of a method must not fail in any other way—a rather optimistic view. Hence a
more typical use of exceptional exists is for undesired and rare cases, for example
when looking up an entry or opening a file that may not be present. However,
to deal with failures that can appear “everywhere”, like running out of memory,
these tools do not require that all exceptional exists are specified and do not
verify the absence of so-called unchecked exceptions [6]. A different approach is
advocated by Meyer [12]: each method has one entry, a normal exit, and an ex-
ceptional exit, but is specified by a single precondition and single postcondition
only. The normal exit is taken if the desired postcondition is established and the
exceptional exit is taken if the desired postcondition cannot be established. Thus
the situations under which an exceptional exit is taken is implicit in the method
specification and a “valid” outcome is always possible, even in the presence of
unanticipated failures. Here we refine this view by restricting the exceptional
postcondition in case the specified postcondition cannot be established.

We propose a notion of partial correctness that is meant to allow for unantic-
ipated failure: statements may fail to establish the desired postcondition, but if
they fail, they either must establish an alternative postcondition or not change
the state (e.g. by restoring the original state). By extension, a partial imple-
mentation of a specification is one that is only partially correct. E| For example,
database transactions can be explained in terms of partial correctness: either a
transaction succeeds, establishing the desired postcondition, or it fails and the
original state is restored. Another example for partial correctness is the recovery
block for software fault tolerance [4J14]: a list of alternative implementations is
attempted in given order. If one alternative fails, the original state is restored
and the next attempted, until either one succeeds or all fail. The design of class
methods in robust object-oriented programs also follows the principles of partial
correctness: if a method fails, it must at least establish the object invariant as
the alternative postcondition, such that program execution can continue and
methods of the object may still be called.

Partial correctness is contrasted to total correctness though their verification
rules. The rules are justified with respect to a semantics of statements as higher
order predicate transformers. The use of total and partial correctness is illus-
trated with three design patterns of increasing complexity, rollback, degraded
service, and recovery block. Their treatment with total correctness in our earlier
work [I5] inspired the notion of partial correctness.

In the original approach by Cristian [3] statements have one entry and multi-
ple exits (one of those being the normal one) and are defined by a set of predicate
transformers, one for each exit. As pointed out by King and Morgan [7], this dis-
allows nondeterminism, which precludes the use of the language for specification

! Partial correctness is also used in the literature when statements are not required
to terminate. Here, this would be more appropriately referred to as conditional cor-
rectness, as our use of partial correctness does require termination.
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and design; their solution is to use a single predicate transformer with one post-
condition for each exit instead, which we follow here.

A mechanical formalization of try-catch-finally statements is given by Ja-
cobs [5]. That formalization includes all the other “abrupt termination” modes
of Java, which we do not need here, and uses state transformers, which precludes
nondeterminism, and thus is less suited for our needs. Leino and Snepscheut [10]
study basic algebraic properties of a language with exception handling and de-
rive weakest exceptional preconditions of statements from a trace semantics.
Here we start directly with a predicate transformer definition from which the
proof rules for both total and partial correctness are derived. Algebraic prop-
erties of exceptions are studied by King and Morgan [7], but for a language in
which a try-statement does not include a catch-statement. Our formalization in
terms of higher order predicate transformers is inspired by that of Back and von
Wright [I]. All theorems in this paper have been checked mechanically using the
Isabelle/HOL prover; we therefore leave out the proofs or only sketch them.

The next section starts by defining a small but expressive set of core state-
ments as higher order predicate transformers. Section 3 continues by defining
common statements like assignment and conditional in terms of those; program
expressions as they appear in assignments and conditionals are allowed to be
partially defined. Section 4 defines the weakest precondition function and de-
rives rules for common statements; separation is introduced as a desirable prop-
erty, which restricts the class of statements that is considered from here on.
Section 5 defines the termination, normal termination, exceptional termination,
and enabledness domains of statements. Sections 6 and 7 define total and partial
correctness and derive the corresponding verification rules. Sections 8, 9, and 10
present the rollback, degraded service, and recovery block patterns.

2 Statements with Two Exits

Dijkstra defines wp(S, ¢) to be the weakest precondition such that statement
S terminates and establishes postcondition g. As here only the input/output
behaviour of statements is of interest, we identify a statement with its predicate
transformer [I]. Statements have a single entry, a normal exit, and an excep-
tional exit. Hence we define S(gq,r) to be the weakest precondition such that
statement S terminates, on normal termination postcondition ¢ holds finally,
and on exceptional termination postcondition 7 holds finally. A statement either
succeeds, meaning it terminates normally, fails, meaning it terminates exception-
ally, aborts, meaning it is out of control and may not terminate at all, or blocks,
meaning that it refuses to execute.

A state predicate of type P is a function from elements of type X, the
state space, to Bool, i.e. PX = X — Bool. A relation is a function from A, the
initial state space, to a state predicate over X, the final state space, i.e. is of
the form A — PX; we allow the initial and final state spaces to be different. A
predicate transformer is a function from a normal postcondition of type P¥ and
an exceptional postcondition of type P2, to a precondition of type PA, i.e. of
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the form P¥ x P2 — PA, for types ¥, 2, A. We leave the types out if they can
be inferred from the context.

On state predicates, conjunction A, disjunction V, implication =, conse-
quence <, and negation — are defined by the pointwise extension of the cor-
responding operations on Bool, e.g. (p A qg)o = po A qo for state predicates
p, q. The entailment ordering < is defined by universal implication, meaning
p < ¢q=VYo-po = qo. The predicates true and false represent the universally
true respectively false predicates. Predicate transformer S is monotonic if ¢ < ¢’
and r < ' implies S(g¢,r) < S(¢’, ). Hence weakening the normal or excep-
tional postcondition can lead only to a weaker precondition. A statement is a
monotonic predicate transformer.

We define some basic predicate transformers: abort is completely unpre-
dictable and may terminate normally or exceptionally in any state or may not
terminate at all; stop miraculously guarantees any postcondition by blocking
execution; skip does nothing and succeeds whereas raise does nothing and fails.
The sequential composition S ; T continues with T only if S succeeds whereas
the exceptional composition S ;; T continues with T only if S fails. The demonic
choice S T1 T establishes a postcondition only if both S and T do. The angelic
choice S U T establishes a postcondition if either S or T' does:

abort(q,r) = false (S;T)(q,r) =8(T(g,7),7)
stop(q,r) = true (53 T)gr) =S(q, T(g,r))
skip(¢,7) =gq (S T)(q,r) =S(q,r) AT (q,r)
raise(q,r) = (SUT)(q,r) =8S(q,r)V T(g,7)

Predicate transformers abort, stop, skip, and abort are monotonic and hence
statements. Operators ;, ;;, M, LI preserve monotonicity. Sequential composition
is associative and has skip as unit, giving rise to a monoid structure. Dually,
exceptional composition is associative and has raise as unit, giving rise to another
monoid structure.

We introduce statements for inspecting and modifying the state. For state
predicates u and v, the assumption [u,v] succeeds if u holds, fails if v holds,
choosing demonically among these possibilities if both « and v hold, and stops
if neither u nor v holds. The assertion {u, v} succeeds if u holds, fails if v holds,
choosing angelically among these possibilities if both u and v hold, and aborts
if neither u nor v holds. Both assumption and assertion do not change the state.

[u,0](¢;7) = (u= g) A(v=7) {u,0}(g;m) = (uAg)V(vAT)

Both assumption and assertion are monotonic and hence statements. We have
that [true, false] = skip = {true, false} and that [false, true] = raise = {false, true}.
We also have that [false, false] = stop and that {false, false} = abort. Finally we
have that [true, true] = skipMraise and that {true, true} = skip Ll raise.

The demonic update [Q, R] and the angelic update {Q, R} both update the
state according to relation () and succeed or update the state according to
relation R and fail, the difference being that the choice offered by the relations
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and the choice between succeeding and failing is demonic with [@, R] and is
angelic with {@, R}. If @ is of type A — PV and R is of type A — P{2, then
[@Q, R] and {Q, R} are of type P¥ x P2 — PA:

[Q,R](q,7)0 =Y - Q= qi) N (Vw-Réw = rw)
{Q,R}(q,r)0 = (F- QAN qyp)V (Fw-Row A rw)

Both demonic update and angelic update are monotonic in both arguments and
hence statements. Writing L for the empty relation and id for the identity re-
lation we have that [id, L] = skip = {id, L} and that [L,id] = raise = {L,id}.
We also have that [L, L] = stop and that { L, L} = abort. Finally we have that
[id, id] = skipMraise and that {id,id} = skip U raise. Writing T for the universal
relation, both updates [T, T] and {T, T} terminate, with [T, T] making a de-
monic choice between succeeding and failing and a demonic choice among the
final states, and {T, T} making these choices angelic.

3 Derived Statements

To establish the connection to predicate transformers with a single postcondition
we define:

[ul(q,7) =u=g¢ [Q(g;7)d = (- QY= q)
{u}(g,r) =ung {Q}(g, 7)o = (F- QYA q)

These definitions are identical as for predicate transformers with a single post-
condition, except for the additional parameter r [I]. We have that [u] = [u, false]
and {u} = {u,false} as well as [Q] = [@, L] and {Q} ={Q, L}.

The common try S catch T statement with body S and handler T is just a dif-
ferent notation for exceptional composition. The statement try S catch T finally U
with finalization U can be defined in terms of sequential and exceptional com-
position. The finalization U is executed either after S succeeds, after S fails and
T succeeds, or after S fails and T fails, in which case the whole statement fails
whether U succeeds or fails; see Fig. [T}

try S catch T

ST
try S catch T finally U (

(S

b

T3 (Usraise))) ; U

The assignment statement z := F is defined in terms of an update statement that
affects only component z of the state space. For this we assume that the state is a
tuple and variables select elements of the tuple. Here F may be partially defined,
as for example in z := z divy. A division by zero should lead to failure without
a state change, otherwise to success with z updated. A program expression E is
a term for which definedness def E and value val E are given; the result of def F
and val £ are expressions of the underlying logic. For example, assuming that ¢
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L 1 O

skip raise |~——. .

1
1
|

v

«------

try Scatch T

try S catch T finally U

Fig. 1. Control flow of skip, raise, try S catch T and try S catch T finally U; outgoing solid
lines represent the normal exit and outgoing dashed lines represent the exceptional exit

is a constant, x a variable, and ~ is +, —, =, < or another strict operator, we
have:

def 'c’ = true val'c' = ¢

def 'z’ = true valt' = x

def 'F ~ F' = def 'E’ A def 'F’ val'E ~ F' =val'E' ~val'F’

def ' EdivF' =def 'E' Adef F' Aval'’F'#£0  val’EdivF' =val'E'divval 'F"
def 'Emod F' = def 'E' Adef F" Aval'F' #0 val’Emod F' = val'’E’ modval 'F’

For example, assuming that a, b are variables, we have for program expression
a mod b:

def 'amod b’ = true val 'a mod b’
=def'a’ Adef b’ Aval'b’ #0 = val'a’ modval b’
=b#0 =amodb

The relational update x := e modifies component z of the state space to be e and
leaves all other components of the state space unchanged; the initial and final
state space are the same. The nondeterministic relational update z :€ e modifies
component z of the state space to be any element of the set e. Provided that
the state space consists of variables z,y we define:

z:i=e =XNz,y) - Ma',y)-2'=eny =y
z:€e =XNz,y) - MNa',y)- 2  eeny =y
For assumptions and assertions we introduce a syntactic abbreviation for leaving

out the state space if that is evident from the context, thus following program-
ming notation. Provided that the state space consists of variables z, y we define:

[b,C] = [/\(:c,y)b,)\(m,y)c]
{b7 C} = {A(I7 y) ’ b,)\(I, y) ' C}
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The (deterministic) assignment x := E fails if program expression F is not de-
fined, otherwise it succeeds and assigns the value of E to z. The nondeterministic
assignment x :€ F fails if E is not defined, otherwise it succeeds and assigns any
element of the set E to z, the choice being demonic:

x:=FE = {def E,~def E} ; [z := val F]
z:€ E = {def E,~def E}; [z :€ val E]

The assertion statement or check statement check B terminates normally if pro-
gram expression B is defined and true and terminates exceptionally if B is un-
defined or false.

check B = {def B A val B, —def B V —val B}

The conditional if Bthen Selse T fails if B is not defined, otherwise continues
with either S or T, depending on the value of B:

if Bthen Selse T = {def B,~def B}; (([val B]; S) M ([-val B]; T))

As usually, if Bthen S = if Bthen S else skip; we leave out the treatment of loops.
To illustrate the definitions, consider the statement a := a mod b:

a := amodb
= {def 'amod b’, —~def 'amod b'} ; [a := val 'amod b’
={b#0,b=0};[a:= amodb]
={M(a,b)-b#0,\(a,b)-b=0};[\a,b)-Aa',b')-a’ =amodbAd = b

4 Weakest Preconditions and Separation

We introduce the weakest precondition function wp(S, ¢, d), which allows the
postconditions ¢ and d to be written as (plain) predicates rather than state
predicates. Provided that S is of type PX x PX — PX and assuming that T is
the list program variables such that T : X', we define:

wp(S, ¢, d) = S(AT - ¢, \T - d)(T)

Using wp allows us to reason about statements without needing to make the
state space explicit, as in:

b>0Az=agedb = wp(a:=amodb,z = agedb,false)

We write t[z\u] for the substitution of variable z by u in ¢t. The next theorem
states the basic properties of wp.
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Theorem 1. Let S, T be predicate transformers, c, d be predicates, x be a vari-
able, and E, B be program expressions:

wp(abort, ¢, d) = false

wp(stop, ¢, d) = true

wp(skip, ¢, d) = ¢

wp(raise, ¢, d) = d

wp(check B, ¢, d) (def B Aval B = ¢) A
(def BA—=valB = d)A
(~def B = d)

wp(z :=E, ¢, d) = (def E = c[z\val E]) A
(—def E = d)

wp(z :€ E, ¢, d) = (def E = V' eval E-clz\z]) A
(~def E = d)

wp(S; T, c,d) = wp(S,wp(T,c,d),d)

wp(try S catch T, ¢, d) = wp(S,c,wp(T, ¢, d))

wp(ST T, c,d) = wp(S,¢,d)A
wp(T, ¢, d)

wp(if Bthen Selse T,c,d) = (def BAval B = wp(9,c,d))A
(def B A =val B = wp(T,c,d))A
(—def B = d)

As an example, consider determining the weakest precondition of ¢ := amod b
for normal postcondition z = a ged b and exceptional postcondition d:

wp(a := amod b,z = aged b, d)
= (def 'amod b’ = (z = aged b)[a\val'amod b']) A (—def 'amod b’ = d)
(b#0= (z =agecdb)[a\amod b)) A (b =0= d)
=(b#0=2z=(amodb)gcdb) A (b=0=d)
=0b#0=>z=agdb)A(b=0=d)

From this precondition we can deduce that if & = 0, the exceptional exit with
postcondition d will be taken. To determine when then statement does not fail,
we set d to false; the precondition then simplifies to b # 0 A z = aged b. In this
rather simple example we have reasoned about normal and exceptional simulta-
neously. In larger programs it would be useful if such reasoning could be split
into determining the weakest precondition for the normal and the exceptional
postcondition separately.

A method for showing that a statement S establishes postconditions ¢ A
¢’, d N\ d (the normal and exceptional postcondition) is to show that S establishes
¢,d and it establishes ¢/, d’. However, in general we have only following sub-
conjunctivity property:

wp(S, ¢, d) Awp(S,c',d") <=wp(S,cAc,dNd)
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As a direct consequence of sub-conjuctivity we get following sub-separation prop-
erty:

wp(S, ¢, true) Awp(S,true, d) < wp(S, ¢, d)

Unfortunately the direction of the implication does not allow the reasoning to
be separated in general: we would like from wp(S, ¢, true) (succeeding with ¢ or
failing in any state) and wp(9, true, d) (succeeding in any state or failing with d)
to deduce wp(S, ¢, d). To rectify this, we define (finite) conjunctivity. Statement
S is (finitely) conjunctive if:

wp(S, c,d) Awp(S,c’,d)=wp(S,eAc,dnd)
For conjunctive statement S separation holds:
wp(S, ¢, true) A wp(S,true, d) = wp(S, ¢, d)

Statements abort, stop, skip, raise, assumption [¢, d], and demonic update [Q, R]
are conjunctive. Sequential composition, exceptional composition, and demonic
choice preserve conjunctivity. The assertion {c,d} is conjunctive only if ¢ ex-
cludes d, i.e. =(¢ A d). Angelic choice and angelic update are in general not con-
junctive. Since separation is a desirable property, we mainly consider conjunctive
statements; all of the statements considered in Theorem 1 are conjunctive.

5 Domains

For statements with single exit, the termination domain tr S identifies when
statement S does not abort and the enabledness domain en S identifies when the
statement does not block. For statements with two exits, we have to distinguish
further. The termination domain includes the normal termination domain nr S
and the exceptional termination domain ex S:

trS = wp(S, true, true) ex S = wp(S, false, true)
nrS = wp(S, true, false) en S = —wp(9, false, false)
As a corollary of sub-conjunctivity, we have nr S A ex S < —en S for any state-

ment S. This can be strengthen to nr S AexS = —en § if § is conjunctive. The
next theorem summarizes the basic properties of the domain operations.

Theorem 2. Let S, T be predicate transformers, c,d be predicates, @, R be re-
lations, x a variable, and E, B program expressions:

trabort = false trstop = true trskip = true trraise = true
nr abort = false nrstop = true nrskip = true nrraise = false
ex abort = false exstop = true ex skip = false exraise = true

en abort = true en stop = false enskip = true en raise = true
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tr[c, d] = true tr{c,d} =cVvd
nric,d] = -d nr{c,d} =c
ex[e, d] = —e ex{c,d} =d

en[¢c,d]=cVd en{c, d} = true

tr(check B) = true

nr(check B) = def B Aval B

ex(check B) = —def BV —val B

en(check B) = true

tr(z := E) = true tr(z :€ E) = true

nr(z := FE) =def E nr(z :€ F) =def £

ex(z:=F) =~def E ex(z :€ E) =def E = (val E = {})
en(z := F) = true en(z :€ F) =def E = (val E # {})
tr(S;T) =1trS tr(S5; T) =1trS

nr(S;T)=nrS nr(Ss; T) <nrS

ex(S; T) < exS ex(5;; T) = exS

en(S;T)=enS en(S;; T)=en$

tr(SNT) =trSAtr T tr(SUT) =trSvir T

nr(SOT)=nrSAnr T n(SUT)=nrSVnrT
ex(SMT)=exSAexT ex(SUT)=exSVexT
en(SMT)=enSVenT en(SUT)=enSAenT

tr(if Bthen Selse T
nr(if Bthen Selse T
ex(if Bthen Selse T
en(if Bthen Selse T

~—

= (def BAvalB=trS)A(def BA-valB=trT)
=def BA(valB=nrS)A(-valB=nrT)
= (def BAval B =exS) A (def BA-val B=exT)
=def B= (valBAenS)V (-valBAenT)

—_ — —

Statement stop blocks execution, hence enstop = false, and stop “terminates or-
derly” by refusing execution, hence trstop = true. We note that demonic choice,
blocking statements, and the enabledness domain are useful to express concur-
rency, without further elaborating on this.

6 Total Correctness

Hoare’s total correctness assertion [b] S [c] states that under precondition b,
statement S terminates with postcondition c. This is now generalized to two
postconditions, the normal and exceptional postcondition.

[b] S[ec,d] =  Under precondition b, statement S terminates and
— on normal termination ¢ holds finally,
— on exceptional termination d holds finally.
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We say that under b, statement S succeeds with ¢ and fails with d. If [5] S [ ¢, false]
holds, then S never fails, and we write this more concisely as [b] S [¢]. Let b, ¢, d
be predicates:

[6] S e, d] = b= wp(S,c,d)
[6] S[c] = b= wp(S,c,false)

The next theorem summarizes the basic properties of total correctness, see
also [BISI7IT0):

Theorem 3. Let b, ¢, d be predicates, B, E be program expressions, x be a vari-
able, and S, T be statements:

[b] abort [c, d] = b

[b] stop [c, d] = true

[b] skip [e, d] = b=c

[b] raise[c, d] = b=>d

[b] check B [e, d] = (def BAvalBAb= c)A

(def BA=valBAb = d) A
(~def BAb = d)

(def E A b = c[z\val E]) A

(—def EAD = d)

(def EA b = V2’ e val E- clz\z']) A
(~def EA b= d)

[b] z := E e, d]

[b] z :€ E[c,d]

[6]S; T e, d] = Jh-[b] S[h,d] A
[2] T e, d]
[b] try S catch T [e, d] = Jh-[b] S[d,h] A
[2] T [d, d]
[6] S T e, d] = [b] Se,d] A
[6] T [, d]
[b] if Bthen Selse T'[c,d] = [def B Aval BAD]S[c,d] A

[def B A=val BA D] T [c,d] A
(~def BAb = d)

We immediately get following consequence rule for any statement S:
(V' =b)A[b]S[c,d]A(c=")YAN(d=d) = [b]S[c, d]
For conjunctive statement S we have also:
[o] S e, d] A S[c,d'] = [obAV]S[enc,dAd]
Separation arises as a special case:

[6] S [c,true] A D] S [true,d] = [b] S|ec, d]
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7 Partial Correctness

The notion of total correctness assumes that any possible failure has to be antici-
pated in the specification; the outcome in case of failure is specified by the excep-
tional postcondition. An implementation may not fail in any other way. Partial
correctness weakens the notion of total correctness by allowing also “true” excep-
tions. For orderly continuation after an unanticipated exception, the restriction
is that in that case, the state must not change. We introduce following notation:

{b) S{c,d) = Under precondition b, statement S terminates and
— on normal termination c¢ holds finally,
— on exceptional termination b or d holds finally.

Both total and partial correctness guarantee termination when the precondition
holds. If {b]) S (¢, false ) holds, then statement S does not modify the state when
terminating exceptionally, and we write this more concisely as (b)) S {c). Let
p, q, 7 be state predicates:

(b) S (¢, d
(0b S {c)

Total correctness implies partial correctness, but not vice versa. The very defi-
nition of partial correctness breaks the duality between normal and exceptional
postconditions that total correctness enjoys. This leads to some curious conse-
quences that we will explore.

b= wp(S,c,bVd)
b= wp(S,c,b)

~
~

Theorem 4. Let b, c, d be predicates, B, E be program expressions, x be a vari-
able, and S, T be statements:

() abort {c, d) =-b
{b) stop {c, d) = true
{b) skip {c, d) =b=c¢
{b) raise {c, d) = true
{b) z .= E{c, d) =def E A b = c[z\val E]
(b) z :€ E {c, d) =def EAb = Vi’ eval E-c[z\z']
(b) S5 T (e, d) =3h- (b) S (h,d) A
[h] Te, bV d]
{b) try S catch T (¢, d) =3h- [0] S e, h] A
[R] T e, bV d]

{o) ST (e, d) b S e, d) A

= (b

(0 T {c, d)
{b) check B {c, d) =def BAvalBAb = ¢
(b) if Bthen Selse T {c,d) = [def BAvalBAb]S[c,bVd]A
[def BA=valBAb] T[e,bV d]
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The raise statement miraculously satisfies any partial correctness specification
by failing and leaving the state unchanged. The rules for assignment and non-
deterministic assignment have only conditions in case F is defined; in case E is
undefined, the assignment fails without changing the state, thus satisfies the par-
tial correctness specification automatically. Likewise, the check statement and
the conditional have only conditions in case B is defined, as if B is undefined,
the statement fails without changing the state. We immediately get following
consequence rule for any statement S:

B)S{c,d)A(c=YA(d=d) = (b)S{c,d)

Like for total correctness, this rule allows the postconditions to be weakened,
but does not allow the precondition to be weakened. For conjunctive statement
S we have also:

[6] STe,d] AQV') S{c',d') = (bAb)S{cAc,dAd)
Separation arises as a special case:

[6] S [c,true] A {b) S (true,d) = {(b) S {c,d)
For S ; T and try S catch T let us consider the special case when d = false:

{o) S T {c) =3n- (b) S{A) ATR] T [e, b]
{b) try Scatch T {c) = 3h- [b] Sc,h] A[R] T [c, ]

The partial correctness assertion for S'; T' is satisfied if S fails without changing
the state, but if S succeeds with h, then T must either succeed with the specified
postcondition ¢, or fail with the original precondition b. For the partial correct-
ness assertion of try S catch T' to hold, either S must succeed with the specified
postcondition ¢, or fail with A, from which T either succeeds with ¢ or fails with
the original precondition b.

8 Rollback

We continue with illustrating the use of total and partial correctness with three
design patterns, starting with the rollback pattern. When a statement fails, it
may leave the program in an inconsistent state, for example in one in which an
invariant does not hold and from which another failure is likely, or in an unde-
sirable state, for example one in which the only course of action is termination
of the program. We give a pattern for rolling back to the original state such that
the failure is masked, meaning that is it not visible to the outside. Rolling back
relies on a procedure backup, which makes a copy of the state, and a proce-
dure restore, which restores the saved state. We formalize this by requiring that
backup establishes a predicate b, which restore requires to roll back, and which
the attempted statement, called S, has to preserve in case of failure. The backup
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may consist of a copy of all variables in main memory or secondary storage, or a
partial or compressed copy, as long as a state satisfying ¢ can be established. The
attempted statement S does not need to preserve b in case of success, e.g. can
overwrite the backup of the variables. We let statement 7' do some “cleanup”
after restoring to achieve the desired postcondition.

Theorem 5. Let b, c,d be predicates and let backup, restore, S, T be state-
ments. If

{c) backup (c A b) [end]S[d,b]
[b] restore [ ] {c) T (d)

then:
(c) backup ; try S catch(restore ; T') {d)

Procedure backup may either fail with ¢ or succeed with ¢ A b, but restore
must always succeed. The cleanup T must either succeed with d or fail with its
precondition c¢. Thus it can be implemented by raise, which would be an example
of re-raising an exception.

The theorem follows directly from the rules of total correctness by first
rephrasing the partial correctness assertions as total correctness assertions.

9 Degraded Service

Suppose that two or more statements achieve the same goal, but some statements
are preferred over others—the preferred one may be more efficient, may achieve
a higher precision of numeric results, may transmit faster over the network, may
achieve a higher sound quality. If the most preferred one fails, we may fall back
to one that is less desirable, but more likely to succeed, and if that fails, fall back
to a third one, and so forth. The least preferred one may simply inform the user
of the failure. We call this the pattern of degraded service. In the formulation
below degraded service is combined with rollback such that each attempt starts
in the original state, rather than in the state that was left from the previous
attempt. Hence, all alternatives have to adhere to the same specification, but
try to satisfy that by different means. In case all attempts fail, the failure is
propagated to the user.

Theorem 6. Let b, c,d be predicates and let backup, restore, Sy, Sy be state-
ments. If

{c) backup (c A b) [enDd] Si[d,b]
[6] restore [¢ A b] [enb]S2[d,b]

then:

)

(c) backup ; try Sy catch(restore ; try Sy catch(restore ; raise)) (d)

The theorem readily generalizes to more than two attempts. Again, the theorem
follows directly from the rules of total correctness by first rephrasing the partial
correctness assertions as total correctness assertions.
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10 Recovery Block

The recovery block specifies N alternatives together with an acceptance test [4].
The alternatives are executed in the specified order. If the acceptance test at
the end of an alternative fails or an exception is raised within an alternative, the
original state is restored and the next alternative attempted. If an acceptance
test passes, the recovery block terminates. If the acceptance test fails for all
alternatives, the recovery block fails, possibly leading to alternatives taken at
an outer level. Here is the originally suggested syntax of [14] and a formulation
with try-catch statements [I5]; A is the acceptance test:

ensure A backup ;
by Si try(S1 ; check A)
else by Sy catch
else by S3 restore ;
else error try(Sy ; check A)
catch
restore ;

try(Ss ; check A)
catch(restore ; raise)

The acceptance test does not have to be the complete postcondition—that would
be rather impractical in general. However, suppose that we know that alternative
S; succeeds with d;, if it succeeds. If we can devise a predicate A; such that d; AA;
implies the desired postcondition d, then A; is an adequate acceptance test for
S;; for this each alternative has to have its own acceptance test, a possibility
already mentioned in [14]:

Theorem 7. Let b, c,d, dy, ds, ds be predicates, let Ay, As, Az be program ex-
pressions, and let backup, restore, S1, So, S5 be statements. If

(c) backup {c AD)  [eAD]S1[di AD,B] di =defAy dyAvalAdy = d
[b] restore [e AB]  [e AND]Sada Ab,B] do = def Ay do Aval Ay = d
[[C/\b]]S3|Id3/\b,b]] d3:>defA3 d3/\V3|A3=>d

then:

(2]
backup ;
try(S1 ; check A;)
catch
restore ;
try(Sy ; check As)
catch
restore ;
try(Ss ; check As)
catch(restore ; raise)

{db
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More generally, partial acceptance tests in form of additional check statements
can be carried out anywhere within an alternative, rather than only at the end;
failure should be detected early such that resources are not wasted.

The theorem is a consequence of degraded service with rollback, generalized
to three attempts, by replacing S; by S; ; check Ay, . ... The conclusion follows
immediately provided that [eAb] Sy;check 44 [d, b], . .. hold. Given [eAb] Sy [diA
b,b], di = def 4y, and d; Aval 41 = d,... this follows by the rules for total
correctness assertions.

11 Conclusions

The formalization of the three design patterns gives some evidence that the
notions of total and partial correctness (in our sense) are useful in providing
a notation and a method for addressing “unanticipated” exceptions that signal
some failure; the practicality depends of course on the degree to which failures
can be detected, which we do not address here. While proofs are most easily
carried out using total correctness assertions, partial correctness seems to be
more useful for specification.

The focus of this paper is the theoretical foundation. Practical verification
tools augment specification with a frame that restricts which variables can be
modified and place other restrictions for making the verification conditions lo-
cal [2[9]. We have not addressed these issues.

The rules given for partial and total correctness are not complete; notably,
loops are modules have not been treated. They are needed for the formalization
of further patterns and remain the topic of ongoing work [16/12]. While the
statement try S catch T finally U was defined, no corresponding proof rules were
given. A directly derived total correctness rule is:

[p] try S catch Tfinally U [q, ] = 3k, 1, m,n- [p] S [k, (] A[1] T [m,n] A
[F) Ulg, il A Tm] Ullg, rl A
[2] U r, 7]

However, this rules has three—very different—conditions on the finalization U.
While the rule is suitable for verifying programs, these three conditions are of no
help to the programmer in systematically developing a finalization. More work
on the verification of finalization is needed.

Acknowledgement. We are grateful to the reviewers; their comments lead to
numerous improvements.
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